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Device Extension (TNDE) and its SPDM-based JOIN/ON-
BOARDING protocols for enrolling platforms and onboarding
TNDIs. A three-tiered attestation architecture is introduced,
spanning device-level Configuration Integrity Verification, lay-
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with cryptographic ordering guarantees. The deliverable also
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Executive Summary

CASTOR’s goal is to realize trusted path routing in a below-zero-trust model, where routing decisions and
traffic engineering explicitly incorporate trust metrics that evolve at runtime rather than relying on static
configuration or topology alone. The concepts of the Trust Network Device Extension (TNDE), Trust
Network Device Interfaces (TNDIs), and the overall CASTOR architecture were introduced in earlier de-
liverables, in particular D2.1 [22] and D3.1 [24]. Building on that foundation, this deliverable D3.2 reports
on the status of the first implementation of these device-side components and concepts. It details how
the initial prototypes of TNDE services, trust sources, and associated attestation and tracing schemes
have been realized on concrete router platforms.

The document first revisits and refines the routing-plane threat model for CASTOR’s target environments,
where virtual routers are deployed as containers or VMs and operate under a strong Dolev—Yao adver-
sary who controls the network and can exploit container-to-host jailbreaks, shared-kernel vulnerabilities,
and control-plane message manipulation. This updated threat model sharpens the traceability mandate
derived in earlier work: instead of generic telemetry, CASTOR requires specific, low-level evidence about
host—container interactions, elevated privilege use, and protocol behavior to support continuous trust as-
sessment. Within this setting, D3.2 emphasizes resilience, continuous attestation, and rapid detection.
Compromise cannot be ruled out, and routing decisions must therefore be driven by dynamically en-
forced Required Trust Levels (RTL) over paths, while individual nodes’ Trust Levels (TL) are monitored
and updated over time.

Within this threat context, D3.2 details the first concrete implementation of the TNDE as the device-side
trusted software stack that manages TNDIs, implements the TNDI Security Protocol (TNDI-SP), and
exposes evidence to the CASTOR Service Orchestrator and global trust components such as the Global
TAF and Phala/DLT. The TNDE is realized as a set of cooperating user-space services—including the
Trust Network Device Security Manager (TN-DSM), a Tracing Hub, multiple Trust Sources, and a Local
TAF Agent—connected via host-local APIs. The deliverable describes how these services are instantiated
on platforms hosting Cisco XRd vRouter containers and how TNDE startup is orchestrated via manifest
files. It also explains how the TN-DSM acts as the device-side endpoint of the SPDM-based JOIN and
ONBOARDING flows of TNDI-SP. These protocol flows are specified at message and state-machine level
and show how TNDE platforms are enrolled into a CASTOR domain, how TNDIs are on-boarded, and
how per-TNDI control and data channels are established for evidence export.

A major part of the deliverable is devoted to the first implementation status of CASTOR’s trust sources
and their attestation schemes. The Attestation Trust Source is placed within a three-tiered security archi-
tecture that spans device-level configuration integrity verification, layered platform attestation, and com-
posite path-level attestation, anchored in hardware roots of trust where available. D3.2 specifies concrete
cryptographic and protocol mechanisms for these tiers, including configuration integrity verification (CIV),
a layered attestation methodology over multiple privilege levels, and composite attestation schemes for
end-to-end paths, for example based on sequential aggregate signatures and ordered multi-signature
constructions. The deliverable discusses protocol roles, key material, and message flows. It explains
how these mechanisms are integrated with the TNDE and TNDI-SP to provide attestation-backed evi-
dence to the orchestration layer.

On the behavioral side, D3.2 reports on the design and initial implementation of a Finite State Machine
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(FSM)-based Trust Source that serves as a lightweight and interpretable source of runtime behavioral
evidence for selected router processes. Rather than presenting a finalized solution, the chapter docu-
ments the current pipeline and intermediate results. It describes how CASTOR’s tracing layer provides
syscall-level traces, how feature engineering and entropy-based selection are used to derive a reduced
FSM alphabet, and how nominal FSM models are trained and evaluated on CASTOR eBPF trace data.
The deliverable demonstrates that FSMs can be constructed from real traces and used to detect devia-
tions, but also highlights open challenges such as process attribution, dataset breadth, and integration of
the runtime FSM evaluation into the end-to-end trust assessment workflow.

To support both attestation and FSM-based behavioral monitoring, the deliverable specifies and eval-
uates the tracing architecture implemented in the first prototype. A concrete eBPF-based Trace Unit
is integrated into the TNDE and deployed alongside Cisco XRd vRouter containers, attaching to stable
syscall and scheduler tracepoints and to selected kprobes and uprobes in the XRd control-plane stack.
The implementation applies cgroup-based filtering to isolate per-TNDI activity and emits CBOR-encoded
trace batches over device-local endpoints towards Trust Sources, under configuration of the Tracing Hub.
Using a flexible-algorithm routing scenario (FlexAlgo 128) as a case study, D3.2 reports experimental
observations on how correlated syscall patterns and control-plane function probes form a characteristic
execution pattern for healthy route updates. It shows how these observations can feed both static attes-
tation checks and FSM models. This experimental chapter is explicitly framed as an exploration of trace
granularity and feasibility and identifies which hooks and evidence are most useful for CASTOR’s trust
assessment goals.

Finally, D3.2 presents an initial key management scheme for the TNDE and its TNDIs, cataloging the
keys and credentials used in the version 1 proof-of-concept. The deliverable describes the roles and
bindings of RoT keys, TNDE platform keys, per-TNDI identity keys, composite attestation keys, and the
symmetric session keys for TNDI-SP control and data channels. It explains how these are generated,
bound to devices and TNDIs, and used across the different attestation and evidence-export protocols.
Together with the protocol, tracing, and FSM components, this key management framework completes
the first end-to-end instantiation of CASTOR’s device-side trust architecture.

Overall, D3.2 does not introduce entirely new architectural concepts but instead moves CASTOR from
the conceptual device-side designs of D3.1 to an initial integrated prototype that spans threat modeling,
TNDE and TNDI-SP protocol realization, concrete attestation schemes, FSM-based behavioral moni-
toring, trace collection mechanisms, and key management on containerized routers. The deliverable
provides a snapshot of the current implementation status. It identifies where designs have been turned
into detailed protocols and code and where work remains exploratory, and it lays the groundwork for
subsequent iterations that will harden these components and integrate them more tightly into CASTOR’s
end-to-end trusted path routing framework.
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Chapter 1

Introduction

1.1 Scope and Purpose

Deliverable D3.2 constitutes the first release of the CASTOR trust extensions that enable the vision of
runtime trust assessment within the context of the traffic engineering process. Building upon the con-
ceptual architecture, component definitions, and functional requirements established in D3.1, the present
deliverable provides a comprehensive specification and initial implementation of all the functionalities and
services that must be exposed by the Trust Network Device Security Manager (TN-DSM) to protect the
entire lifecycle of the infrastructure elements—namely the Trust Network Device Extension (TNDE) and
Trust Network Device Interfaces (TNDIs)—from the initial on-boarding through to the verifiable shar-
ing of all evidence and trustworthiness claims to the Global Trust Assessment Framework (Global
TAF) for the CC-wide trust quantification.

In contrast to the existing landscape in the IETF Trusted Path Routing (TPR) architecture, where all routing
elements are verified during the onboarding into the topology, this enrolment-time verification enables the
establishment of a baseline of trust, it does not account for a fact that a device’s trustworthiness may
change over time. If a device becomes misconfigured, compromised, or enters a degraded trust state
after initial enrollment, this change should be reflected in the trusted path routing decisions. The TPR
model, as currently defined, provides no mechanism to detect or respond to such changes. Extending
it with a runtime trust assessment phase raises several open issues that we need to resolve: CASTOR
envisions to overcome this gap by introducing adaptive-to-changes mechanisms for capturing
the devices (HW and SW) trust scores, anchored to decentralized roots-of-trust.

In practice, this is manifested through the definition of a Trusted Computing Base (TCB) anchoring set of
customized TEE extensions (deployed in all nodes/elements, thus, constituting a Network of Distributed
Roots-of-Trust (RoTs)) equipped with novel attestation and state introspection capabilities that allow the
continuous monitoring of a device’s configurational and behavioural properties. Such properties are rep-
resented through another core innovation of CASTOR by employing state-space abstractions to depict
the vital operations (as finite state machine models) of the device per trust/security property of interest.
Generation is based on sound learning techniques where accuracy of the state representation is proved
to be equivalent to the real operation for the intended property. Examples include configuration integrity
verification (runtime integrity of loaded software stack); operational correctness/resilience of safety-critical
and sensitive workloads (been executed in TEE instances) enabled through the implementation of novel
runtime behavioural attestation services that can identify exactly which portions of the system can be
trusted as part of the exchanged security claims; and even system measurements on the underlying OS-
/FW/RTOS acting as evidence on the availability of its resources and the instantiated security controls
(dictating the level of robustness of this device against runtime attacks).

In this context, the present deliverable puts forth all details and inner-workings of the first version of
CASTOR’s three-tiered security framework that progressively extends trust from the device level to the
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network path level: Tier 1 establishes a device-level trust anchor through Configuration Integrity
Verification (CIV); Tier 2 introduces layered platform attestation across four privilege layers with
weakened trust boundaries; and Tier 3 extends trust to end-to-end routing paths via composite
attestation, incorporating cryptographic enforcement of the correct path order through sequential
aggregate signature and ordered multi-signature constructions. These mechanisms ensure that
both individual nodes and entire routing paths can be verified with provable ordering guarantees.

This philosophy, tracing its lineage to early multiprogramming systems like Multics [29], advocates for
fragmenting a system into (isolated) layers separated by hardware-enforced boundaries. Ideally, this
structure resembles an inverted pyramid or a series of concentric circles with decreasing radii (Figure 4.1):
the deepest layers —constituting the TCB are architected to compress the trust boundary to the extreme,
including only the necessary code for supporting the business logic of upper layers, so that it can be
static (i.e., minimize runtime dependencies) and tighlty verified while exposing only narrow interfaces
to the outside world. As one ascends to the outer layers, software becomes increasingly complex and
dynamic requiring an extended set of security safeguards for ensuring not only their boot-up integrity but
also their uncompromised execution. This, in turn, requires the proper security abstractions and privilege
separation compartmentalizing high-privilege code to a trusted lower layer (Layer-0 depicted by the Blue-
boxes in Figure 4.1) bounding its functionality and interfaces to the outer world in order to reduce subtle
attacks. This reduction of complexity at the core is a critical security property, ensuring that the most
privileged components remain formally verifiable and predictable, even when subjected to adversarial
conditions in the outer, less trusted layers.

Complementing this novel layered attestation methodology, D3.2 introduces a separate FSM-based trust
source for runtime behavioural monitoring. The FSM pipeline ingests syscall-level traces from CASTOR’s
eBPF tracing layer, applies entropy-based feature selection to derive a reduced event vocabulary, and
trains nominal models that capture expected routing daemon behaviour. At runtime, deviations from
these models produce behavioural evidence that feeds into the trust assessment workflow alongside the
attestation claims.

Furthermore, D3.2 delivers the first version of the Trace Unit implementation leveraging extended Berke-
ley Packet Filters (eBPFs), together with the instantiation and analysis of execution traces captured from
routing functions. It integrates memory introspection and control-flow graph extraction to strictly verify
execution flow. This approach ensures robust state continuity and integrity, achieving strong security
guarantees with the efficiency required for decentralized, collaborative environments. The eBPF-based
Trace Unit is deployed alongside Cisco XRd vRouter containers, attaching to stable syscall and scheduler
tracepoints as well as selected kprobes and uprobes in the XRd control-plane stack. Using a flexible-
algorithm routing scenario (FlexAlgo 128) as a case study, the deliverable demonstrates how correlated
syscall patterns and control-plane function probes form characteristic execution patterns for healthy route
updates, feeding both static attestation checks and FSM-based behavioural models. The deliverable also
specifies the initial key management scheme for the TNDE and its TNDIs, completing the first end-to-end
instantiation of CASTOR’s device-side trust architecture.

1.2 Relation with other WPs and Deliverables

D3.2 is a core outcome of WP3 and closely interacts with several other CASTOR work packages. In
particular, it builds upon the high-level CASTOR architecture and use-case analysis presented in D2.1,
the conceptual architecture of CASTOR TCB and composite attestation model specification in D3.1, and
provides essential input to the Local TAF defined in D4.2 [25] and the establishment of authenticated and
encrypted communication channel between TN-DSM with the backend orchestration layer in D5.2. In
addition, this document provides all the necessary information in the CASTOR use cases developed in
WP6. Figure 1.1 depicts the relation of D3.2 with other WPs and deliverables.
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Figure 1.1: Relation of D3.2 with other WPs and Deliverables

1.3 Deliverable Structure

The remainder of this deliverable is organised as follows.

Chapter 2 revisits and refines the routing-plane threat model for CASTOR’s target environment, where
vRouters are deployed as containers sharing the host kernel. It formalises the Dolev—Yao adversary within
this setting, catalogues container-specific vulnerabilities and jailbreak vectors, and derives the traceability
mandate that dictates what evidence the CASTOR tracing architecture must continuously collect.

Chapter 3 details the Trust Network Device Extension (TNDE) as the device-side trusted software stack.
It describes the TN-DSM and its role in platform-side initialisation, the SPDM-based JOIN and ON-
BOARDING protocol flows of the TNDI Security protocol (TNDI-SP) the establishment of per-TNDI control
and data channels for evidence export, the Tracing Hub responsible for runtime configuration and CBOR-
encoded trace dispatch, and the eBPF-based Trace Unit with its cgroup-based per-TNDI filtering.

Chapter 4 presents the CASTOR Attestation Service organised around a three-tiered security archi-
tecture: Tier 1 establishes a device-level trust anchor through Configuration Integrity Verification (CIV)
with policy-restricted attestation keys; Tier 2 introduces layered platform attestation across four privilege
layers with weakened trust assumptions; and Tier 3 extends trust to end-to-end routing paths via com-
posite attestation based on sequential aggregate signatures and ordered multi-signature constructions
with provable path-ordering guarantees.

Chapter 5 describes the FSM-based trust source as a complementary mechanism for lightweight runtime
behavioural monitoring. It details the pipeline from syscall-level trace ingestion through entropy-based
feature selection and nominal model training, and reports on current integration results using CASTOR
eBPF trace data.

Chapter 6 introduces Delegatable Order-Revealing Encryption (DORE) scheme, which enables the zero-
knowledge sharing of path-centric trust metrics across administrative domains while preserving the con-
fidentiality of the underlying trust scores.

Chapter 7 analyses execution path determinism for traffic engineering through experimental trace analy-
sis. Using a FlexAlgo 128 routing scenario as a case study, it examines how correlated syscall patterns
and control-plane function probes form characteristic execution signatures for healthy route updates, and
identifies which hooks and evidence are most useful for CASTOR’s trust assessment goals.
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Chapter 8 specifies the TNDE key management scheme for the TNDE and its TNDIs, listing the Root-
of-Trust keys, platform keys, per-TNDI identity keys, composite attestation keys, and symmetric session
keys used across the attestation and evidence-export protocols.

Chapter 9 concludes with a summary and outlook.
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Chapter 2

Threat Modelling in the CASTOR Routing
Plane

2.1 Introduction and Architectural Paradigm

The CASTOR project represents a paradigm shift in securing routing paths across next-generation com-
puting continuums, specifically targeting Beyond 5G (B5G) and 6G networks. While traditional infras-
tructure relies heavily on physical appliances, the first version of CASTOR realizes the core concepts
established in Chapter 3 by instantiating Trusted Network Domain Interfaces (TNDIs) directly as virtual
routers (vRouters). These vRouters can be deployed either as container-based instances running on
the host or as hypervisor-isolated Virtual Machines (VMs), with future iterations generalizing this deploy-
ment model even further. This flexible, cloud-native approach—utilizing platforms such as Kubernetes or
lightweight orchestration frameworks—ensures rapid provisioning, minimal overhead, and high scalability.

However, this architectural agility fundamentally alters the system’s attack surface. The security of the
routing plane is no longer strictly bound to the protocol specification or the hardware appliance. Instead,
it becomes inevitably linked to the underlying container runtime, the host operating system’s kernel, and
the orchestration control plane. Consequently, the CASTOR threat model must pivot from traditional
network-centric threat analyses to a hybrid model that accounts for advanced adversarial capabilities
in the network and the inherently porous boundaries of OS-level virtualization. The core objective of
this threat model is to formally define the Required Trust Level (RTL) for dynamic trust assessment and
to dictate the exact systematic evidence that must be continuously collected by the CASTOR tracing
architecture.

2.2 Adversarial Model: The Dolev-Yao Assumption

To ensure rigorous security bounds, CASTOR evaluates the routing and control planes under the formal
Dolev-Yao adversarial model. In the context of the CASTOR routing architecture, this model assumes
that the underlying network infrastructure is entirely untrusted and under the full control of the adversary.

Specifically, the Dolev-Yao adversary possesses the following capabilities within our threat landscape:

+ Omnipresence and Interception: The adversary can overhear, intercept, and record any message
traversing the network, including inter-domain BGP advertisements, intra-domain OSPF/IS-IS link-
state packets, and SDN controller telemetry.

+ Message Manipulation and Synthesis: The attacker can arbitrarily modify, drop, delay, replay, or
inject newly synthesized messages into the network fabric. They can impersonate any legitimate
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vRouter or control plane entity, provided they possess the requisite cryptographic material.

» Cryptographic Boundaries: The adversary is computationally bounded. They cannot break se-
cure cryptographic primitives (e.g., they cannot forge valid digital signatures without the private key
or decrypt payloads without the symmetric key).

Applying the Dolev-Yao model to a virtualized routing environment implies that traditional, plaintext rout-
ing protocols are inherently compromised by default. An adversary can effortlessly inject forged route
advertisements, leading to traffic blackholing, prefix hijacking, or deterministic routing loops. Therefore,
trust in the CASTOR ecosystem cannot be derived from network location or packet delivery mechanisms;
it must be continuously mathematically proven through cryptographic attestation and runtime behavioral
evidence.

2.3 Container-Specific Vulnerabilities and Jailbreak Vectors

Unlike traditional VMs, which utilize a hypervisor to provide strict hardware-level isolation, containers
share the single underlying kernel of the host Operating System. Isolation is enforced logically via Linux
namespaces (restricting visibility) and cgroups (restricting resource consumption).

Because vRouters frequently manipulate networking components, such as virtual network interfaces
(vVNICs), routing tables, and firewall rules, they historically struggle to run as fully unprivileged contain-
ers. In standard control-plane deployments, they typically require elevated networking privileges. Even
in data-plane scenarios where host-level networking components are bypassed, such as using DPDK
with physical NIC pass—through, high-level access is still necessary to interact directly with hardware
(e.g., managing hugepages and VFIO devices). While modern isolation techniques can help deprivi-
lege containers by scoping these permissions to dedicated network namespaces, the underlying reliance
on elevated host access for advanced packet processing creates a persistent and critical threat vector:
Container-to-Host Jailbreaks.

If a Dolev-Yao adversary crafts a malicious BGP update that triggers a buffer overflow in the routing
daemon (e.g., FRRouting or Quagga) running inside the container, they gain remote code execution
(RCE) within the container's namespace. From this beachhead, the adversary can leverage the vRouter’s
elevated capabilities to execute a container escape.

2.3.1 Mechanisms of Container Escape

In the CASTOR threat model, we explicitly identify the following container escape methodologies as high-
priority threats:

1. Exploitation of Shared Kernel Subsystems: An attacker with code execution inside the vRouter
container can interact directly with the host kernel’s system call interface. Vulnerabilities in network
protocol stacks, eBPF verifiers, or shared filesystem drivers can be exploited to overwrite kernel
memory, granting the attacker root privileges on the underlying host node.

2. Abuse of Elevated Privileges: While standard network namespace isolation normally prevents a
container from tampering with arbitrary host interfaces, vRouters often must run within the host’s
network namespace to function effectively. In such shared-namespace deployments, an attacker
who compromises the container inherits the elevated networking privileges needed to manipulate
routing tables and intercept traffic destined for other vRouters. Furthermore, if the container is
granted broader system-level access, an attacker can exploit host kernel mechanisms to escape
the container entirely. For example, by mounting the host’s control group (cgroup) filesystem, the
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attacker can configure a malicious release_agent. Because this agent is a native kernel feature
designed to run cleanup scripts directly on the host whenever a cgroup empties, the attacker can
trigger it to execute arbitrary commands outside the container boundary.

3. Exposed Orchestration Sockets: While granting access to the host’s container runtime socket
(e.g., docker.sock or containerd.sock) is not standard practice for isolated data-plane opera-
tions, it is a realistic misconfiguration in hyper-converged edge architectures or unified deployments
where management and orchestration agents are co-located within the vRouter environment. If in-
advertently mounted, an attacker who compromises the vRouter can interact directly with the host
daemon to instantiate highly privileged peer containers, effectively achieving a total host takeover.

Once a jailbreak is successful, the adversary transcends the network plane. They can passively extract
cryptographic keys from the host’s memory, bypassing Dolev-Yao cryptographic restrictions, and laterally
compromise the entire CASTOR cluster.

2.4 Comprehensive Threat Catalogues

Based on the intersection of the Dolev-Yao model and our containerized architecture, we categorize the
threats into distinct domains. The following tables summarize the critical threats that the CASTOR trust
assessment framework must mitigate and monitor.

Table 2.1: Threats in the Control Service and Container Infrastructure

[»] - Title Description

TM-C.01 Dolev-Yao SDN Spoofing Under Dolev-Yao, the adversary synthesizes forged SDN control messages.
If the control channel lacks robust cryptographic authentication, the attacker
can rewrite vRouter flow tables globally.

TM-C.02 Container Escape via Capabili- | Exploitation of required networking capabilities to bypass namespace iso-

ties lation, allowing an attacker who has compromised the routing daemon to
execute code directly on the host OS.

TM-C.03 Shared Kernel eBPF Exploit Malicious manipulation of the Extended Berkeley Packet Filter (eBPF) sub-
system. An attacker escapes the container by loading malicious eBPF pro-
grams via compromised vRouter daemons, achieving ring-0 code execution
on the host.

TM-C.04 Orchestrator API Hijacking Unauthorized access to the container orchestrator (e.g., Kubernetes API
server) by stealing service account tokens from a compromised vRouter
container, leading to cluster-wide compromise.

TM-C.05 Routing Daemon RCE Remote Code Execution vulnerabilities in the routing software (e.g., parsing
errors in BGP/OSPF engines). This serves as the primary entry point for
subsequent container jailbreak attempts.

TM-C.06 Shared Resource Exhaustion A compromised container aggressively consumes shared host resources
(CPU, Memory, 10), resulting in a localized Denial of Service for all adjacent
vRouters running on the same hardware.

Table 2.2: Threats in the Network and Routing Layer

ID  Title ~ Description " Mitigation Strategy

TM-N.01 Malicious Route Injection | The Dolev-Yao adversary injects forged BG- | Cryptographic route origin val-
P/OSPF updates to alter the routing topol- | idation (RPKI), BGPsec, and
ogy, facilitating traffic interception or black- | continuous runtime evidence
holing. tracing.

TM-N.02 Flex-Algo Tampering Manipulation of Segment Routing Flexi- | Mutual TLS for control plane,
ble Algorithm advertisements to force traf- | strict signature verification on
fic engineering paths through adversary- | Segment Routing descriptors.
controlled network nodes.
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- Description

' Mitigation Strategy

TM-N.03 Protocol Replay Attacks | The adversary captures legitimate routing | Nonces, timestamp validation,
updates or PCE requests and replays them | and sequence number enforce-
out-of-band to cause route flapping or unau- | ment in protocol payloads.
thorized state changes.

TM-N.04 Bidding-Down Attack The Dolev-Yao attacker actively drops cryp- | Strict configuration validation;
tographic negotiation packets, forcing the | disabling fallback to unauthen-
vRouters to fall back to unencrypted or | ticated protocols.
legacy routing protocols.

TM-N.05 State Disruption via DoS | Injection of crafted, high-volume protocol | Hardware-level rate limiting,
hello messages (e.g., IS-1IS hellos) designed | Control Plane Policing (CoPP),
to overwhelm the container’s CPU allocation | and strict cgroup CPU limits.
and drop routing adjacencies.

2.5 Conclusion and Traceability Mandate

Because CASTOR assumes a highly hostile Dolev-Yao network environment and a fragile container
isolation boundary, absolute prevention of compromise is an unrealistic objective. Instead, this threat
model dictates that the CASTOR architecture must prioritize resilience, continuous attestation, and
rapid detection.

The exact threats documented herein —specifically the mechanics of container escapes, elevated priv-
ilege abuse, and unauthenticated message synthesis —directly establish the Traceability Mandate for
the CASTOR Tracing Hub. Rather than relying on generic network telemetry, CASTOR’s tracing impli-
cations are deeply intertwined with its four-layer attestation architecture. To effectively detect container-
to-host jailbreaks and Dolev-Yao manipulations, the Tracing Hub must collect highly specific, low-level
evidence. This involves monitoring host-level eBPF hooks for anomalous system calls (such as unau-
thorized release_agent cgroup manipulation or unexpected access to orchestration sockets), extracting
hardware-anchored cryptographic measurements from the Secure Element, and validating the continu-
ous runtime integrity of the routing daemons against the Policy Authority’s reference values.

By mapping these specific threat vectors to verifiable runtime evidence, CASTOR establishes a dynamic,
mathematically grounded trust ecosystem. It is crucial to distinguish that while the CASTOR framework
continuously monitors and evaluates the individual Trust Level (TL) of each vRouter (or Trusted Network
Domain Interface - TNDI), it dynamically enforces the Required Trust Level (RTL) of the overall routing
path. We cannot strictly enforce the security state of an untrusted node under attack; we can only
monitor its TL. However, if the Tracing Hub detects that a specific node’s TL has degraded—for instance,
due to anomalous host-namespace activity indicating a potential container escape—the CASTOR Traffic
Engineering Policy Engine proactively enforces the path’s RTL. It does so by seamlessly rerouting traffic,
bypassing the compromised or untrusted node entirely before a localized breach can escalate into a
systemic infrastructure failure.
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Chapter 3

Trust Network Device Extension

CASTOR's trusted path routing relies on a device-side trusted software stack that can manage TNDIs,
implement the TNDI Security Protocol (TNDI-SP), and expose trustworthiness evidence towards the or-
chestration layer. On each router, this stack consists of the Trust Network Device Extension (TNDE)
services together with the Trace Units. In this chapter, we describe the TNDE services, their key manage-
ment, and their interfaces on a router platform, using one concrete prototype instantiation as a running
example rather than as the only valid realization. The TNDE roles and the TNDI-SP control and data
channel protocols are, however, designed to be agnostic to the underlying roots of trust and isolation
layers and can be realized on different device platforms.

We focus in particular on the TN-DSM and its role as the device-side endpoint of the TNDI-SP control
channel, which in version 1 is realized over an SPDM-over-TCP transport [31]. The initial JOIN phase
of this control channel attests the TNDE platform and establishes an SPDM Secured Messages [32]
session for subsequent TNDI-SP control messages that manage the TNDI lifecycle and onboarding into
CASTOR’s trusted path routing domain. Building on this, we describe how the TNDE sets up per-TNDI
TNDI-SP data channels and uses them to expose runtime traces and trust reports towards the Global
TAF and Phala/DLT, thereby enabling the orchestration layer to consume device-side evidence. Finally, we
outline the integration of an eBPF-based Trace Unit into the TNDE, which provides syscall-level runtime
tracing for TNDIs in version 1 and serves as the basis for the experimental evaluation in the tracing
chapter.

3.1 TNDE Services

3.1.1 Overview

In the current CASTOR prototype, the Trust Network Device Extension (TNDE) is realized as a set of
co-operating user-space services that together form the device-side trusted software stack alongside the
Trace Units. Each TNDE service runs as a separate process, which provides basic compartmentalization
of functionality even before any hardware-enforced isolation such as TEEs is applied. Mapping individual
services into TEEs or other RoT-backed isolation mechanisms is left to concrete platform instantiations,
and CASTOR specifically plans to explore Intel SGX as a RoT/TEE for the TNDE in version 2 of the
framework.

The TNDE includes the Trust Network Device Security Manager (TN-DSM), the Tracing Hub, one or more
Trust Sources such as the Attestation Trust Source, the Local TAF Agent, and the auxiliary TPL Data
Connector used by the Local TAF. Additional Trust Sources such as an FSM-based Trust Source and ad-
vanced cryptographic schemes (e.g., DORE) are conceptually explored and defined but not yet integrated
into the runtime flows of this version. The TNDE services communicate with each other over long-lived,
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host-local TCP connections using HTTP REST APIs in version 1. For version 1, we deliberately assume
that this intra-TNDE communication is not subject to active attacks and that non-TNDE components do
not connect to these local endpoints, which can be seen as reflecting a deployment where all TNDE ser-
vices execute inside a single trusted computing boundary, for example a TEE-protected domain like Arm
TrustZone, and only the TNDIs and other device software remain outside. In later versions, CASTOR
intends to strengthen this model by introducing protected and mutually authenticated channels between
TNDE services, for example when TNDE services run in separate TEEs or isolation domains.

For evaluation, we instantiate TNDIs as pre-launched Cisco XRd containers (vRouters) on the host sys-
tem and run the TNDE services alongside them on the same platform, with the TNDE responsible for
discovering these TNDIs and managing their TNDI-SP control and data channels. That is, in version 1 of
the CASTOR prototype, the host operating system’s process and container isolation acts as the isolation
layer between the TNDE and the TNDIs. Alternative instantiations, such as TNDIs as dedicated virtual
machines (VMs) with a hypervisor-based isolation layer or physical routers with TNDE running on a man-
agement CPU, and combinations where Intel SGX enclaves and a hypervisor jointly provide the RoT and
isolation layer for TNDE and TNDIs, are conceptually supported by the TNDI and TNDI-SP concepts but
are outside the scope of this version 1 prototype.

3.1.2 TNDE Startup

In version 1, the TNDE startup sequence is intentionally simple and based on static configuration files that
describe both the local TNDE endpoints and the available Trace Units on a given platform. Each TNDE
service reads a JSON configuration, referred to as the TNDE Manifest, during startup; this manifest enu-
merates the TNDE sub-components (i.e., services) and assigns each of them host-local TCP endpoints
so that components can discover where to bind and how to connect to their peer services. A separate
Tracing Infrastructure Profile JSON document, introduced later in the tracing section (Section 3.6.1), de-
scribes the Trace Units and their internal endpoints and is consumed primarily by the Tracing Hub and
Trust Sources.

In the current prototype, the TNDE follows a fixed startup order so that communication channels are
available when needed. First, the Trace Units are launched so that they can accept initial registration
and configuration messages from the Tracing Hub. Next, the Tracing Hub starts and connects to the
Trace Units using the endpoints from the Tracing Infrastructure Profile, preparing the device-local tracing
topology. After that, the Trust Sources and the Local TAF Agent start and establish their host-local TCP
connections: the Trust Sources connect to the Trace Units (and, in later versions, may instead connect to
the Tracing Hub) so that they can later query and obtain trace batches, and communication channels are
set up between the Trust Sources and the Local TAF Agent so that derived evidence can be forwarded to
the Local TAF Agent, which will use it to produce local trust reports for each TNDI. Finally, the TN-DSM
starts and reads the TNDE Manifest to establish long-lived TCP connections to the Tracing Hub, Local
TAF Agent, and other TNDE services; once these connections are in place, downstream services can
optionally open reverse or auxiliary connections back to the TN-DSM, for example to push trust reports
or trace summaries without polling.

The TNDE Manifest itself is represented as a small JSON document that provides a stable description
of the TNDE-internal interfaces. At a minimum, it lists all TNDE services and assigns each a stable
name, an optional role tag (for example "role": "attestation-trust-source" for the Attestation
Trust Source), and host-local TCP endpoints. At startup, each TNDE service parses this manifest, locates
its own entry to determine which local address to bind to, and discovers the endpoints of its peers so that
it can actively establish the required TCP connections. In future versions, the integrity and authenticity
of the manifest should be protected, for example by signing the JSON file. This configuration-driven
approach keeps the TNDE topology explicit and auditable, while remaining independent of any particular
RoT or isolation-layer instantiation on the device. In practice, the baseline TNDE Manifest is expected to

CASTOR D3.2 Public Page 11 of 120



D3.2 - Device-Level & Continuum-Wide Trust Extensions «2- CASTOR
and Security Controls (First Release) "o

be provided by the TNDE implementation, while operators may adjust local endpoints as needed for a
given deployment, whereas the Tracing Infrastructure Profile primarily reflects the Trace Units supported
by a specific device platform and is therefore largely determined by the platform vendor.

3.2 TN-DSM: Role and Platform-Side Initialization

3.2.1 TN-DSM Role and Interfaces

The Trust Network Device Security Manager (TN-DSM) forms the main control interface between a net-
work device and the CASTOR orchestration layer. It enables the CASTOR Service Orchestrator to join
the TNDE platform into a CASTOR domain via the JOIN protocol and, once the platform is enrolled, to
onboard the device’s TNDIs into the trusted path routing topology using the TNDI-SP control channel.

Within the TNDE, the TN-DSM therefore acts both as the attestor of the TNDE platform and as the
manager of the device’s TNDIs, their lifecycle, and their cryptographic identities, exposing the TNDI-SP
control channel endpoint that the orchestrator uses to configure tracing, trust policies, and TNDI-SP data
channels. The TN-DSM exposes a network-facing TCP endpoint that serves as the entry point for both
the JOIN protocol and all subsequent TNDI-SP control traffic from the Service Orchestrator. The detailed
JOIN protocol that operates via the TN-DSM is described in Section 3.3, while the TNDI lifecycle state
machine and the TNDI-SP onboarding flows that run over the same TN-DSM endpoint are described in
Section 3.4.1 and Section 3.4.3.

3.2.2 TNDE Platform Key Setup

As shown in Figure 3.1, at startup the TN-DSM initializes its local attestation state before accepting any
incoming JOIN connections. First, the TN-DSM generates the long-lived TNDE platform attestation key
pair (pkoiat, Skpiat) inside the TN-DSM and arranges for this key pair to be persisted across reboots in a
way that ties its use to the same platform or TEE instance, for example by using a TEE-specific sealing
mechanism or platform-provided protected storage. This key pair serves as the TNDE’s platform identity
key in version 1 and is later used in the TNDE JOIN protocol as the authentication and attestation key of
the TNDE platform towards the Service Orchestrator (see Section 3.3).

In version 1 of the CASTOR framework, the TNDE platform key pair is generated locally during TN-DSM
initialization and is not yet explicitly bound to a hardware Root of Trust (RoT) key hierarchy such as a
TPM. In version 2, CASTOR plans to extend this design by establishing an explicit cryptographic binding
between the TNDE platform key and the device’s RoT, for example by having a TPM attestation key (AK)
certify the TNDE platform key so that the orchestrator can verify that the TNDE identity is anchored in
a genuine TPM-based RoT. This may include integrating a one-time TPM credential-activation step for
each device into the initial TNDE JOIN procedure, which lets the orchestrator verify that the attestation
key originates from a RoT key hierarchy it trusts (for example, a TPM endorsement key). The exact
mechanism will be detailed in the version 2 design and is not implemented in the version 1 proof-of-
concept.

3.2.3 TNDE Measurement Preparation

After key generation, the TN-DSM continues with the measurement steps of the initialization sequence
illustrated in Figure 3.1. In version 1, this preparation is conceptually performed once during TNDE
startup: the TN-DSM first derives a platform-level integrity digest from the relevant roots of trust (for ex-
ample, TPM-based boot measurements or SGX firmware measurements) and records this digest as one
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Figure 3.1: TNDE platform key setup and measurement preparation sequence (of version 1).

manifest component, establishing the baseline platform state. Next, the TN-DSM obtains a measurement
of its own code, such as an enclave measurement (e.g., MRENCLAVE) in an SGX-based instantiation,
and adds this digest as another manifest component. Finally, it collects measurements from other trusted
TNDE services, such as additional enclaves or protected processes providing the Tracing Hub and Local
TAF functionality, and appends their digests to the manifest as further components.

In version 1, all resulting measurements, together with metadata describing their origin, are cached locally
inside the TN-DSM so that, when the CASTOR Service Orchestrator later initiates the JOIN protocol, the
TN-DSM can assemble these cached components into a composite attestation manifest and return it for
verification without incurring additional measurement overhead during the handshake. For later versions,
CASTOR may extend this model so that the TN-DSM can refresh or augment these measurements
periodically or on demand; in particular, instead of pre-fetching all measurements at startup, the TN-DSM
could collect some or all evidence in response to explicit measurement requests, or periodically re-query
platform or service measurements. In the version 1 proof-of-concept implementation, the integration with
concrete RoT measurement mechanisms is only partially realized, and some attestation steps are still
emulated or stubbed rather than being fully wired to RoT reporting.

3.2.4 TNDI Discovery

Conceptually, the TN-DSM must maintain a view of all TNDIs present on a device in order to manage
their lifecycle, keys, and TNDI-SP configuration. In version 1 of the CASTOR framework, this view is
derived from a static JSON configuration file that the TN-DSM loads during TNDE startup. This file
enumerates the TNDIs known to a given TNDE instance, including a stable identifier for each TNDI (e.g.,
a UUID or name) and basic descriptive metadata such as type, vendor, product, version, and an optional
human-readable description, as illustrated in Listing 3.1.

After loading this discovery file, the TN-DSM initializes, for each listed TNDI, the corresponding internal
data structures — in particular, a TNDI-SP lifecycle state machine instance — so that it can manage that
TNDI and later expose it to the Service Orchestrator during onboarding. The detailed TNDI-SP state ma-
chine and the control messages that operate on these TNDI instances during onboarding, configuration,
and runtime operation are introduced in Section 3.4.1 and Section 3.4.3.
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1 {
2 "version": 1,
3 "device_id": "host-router-01",
4
"tndis": [
6 {
7 "tndi_uuid": "tndi-vril",
8 "container_name": "vrouter-1",
0 "type": "virtual-router",
10 "vendor": "Cisco",
1 "product": "XRd4d",
12 "version": "7.9.1",
13 "description": "Virtual edge router'
14 } >
15 {
16 "tndi_uuid": "tndi-vr2",
17 "container_name": "vrouter-2",
18 "type": "virtual-router",
19 "vendor": "FRRouting",
20 "product": "FRR (open source)",
21 "version": "10.0.0",
22 "description": "Core router instance"
23 }
24 ]
25 }

Listing 3.1: Example for a static TNDI discovery JSON configuration parsed by the TN-DSM.

For future versions, CASTOR will explore more dynamic models for TNDI discovery and creation. One
possible direction is a tighter integration with virtualization and orchestration platforms, for example by
deploying TNDIs as dynamically managed virtual routers via Kubernetes or similar systems and letting
the TN-DSM support on-demand registration of newly instantiated TNDIs, rather than relying solely on a
static discovery JSON.

3.3 JOIN (Platform/TNDE onboarding) Flow

3.3.1 TNDE Platform JOIN via SPDM over TCP

Before any of a device’s TNDIs can be onboarded into a CASTOR trust network, the CASTOR Service
Orchestrator must first establish trust in the underlying device platform and its TNDE. In the current CAS-
TOR prototype, this is achieved through a JOIN flow in which the Service Orchestrator connects to the
TN-DSM over TCP, runs an SPDM [33, 31] handshake to authenticate the TNDE platform key and retrieve
an attestation manifest, then establishes an SPDM Secured Messages [32] channel that serves as the
transport for all subsequent TNDI-SP control traffic. Conceptually, this JOIN flow forms the first phase
of the TNDI-SP control channel between the orchestrator and the TN-DSM: it uses SPDM for capability
negotiation and authentication, establishes an SPDM secure session, and then retrieves platform mea-
surements, resulting in an attested, encrypted control channel to the TNDE platform. This ensures that
all later TNDI-SP lifecycle and configuration operations are cryptographically bound to both the TNDE
platform identity and the attestation evidence collected during the JOIN phase. In the current version 1
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prototype, this JOIN flow does not yet authenticate the CASTOR Service Orchestrator towards the TN-
DSM. Instead, we assume that access to the TN-DSM’s network-facing endpoint is already restricted and
authenticated through orthogonal deployment mechanisms, for example by placing a reverse proxy in
front of the TN-DSM that authenticates the Service Orchestrator, or by exposing the JOIN endpoint only
on a dedicated management network that enforces access control.

The TN-DSM’s local measurement preparation is summarized in Figure 3.1, while the full JOIN mes-
sage flow between the orchestrator and the TN-DSM is shown in Figure 3.2. Once the TN-DSM startup
phase (platform measurement and caching, as described in Figure 3.1) is complete, the TN-DSM listens
on a TCP server socket for incoming connections from the CASTOR Service Orchestrator. When the
orchestrator connects, it initiates SPDM over this TCP channel and runs the standard SPDM base nego-
tiation, including version selection, capability negotiation, and algorithm selection. The orchestrator then
retrieves the TNDE certificate chain from the TN-DSM and extracts the TNDE platform public key pkpjat,
which it checks against its registration store to decide whether this platform is already known or should
be treated as a new TNDE JOIN event in version 1. In version 1, the orchestrator only verifies the TNDE
platform key and does not yet enforce a verifiable binding between this key and a hardware Root of Trust
(see Section 3.2.2). A subsequent SPDM challenge—response step lets the TN-DSM prove possession
of the TNDE platform key pair (pkpiat, Skpiat)-

After successful authentication, the CASTOR Service Orchestrator and the TN-DSM establish an SPDM
secure session by performing an authenticated key exchange with ephemeral Diffie—Hellman keys and
finishing messages that are MAC-protected under the newly derived symmetric session keys. Once this
step completes, SPDM Secured Messages are enabled and protect all subsequent traffic between the
orchestrator and the TN-DSM. Within this encrypted context, the orchestrator requests the platform’s
measurements, and the TN-DSM assembles the previously cached measurements into a composite
manifest and returns it as a single SPDM measurement payload protected under the SPDM Secured
Messages session keys. These session keys are derived from an ephemeral Diffie—Hellman exchange
but are authenticated and bound to the TNDE platform key pair through the SPDM handshake. The
CASTOR Service Orchestrator parses the manifest, checks its components against its reference store
(for example, enclave code and platform firmware measurements), and, if appraisal succeeds, records
internal state that associates pkpa With the validated manifest and an “enrolled” status for this TNDE plat-
form. Subsequent SPDM connections that present the same pky s are therefore treated as re-attestations
rather than new JOIN events: the orchestrator re-authenticates the TNDE via SPDM, reuses the stored
registration state, and re-validates the current manifest against the reference values and policy.

Once the TNDE platform is enrolled and an SPDM Secured Messages session is in place, CASTOR uses
this channel to exchange TNDI-SP control messages as SPDM Vendor Defined Messages (VDMs). In
this second phase of the TNDI-SP control protocol, all per-TNDI lifecycle and configuration traffic remains
cryptographically bound to the attested TNDE platform and the established SPDM session. The resulting
TNDI-SP control channel between the Service Orchestrator and the TN-DSM, including TNDI discovery,
onboarding, and lifecycle transitions, is described in Section 3.4.3.

The orchestrator’s reference store for attestation manifests is assumed to be populated with out-of-band
information from, e.g., the device or router vendor, the CASTOR service operator that selects known-good
TNDE builds, or another trusted party that maintains acceptable measurement sets for a given domain.
CASTOR does not prescribe a single source for these reference values, but requires that the orchestrator
maintains a consistent reference database that links measurement manifests to policy decisions about
enrolling or rejecting TNDE platforms.

As described in Section 3.2.2, the version 1 proof-of-concept uses a locally generated TNDE platform
key pair without an enforced hardware RoT binding, so the JOIN decision relies on trust in the TNDE
certificate chain and verification of the reported measurements. In version 2, CASTOR plans to introduce
an explicit RoT-backed binding for this key, so that during TNDE JOIN, the Service Orchestrator can verify
that both the TNDE identity and the platform evidence are anchored in the same RoT key hierarchy.
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Figure 3.2: TNDE platform JOIN based on SPDM over TCP
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Figure 3.3: Attestation Trust Source Join sequence (between TNDE JOIN and TNDI ONBOARDING)

3.3.2 Attestation Trust Source Join

The Attestation Trust Source serves as a Trust Source for TNDIs by contributing attestation-related ev-
idence to their trust assessment and, in addition, explores defense-in-depth techniques for the TNDE
using its Configuration Integrity Verification (CIV) and layered attestation concepts, as described in Chap-
ter 4. This subsection focuses on the latter role, in particular on how CIV and layered attestation are
integrated with the TNDE JOIN and TNDI onboarding flows. CIV aims to provide device-level evidence
that the TNDE'’s critical services are running with an authorized configuration and software version, so that
only correctly configured services can produce valid attestation evidence. Layered attestation builds on
this so that higher-layer trust decisions can rely on the integrity of the underlying CIV-protected services.
In order to enable these mechanisms, after the TNDE has been joined into the CASTOR domain via the
platform JOIN flow (Section 3.3) but before onboarding specific TNDIs, the Attestation Trust Source must
be initialized. The CIV scheme is currently loosely coupled with the TN-DSM by letting the TN-DSM drive
the CIV initialization flow (also called “Join” in the context of the Attestation Trust Source) as an inter-
mediate between the Service Orchestrator and the Attestation Trust Source. In version 1, the layered
attestation scheme is not implemented yet.

In version 1, as shown in Figure 3.3, the Service Orchestrator informs the TN-DSM through the estab-
lished SPDM Secured Messages channel that it is ready to initialize the Attestation Trust Source. The
TN-DSM then acts as a communication forwarding proxy, interfacing with the Service Orchestrator re-
motely via SPDM Secured Messages and with the Attestation Trust Source locally via an HTTP REST
interface to relay messages between them. Once this Attestation-Trust-Source-level join has completed
successfully, the CASTOR framework considers both the TNDE platform and the Attestation Trust Source
ready, so that TNDIs can be onboarded and, in later versions, can benefit from the additional layered-
attestation guarantees. In version 2 of the CASTOR framework, we plan to integrate both schemes more
tightly with the TN-DSM and the TNDE JOIN procedure and consider exploring an extension of the CIV
towards the TNDIs, with an integration into the TNDI key hierarchy managed by the TN-DSM.
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3.4 TNDI ONBOARDING via TNDI-SP Control Channel

CASTOR's trusted path routing relies on device-side TNDIs (e.g., vRouters) that can be onboarded into,
and continuously assessed within, a CASTOR trust network. The TN-DSM manages a per-TNDI lifecycle
state machine for each TNDI on the device and exposes the TNDI-SP control channel, which the CASTOR
Service Orchestrator uses to discover TNDIs, drive their lifecycle, and configure tracing and trust-policy
settings so that the resulting trustworthiness evidence can be consumed by the Global TAF for topology-
wide routing decisions.

3.4.1 TNDI Lifecycle State Machine

Each TNDI is associated with its own TNDI-SP lifecycle state machine that tracks its progress from initial
discovery through onboarding, activation, and de-onboarding. The TN-DSM instantiates and manages
these per-TNDI state machines on the device side as part of the TNDE control plane, while the Service
Orchestrator indirectly drives state transitions by issuing TNDI-SP control messages over the TNDI-SP
control channel, as detailed in Section 3.4.3. Conceptually, this mirrors the role of the TDI state machine
in TDISP [54], but elevates the per-interface lifecycle of a PCle device to TNDIs as first-class, router-level
trust entities that are managed by the TN-DSM and controlled by the Service Orchestrator via TNDI-SP.

During static discovery (Section 3.2.4), the TN-DSM parses the TNDI discovery JSON, creates a state-
machine instance for each entry, and initializes that TNDI in the UNLOCKED state as shown in Fig-
ure 3.4. In UNLOCKED, the TNDI has been discovered by the TN-DSM but is not yet claimed by the
Service Orchestrator; it can still be queried for status, metadata, and static attestation manifests via
read-only operations. When the Service Orchestrator decides to use a particular TNDI, it issues a reg-
istration request (REGISTER_TNDI) that moves the corresponding state machine to MANAGED, where
configuration, tracing, trust-policy, and data-channel settings are staged and validated before activation.

Once configuration staging in MANAGED is complete, the Service Orchestrator commits this configu-
ration via COMMIT_TNDI_POLICY, transitioning the TNDI to POLICYLOCKED. In POLICYLOCKED, the
security-relevant configurations for this TNDI are fixed and only lifecycle operations and read-only queries
are accepted. A subsequent start operation (START_TNDI) enters RUN, where tracing, evidence genera-
tion, and trust assessment for this TNDI are active under the locked configuration, and a corresponding
stop operation returns the TNDI to POLICYLOCKED without changing that configuration. A controlled
de-onboarding operation (UNREGISTER_TNDI) from MANAGED or POLICYLOCKED returns the TNDI
to UNLOCKED and discards both staged and committed configuration, as well as any per-TNDI crypto-
graphic state such as its TNDI identity key pair (see Section 3.4.2). Invalid or failing control operations in
UNLOCKED, MANAGED, POLICYLOCKED, or RUN, as well as internal failures in the TN-DSM, can
lead the TNDI state machine to ERROR, from which a reset operation (RESET_TNDI) returns the TNDI to
UNLOCKED, ready for a fresh onboarding cycle.

This strict separation between the MANAGED, POLICYLOCKED, and RUN states provides concrete
security benefits: all security-relevant configuration and the setup of long-lived keys and credentials are
confined to MANAGED and the subsequent commit to POLICYLOCKED, while POLICYLOCKED and
RUN operate only on a fixed, committed configuration. This simplifies the trusted code paths in the TN-
DSM and makes it easier to reason about which operations are allowed in each state. For any TNDI in
POLICYLOCKED or RUN, the security-relevant configurations therefore remain stable until the TNDI is
explicitly de-onboarded.
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Figure 3.4: Per-TNDI lifecycle state machine managed by the TN-DSM. Transitions between the Un-
locked, Managed, PolicyLocked, Run, and Error states are driven by TNDI-SP control messages from the
CASTOR Service Orchestrator over the TNDI-SP control channel.

3.4.2 Per-TNDI Identities and Key Hierarchy

In TNDI-SP version 1, CASTOR adopts a deliberately simple per-TNDI key hierarchy to ease implemen-
tation while preserving clear trust anchors. For each TNDI managed by a TNDE, the TN-DSM maintains
a single per-TNDI key pair (pkigi, Skinai) that represents the long-lived cryptographic identity of that TNDI.
The Service Orchestrator learns the public part pkigi as part of the TNDI onboarding process (see Sec-
tion 3.4.3), pins it, and distributes it to downstream orchestration services such as the Global TAF and
Phala so that they can authenticate connections and evidence associated with that TNDI.

In version 1, the per-TNDI key pair is not yet cryptographically derived from, or explicitly certified under,
the TNDE platform key pair (pkpiat, Skpiat)- Instead, the binding is indirect: the orchestrator first attests and
enrolls the TNDE platform via the TNDI-SP JOIN flow under pkys:, and then learns and pins pkingi over the
thereby established attested control channel. This establishes a trust chain in which per-TNDI identities
are associated with, and managed under, an already attested TNDE platform, even though version 1
does not yet define an explicit certificate chain or key-derivation relation between the TNDE platform and
TNDI identity key pairs.

While version 1 uses a single per-TNDI identity key pair that is only indirectly bound to the TNDE trust
chain via the attested TNDI-SP control channel, CASTOR plans to explore a richer per-TNDI key hierarchy
in version 2. In such an evolution, each TNDI would obtain a dedicated attestation key pair that acts as
the local root of trust for that TNDI and is explicitly certified under the TNDE platform key pair. Additional
functional keys such as a separate TLS client key pair or per-TNDI trace-signing keys could then be
created as children of this TNDI attestation key. Designing and evaluating such an extended TNDI key
hierarchy is planned to be explored as part of version 2 of the CASTOR framework.
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3.4.3 TNDI Onboarding Flow (TNDI-SP Control Protocol)

The TNDI onboarding flow describes how the CASTOR Service Orchestrator discovers, enrolls, and ac-
tivates a pre-deployed TNDI via the TNDI-SP control channel once the TNDE platform has been attested
and joined. It assumes that the TN-DSM has already started and discovered locally configured TNDIs
from the static discovery JSON, and that the orchestrator has completed the JOIN protocol to establish
an SPDM Secured Messages channel for TNDI-SP control messages.

As shown in Figure 3.5, the orchestrator first queries the TN-DSM for the list of available TNDIs and
their static properties. Using GET_TNDI_LIST, it retrieves the set of TNDIs known to the TN-DSM to-
gether with their current lifecycle state; GET_TNDI_METADATA then provides descriptive information such
as type, vendor, product, and version for a selected TNDI. If needed, the orchestrator can additionally
call GET_TNDI_REPORT to obtain a static attestation manifest that can characterize the TNDI definition and
boot chain, as described in the static TNDI attestation report subsection below.

When the Service Orchestrator decides to onboard a particular TNDI into the CASTOR domain, it issues
REGISTER_TNDI for that TNDI. This moves the corresponding lifecycle state machine from UNLOCKED
to MANAGED (see Figure 3.4) and lets the TN-DSM initialize the per-TNDI state, including the per-TNDI
identity key pair (pkingi, Skingi) @s described in Section 3.4.2. The TN-DSM returns the public part pkingi
to the orchestrator, which pins it as the long-lived cryptographic identity of that TNDI and distributes it to
orchestration-layer services such as the Global TAF and Phala.

In the MANAGED state, the orchestrator incrementally stages all security-relevant configuration for the
TNDI under this identity. It uses SET_TNDI BASE _CONFIG to establish basic parameters (e.g., addressing
or TNDI capabilities), SET_TNDI_TRACE_CONFIG to select and parameterize the Trace Units to be applied
to this TNDI, and SET_TNDI_TRUST_POLICY_REF to bind the TNDI to a particular trust-policy reference that
indicates which trust policy to use and where to obtain it. In version 1, the Local TAF Agent, assisted by
the TPL Data Connector, will later use this trust-policy reference to fetch the corresponding trust policy via
Phala from the CASTOR DLT, with the TN-DSM helping to authenticate the policy-fetch requests using
the TNDI identity key pair (pkingi, skinai). As part of the same staging phase, the orchestrator may also
issue one or more REQUEST_TNDI DATA_CHANNEL commands to request TNDI-SP data channels towards
the Global TAF and Phala, as detailed in Section 3.5. Basic structural and consistency checks on these
inputs are already applied during the staging calls, so that obviously malformed configurations can be
rejected early.

Once configuration staging and validation are complete, the orchestrator calls COMMIT_TNDI_POLICY to
atomically commit the staged configuration. This transitions the TNDI lifecycle state machine from MAN-
AGED to POLICYLOCKED and prompts the TN-DSM to derive auxiliary credentials associated with
the committed configuration, such as the TLS client certificate based on (pkingi, skingi) that will later au-
thenticate TNDI-SP data channels. As part of this commit, the TN-DSM and the involved TNDE services
also validate that the staged base configuration, trace configuration, trust-policy reference, and requested
data channels form a consistent and enforceable configuration tuple.

After the configuration has been committed, the orchestrator activates the TNDI by issuing START_TNDI,
which moves the TNDI from POLICYLOCKED to RUN. In this state, the TN-DSM enables tracing, evi-
dence generation, and trust assessment for the TNDI according to the committed configuration and brings
up the requested TNDI-SP data channels using the per-TNDI TLS client identity, as described in Sec-
tion 3.5. When the TNDI is in RUN, orchestration-layer services such as the Global TAF and Phala can
continuously receive TNDI-specific traces, evidence, and trust reports over the authenticated TNDI-SP
data channels. From this point on, the orchestrator manages the TNDI'’s lifecycle with operations such
as STOP_TNDI, UNREGISTER TNDI, and RESET_TNDI, while the invariant holds that the security-relevant
configurations remain fixed for any TNDI in POLICYLOCKED or RUN. Throughout all lifecycle states,
the orchestrator can query the TNDI’s lifecycle state using GET_TNDI_STATUS to detect, for example, tran-
sitions into an error state.
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Service Orchestrator TN-DSM

GET_TNDI_LIST

{ tndis: [ (tndi_id, tndi_uuid, state), ... ] }

GET_TNDI_METADATA { tndi.id }

{ tndi_uuid, type, vendor, product,
version, description }

GET_TNDI_REPORT { tndi.id }

{ measurement_manifest, signature }

REGISTER_TNDI { tndi.id }

Generate TNDI-specific (long-term) identity
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{ Phnai }
[state: UNLOCKED — MANAGED]

Pin pkigi for this TNDI and distribute to ser-
vices (e.g., Global TAF and Phala) for au-
thenticating TNDI-SP data channels and, in

version 1, trust-policy retrieval via Phala.
SET_TNDI_BASE_CONFIG

{ tndi_id, base_config }

{ success }

SET_TNDI_-TRACE_CONFIG
{ tndi_id, trace_config }

{ success }

SET_TNDI_-TRUST_POLICY_REF
{ tndi_id, trust_policy_ref }

{ success }

REQUEST_TNDI_DATA_CHANNEL {
tndi_id, endpoint,
data_kinds C {traces,evidence,reports} }

{ channel.id }

COMMIT_TNDI_POLICY { tndi.id }

Generate TLS client certificate based on
(pktngi, Skinai)- Push TNDI configs to Tracing
Hub and Local TAF Agent.

(Note: Local TAF Agent requests trust policy
via Phala from CASTOR DLT, authenticated
via sknq; by TN-DSM.)
{ success }
[state: MANAGED — POLICYLOCKED]

START_TNDI { tndi_id }

Enable tracing and trust assessment for
this TNDI and start (or proceed) its
TNDI-SP data channels using the TNDI’s
(pkindi, Skinai)-based TLS client identity.
{ success }
[state: POLICYLOCKED — RUN]

GET_TNDI_STATUS { tndi_id }

{ state = RUN, last_error_code? }

Figure 3.5: TNDI onboarding flow via the TNDI-SP control channel protocol. As a prerequisite, the flow
requires that: 1. the TN-DSM discovered the TNDIs, and 2. the Service Orchestrator has performed the
JOIN protocol to attest the TNDE and establish a secure channel for the TNDI-SP messages.
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3.4.3.1 Static TNDI Attestation Report

In CASTOR v1, the GET_TNDI_REPORT control message is deliberately scoped to static TNDI measure-
ments rather than runtime behavior. Concretely, it returns a manifest that is intended to characterize
the TNDI definition and its boot chain (e.g., hashes over the TNDI container image, configuration, and
optionally secure-boot or load-time measurements), allowing the orchestrator to appraise whether the in-
stantiated TNDI matches an expected trusted profile before or during onboarding. The precise structure
of this manifest may vary by platform and TNDI type, but its content is expected to be stable across nor-
mal operation and to change only at well-defined lifecycle events such as software or firmware updates.
Dynamic runtime tracing evidence and local trust assessments, which may evolve frequently over time,
are exported via TNDI-SP data channels and are therefore not included in GET_TNDI_REPORT in version 1.

3.5 TNDI-SP Data Channel

We now focus on the establishment of the TNDI-SP data channels which are used to share trust-related
evidence on each TNDI (e.g., traces, reports) with the orchestration-layer services. In version 1 of the
CASTOR framework, the TNDI-SP data channels are implemented based on HTTPS connections, au-
thenticated with TLS client certificates derived from the per-TNDI identity key pairs.

3.5.1 Channel Establishment during TNDI Onboarding

Once the TNDE platform has been joined into the CASTOR domain and a specific TNDI has been regis-
tered and configured, the CASTOR Service Orchestrator can request per-TNDI data channels that carry
traces, evidence, and trust reports from the device to orchestration-layer services such as the Global TAF
and Phala. Figure 3.6 shows the part of the TNDI onboarding flow that covers TNDI key distribution to
the orchestration layer and the subsequent establishment of these TNDI-SP data channels.

As part of configuring a TNDI, the orchestrator issues one or more REQUEST_TNDI_DATA_CHANNEL
commands to the TN-DSM, specifying for each requested data channel the target endpoint (e.g., Global
TAF or Phala, including network address and optional endpoint-authentication metadata) and the kinds of
data to be transported (e.g., traces, evidence, and/or reports). The TN-DSM allocates local channel iden-
tifiers for the requested endpoints and returns them to the orchestrator, which can use these identifiers
for bookkeeping and later status queries.

When the orchestrator commits the staged configuration via COMMIT_TNDI_POLICY, the TN-DSM
generates a TLS client certificate whose key pair is the per-TNDI identity key pair (pkingi, skingi)- By this
point, the orchestrator has already learned pk,qi during REGISTER_TNDI and has distributed this public
key to the Global TAF and Phala so that they can pin it as the cryptographic identity of the TNDI. Using
the TLS client certificate based on (pkingi, skingi) On the device side and the pinned copy of pki.qi on the
orchestration side, the orchestration-layer services can later authenticate each TNDI-SP data channel
(TLS connection) as belonging to that specific TNDI.

Finally, when the orchestrator transitions the TNDI into the RUN state via START_TNDI, the TN-DSM
brings up the configured TNDI-SP data channels by initiating TLS handshakes towards the Global TAF
and Phala using the TNDI-specific TLS client certificate. Each orchestration-layer endpoint verifies the
TLS client certificate against its pinned copy of pkigi and, upon successful verification, completes the
handshake, thereby establishing one or more authenticated TNDI-SP data channels for that TNDI. Once
these TLS connections are in place, the TN-DSM enables the tracing, evidence generation, and trust
assessment for the TNDI and can start exposing traces, evidence, and trust reports over the established
channels to the orchestration-level services.
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Service TN-DSM Global TAF / Phala
Orchestrator

REGISTER_TNDI { tndi.id }

Generate TNDI-specific
key pair: (pkingi, Skingi)-
{ pkmdi }

distribute pkiqi to Global TAF / Phala

Pin pkyng to for authen-
tication of the TNDI-
associated data channels
and trust policy requests.

REQUEST_TNDI_DATA_.CHANNEL
{ tndi_id, Global_TAF, {reports} }

{ channel.id_1 }

REQUEST_TNDI_DATA_.CHANNEL
{ tndi_id, Phala, {traces} }

{ channel.id_2 }

COMMIT_TNDI_POLICY

Generate TLS client cert
using (pkindi, Skindi)-

{ success }
START_TNDI
Establish data channels:
[2x] TLS handshake (with
TNDI client certificate)
[2x] Verify TLS certificate
against pinned pkingi.
[2x] TLS handshake
complete (TNDI-SP data
channel established)
Enable tracing and trust
assessment for TNDI.
{ success }

Figure 3.6: Snippet of TNDI onboarding flow highlighting the TNDI key distribution to the orchestration
layer and the TNDI-SP data channel establishment to the Global TAF and Phala (CASTOR DLT).
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3.5.2 Runtime Evidence and Trace Sharing via TNDI-SP Data Channels

In version 1, TNDI-SP data channels are realized as long-lived HTTPS connections that expose simple
REST-style interfaces for pulling traces and pushing trust reports. For trace sharing, Trace Units on
the device deliver per-TNDI trace batches to the TN-DSM, which the Phala component then pulls over
the TNDI-SP data channel by issuing HTTP requests. Because this channel is protected by TLS and
authenticated with the TNDI identity key skigi, the resulting TLS session keys — and therefore the sent
traces - are indirectly bound into the same trust chain as the attested TNDE platform and the per-TNDI
identity. For local trust assessment, the Attestation Trust Source obtains trace batches from the Trace
Units (see Section 3.7.7) and processes them to derive evidence, which it exposes to the Local TAF
Agent. The Local TAF Agent verifies this evidence and computes a trust report that summarizes the
current trust level of the TNDI, then sends this report to the TN-DSM over a device-local channel. In turn,
the TN-DSM forwards the trust report to the Global TAF over the per-TNDI TNDI-SP data channel.

3.6 Tracing Hub

In version 1 of the CASTOR framework, the Tracing Hub has a deliberately limited but well-defined role
in the TNDE runtime flows. It acts as the central configuration manager for Trace Units on the device:
the TN-DSM pushes per-TNDI trace configurations to the Tracing Hub, and the Tracing Hub in turn ap-
plies these configurations to the available Trace Units during TNDI onboarding. This lets the CASTOR
Service Orchestrator control which tracing backends are active for each TNDI without exposing Trace
Unit—specific details into the TNDI-SP control protocol.

The Tracing Hub is not yet involved in the trace transport path or in exposing trace batches to other TNDE
components. Instead, Trust Sources obtain trace batches directly from the Trace Units. Later versions of
CASTOR are expected to give the Tracing Hub a more active role in trace dissemination and coordination,
as outlined in the following subsections.

3.6.1 Static Discovery of Trace Units

In version 1, the TNDE discovers Trace Units using a static Tracing Infrastructure Profile that is repre-
sented as a JSON document and shipped with the device. This profile defines the set of Trace Units
available on a given platform, including their identifiers, types, default parameters, and internal endpoints,
as exemplified in Listing 3.2. The profile is consumed by the Tracing Hub so that it can instantiate and
configure Trace Units correctly, and by Trust Sources so that they can locate the Trace Units’ export
endpoints and obtain trace batches directly.

Logically, the Tracing Hub acts as the registry for Trace Units when applying per-TNDI trace configura-
tions, and it validates all Trace Unit identifiers and configuration parameters against this static profile. In
the current prototype, however, the Tracing Hub does not yet expose Trace Units to other TNDE compo-
nents or act as a discovery proxy. Instead, Trust Sources parse the same Tracing Infrastructure Profile
and use the configured export endpoints to open host-local TCP connections to Trace Units and pull trace
batches for their analysis. This split model keeps version 1 simple while still allowing a future design in
which Trace Units dynamically register with the Tracing Hub and the Tracing Hub becomes the single
TNDE interface towards the Trace Units.

The Tracing Infrastructure Profile enumerates all Trace Units supported by a given TNDE platform and
captures their key properties. At a minimum, each Trace Unit entry includes a stable identifier, a human-
readable name, a tracer type, and basic configuration hints such as default enablement, default batch
size, and one or more device-local configuration or export endpoints, as illustrated in Listing 3.2. This for-
mat enables platform vendors to declaratively describe both syscall-level Trace Units (such as the eBPF-
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{
"version": "1.0",
"tracing_units": [
{
"id": "tu-ebpf-syscalls-all",
"name": "ebpf-syscalls-all-pids",
"type": "ebpf",
"default_enabled": false,
"default_batch_size": 128,
"config_endpoint": "tcp://127.0.0.1:8000",
"export_endpoint": "tcp://127.0.0.1:9000",
"encoding": "cbor",
"process_filter": {
"mode": "all"
+
I
{
"id": "tu-ebpf-spf-control-plane",
"name": "ebpf-spf-control-plane",
"type": "ebpf",
"default_enabled": true,
"default_batch_size": 256,
"config_endpoint": "tcp://127.0.0.1:8001",
"export_endpoint": "tcp://127.0.0.1:9001",
"encoding": "cbor",
"process_filter": {
"mode": "names",
"names": [ "isis_uv", "lwm_manager" ]
b
b
]
+

Listing 3.2: Example of a static Tracing Infrastructure Profile for a TNDE platform

based tracer described later in this chapter) and Trace Units that emit higher-level control-plane events,
while remaining extensible so that additional tracer types (e.g., VM-introspection-based or hardware-
assisted units) can introduce further fields without affecting the Tracing Hub’s core discovery and config-
uration model.

3.6.2 Runtime Configuration of per-TNDI Trace Units

At runtime, the Service Orchestrator configures which Trace Units are active for a specific TNDI by pro-
viding a trace configuration that references Trace Units by their identifiers and optionally overrides their
default parameters. The TN-DSM receives this configuration over the TNDI-SP control channel, trans-
lates it into a device-local runtime configuration for the Tracing Hub, and forwards it together with the
TNDI identifier and any platform-specific target information such as the container name. In version 1,
the TN-DSM obtains this target information from the static TNDI discovery file that it loads during TNDE
startup.
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The Tracing Hub resolves each referenced Trace Unit identifier against the static Tracing Infrastructure
Profile (Section 3.6.1), applies any per-TNDI overrides (such as enablement or batch size), and instan-
tiates or updates the corresponding Trace Units accordingly. For example, for the eBPF-based Trace
Unit described in Section 3.7, the Tracing Hub may enable both the generic syscall and process-lifecycle
tracing baseline and the deeper kprobe and uprobe hooks that target routing control-plane logic for one
TNDI, while restricting another TNDI to the syscall baseline only. This allows the orchestrator to request
richer introspection for selected TNDIs, such as those carrying sensitive traffic or participating in critical
parts of the topology, without incurring the cost of deep tracing everywhere. In the current version 1
proof-of-concept implementation, only a subset of these configuration options is exercised, but the overall
interface between the TN-DSM and the Tracing Hub is designed to support finer-grained policies in later
iterations.

In version 1, the Service Orchestrator relies on a pre-agreed set of Trace Unit identifiers defined by the
platform vendor, and the TN-DSM treats these identifiers as opaque strings that it simply forwards to
the Tracing Hub. The Tracing Hub validates all referenced Trace Units and parameters against the local
Tracing Infrastructure Profile and reports any configuration that cannot be applied back to the TN-DSM.
The TN-DSM then returns a corresponding error to the Service Orchestrator via the existing TNDI-SP
control responses, consistent with the TNDI onboarding and lifecycle flows. For version 2, CASTOR plans
to explore extending this model so that the Service Orchestrator can issue dynamic runtime configuration
changes to Trace Units on a per-TNDI basis over the TNDI-SP control channel. This would allow tracing to
react to changes in the network topology or trust requirements, rather than relying only on static per-TNDI
configurations established during onboarding.

3.6.3 CBOR-based Encoding of Traces

Independent of how traces are transported between components, version 1 of the CASTOR framework
supports a common CBOR-based encoding for trace batches. Each batch consists of metadata that
identifies the emitting Trace Unit and, where applicable, the associated TNDI, followed by a collection
of trace records whose concrete structure depends on the Trace Unit type. This model is intended to
remain flexible enough to carry low-level syscall and process-lifecycle events, higher-level control-plane
events, and other evidence types that future Trace Units may produce, such as hashes over TNDI runtime
configurations.

In the current prototype, Trace Units themselves are responsible for encoding their trace batches in CBOR
and exposing them over device-local TCP interfaces. Trust Sources act as clients of these export end-
points and pull batches on demand for further analysis and evidence derivation. A concrete instantiation
of this model is given by the eBPF-based Trace Unit described in Section 3.7, which explains how syscall
and control-plane tracing events are encoded and exposed in the version 1 proof-of-concept. An example
for the CBOR data model of a syscall trace batch, in JSON notation, is shown in Listing 3.3 in the eBPF
Trace Unit section.

In version 1, the Tracing Hub is not involved in the trace transport path or in CBOR encoding and only
participates in Trace Unit configuration. For version 2, CASTOR plans to explore a more active role for
the Tracing Hub in this path, for example by participating in trace signing or acting as an encoding and
forwarding point for the trace batches towards Trust Sources for evidence generation and towards the
TN-DSM for exposure via TNDI-SP data channels.

3.7 eBPF Trace Unit: libbpf Syscall Tracer

This section describes the concrete implementation of the eBPF-based Trace Unit used in the current
CASTOR prototype. Building on the tracing model introduced in the TNDE services and Tracing Hub
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sections, it focuses on a single, concrete deployment: an eBPF-based Trace Unit that performs system-
level tracing with targeted control-plane introspection, is configured by the Tracing Hub, and exposes
trace batches directly to Trust Sources. The following subsections cover the placement of the tracer, the
events it collects, the filtering mechanism used to restrict traces to the TNDI workload, the choice of libbpf
over alternative frameworks, and the format of the produced trace stream. As part of version 2 of the
CASTOR framework, we will investigate further tracing opportunities with the eBPF tracer and look into
additional Trace Units (e.g., an out-of-TNDI Trace Unit) as well as tighter integration with the Tracing Hub
for trace signing and forwarding. In Chapter 7, we describe experimental observations from applying the
eBPF Trace Unit for tracing of in-TNDI route configuration updates.

3.7.1 Placement and scope of the prototype

In the CASTOR version 1 prototype, each TNDI is instantiated as a pre-deployed Cisco XRd vRouter
container on the host system, and the TNDE services run as user-space processes on the same host op-
erating system. The host OS process and container isolation therefore forms the isolation layer between
the TNDE and the TNDIs, as described in Section 3.1. The eBPF Trace Unit follows this model: it consists
of a user-space process running on the host OS alongside the TNDE services and the XRd containers,
which loads and attaches eBPF programs to the host kernel. From this position, the tracer has visibility
into all system calls and process lifecycle events on the host. In order to restrict the tracing to a given
TNDI’'s workload, the eBPF program applies cgroup-based filtering so that only activity belonging to the
XRd container and its descendants is emitted. This placement keeps the design simple, because it does
not require separate tracer components inside the XRd containers and relies only on standard interfaces
of the host kernel. The tradeoff is that the tracer shares the host kernel with both TNDE and TNDlIs
and is therefore subject to the same security and performance considerations as described for in-host
eBPF Trace Units in the conceptual architecture (Deliverable 3.1). In version 1, the Trace Unit interfaces
with the Tracing Hub for configuration and exposes per-TNDI trace batches over device-local HTTP/TCP
endpoints to Trust Sources, which pull CBOR-encoded trace batches for evidence generation.

For version 2 of the CASTOR framework, we plan to explore an alternative instantiation in which each
TNDI runs as a virtual machine (VM) with its own guest Linux kernel and XRd container, and the eBPF
Trace Unit executes inside that guest. In that model, the guest kernel would provide the tracing hooks and
the Trace Unit would run as part of the TNDI’s software stack rather than on the host, while the TNDI-SP
control and data channel protocols would remain unchanged.

3.7.2 Tracing primitives and event types

The implementation employs a hybrid tracing architecture that combines a stable system-level baseline
with targeted application-level introspection. For the system-level baseline, the eBPF program attaches
to three core kernel tracepoints:

* raw_syscalls:sys_enter and raw_syscalls:sys_exit, which fire on every system call entry and
exit, and

» sched:sched_process_exit, which fires when a process or thread exits.

Using these tracepoints provides a stable, ABl-oriented interface that is maintained across kernel versions
and avoids dependence on internal kernel symbols, which simplifies long-term maintenance when the
host OS or the XRd stack is updated.

Tracepoints alone, however, do not provide sufficient semantic detail to monitor networking or control-
plane-specific operations. To obtain deeper insight into the routing logic without compromising the
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stability of the baseline, the Trace Unit augments this design with selected kernel probes (kprobes)
and application-level user-space probes (uprobes). To identify suitable probe points in the Cisco XRd
routing stack, we performed black-box system tracing and correlation of trace events, observing which
processes and functions become active during routing updates and control-plane reconfiguration (also
see Chapter 7). Based on these observations, we selected a small set of core internal functions re-
sponsible for Shortest Path First (SPF) calculations and instrument them using uprobes, in particular
igp_lscache update_link, which extracts link-state attributes, and igp_lscache update node, which
finalizes next-hop calculations and incorporates custom metrics such as trust quantization of peer nodes.
Crucially, tracing igp_lscache_update node allows the framework to natively observe and verify how
the router incorporates custom metrics, such as the trust quantization of peer nodes, into its pathing
decisions.

To place these user-space executions into their system-level context, the Trace Unit simultaneously de-
ploys kprobes targeting a specific subset of system calls, including recvfrom, futex, epoll_wait, write,
and sendto. Empirical testing indicates that this particular sequence forms a characteristic control-plane
update pattern, which the Trace Unit can use as a “golden reference graph” for a healthy routing control-
plane update. By correlating the uprobe events (internal SPF logic) with the kprobe events (network and
synchronization system calls), the Trace Unit can derive strong evidence of a complete Routing Infor-
mation Base (RIB) to Forwarding Information Base (FIB) update cycle: a routing update was received,
processed by the routing daemon, and its result applied to the forwarding plane.

From these hooks, the Trace Unit emits a fixed set of event types that characterize both individual system
or function calls, and the process lifecycle. Every filtered system call, kprobe, and uprobe results in a
respective syscall, kprobe, and uprobe event. The first system call observed for a given thread ID is
additionally marked as a new event, which allows downstream analysis (e.g., by Trust Sources) to iden-
tify thread birth and to correlate threads with their parent via clone events. A clone event is emitted at
sys_enter of clone, fork, vfork, or clone3 on the parent side. Emitting at entry rather than exit ensures
that the timestamp of the clone event is strictly before any system call made by the child, which helps cor-
rect parent—child correlation in the trace. When an execve or execveat system call succeeds, the Trace
Unit emits an exec event from the sys_exit hook, including the new process name (the comm field) as
seen by the kernel after the exec. Whenever a process or thread exits, the sched:sched process_exit
tracepoint yields an exit event.

Each event carries a monotonic kernel timestamp, the process and thread IDs as seen by the kernel
(in the host PID namespace), the system call number where applicable, and, in a subset of cases, the
process name (comm). To limit overhead and buffer pressure, the process name is included only on the
first event per thread, on clone and exec events, and on exit; for all other syscall events, the user-space
component maintains a small per-TID cache and resolves the name when producing the output stream.
In addition, the user-space component takes a process snapshot at trace start and at trace end, listing
the PIDs, TIDs, command names, and related metadata of processes present in the container at those
times. These snapshots allow consumers of the trace to relate the event stream to the actual process set
of the TNDI and to detect threads that may have been created or destroyed outside the observed event
window.

3.7.3 Cgroup-based filtering and identification of the XRd container

To restrict the trace to the XRd container, and thereby to the TNDI’'s workload, the eBPF program filters
every event by the cgroup of the executing task. The current tracer targets hosts using cgroup v2 (uni-
fied hierarchy), as used by typical container runtimes on current Linux distributions. The kernel exposes
bpf_get_current_cgroup_id (), which returns a stable 64-bit cgroup ID for the current task’s cgroup in
the default hierarchy. On cgroup v2, that ID matches the 64-bit value obtained from stat () on the corre-
sponding directory under /sys/fs/cgroup (the inode number of that directory in the cgroup filesystem),
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so user space and BPF use the same numeric key without a separate conversion step. The Trace Unit
uses this as the primary filter: at startup, the user-space component resolves the container’s cgroup
path (e.g., by inspecting /proc/<pid>/cgroup for a process inside the container) and recursively walks
that directory tree under /sys/fs/cgroup, recording that identifier for each cgroup directory. Those val-
ues populate a BPF hash map (target_cgroups). On each tracepoint hit, the eBPF program compares
bpf_get_current_cgroup-id() to the map: if it matches an allowed entry, the event is emitted; otherwise
it is discarded.

The container’s cgroup path can be specified either by providing a container identifier (e.g., a Docker
container ID or name, which is resolved to a PID and then to a cgroup path) or by providing the cgroup
path directly. For Docker-style runtimes, the init process of the container may reside in a child cgroup
of the main container scope, such as docker-<id>.scope/init.scope. The implementation therefore
walks up from the init process’s cgroup path until it finds a directory whose name matches the Docker
scope pattern (docker-*.scope) and uses that directory as the root for collecting cgroup IDs across
the container subtree, so that the entire subtree is represented in target_cgroups rather than only the
init process’s cgroup; if no such scope is found, the path obtained from /proc/<pid>/cgroup is used
as the collection root. The three subnamespaces of the Cisco XRd vRouter container (mentioned in
Section 3.7.1) correspond to cgroup subtrees under that root; recursive descent adds the cgroup ID of
each directory under the resolved scope to the map, so all of them are covered as long as they lie under
that root. Support for dynamically created child cgroups, e.g. spawned during XRd vRouter startup, may
be explored at a later stage as part of the CASTOR version 2 framework, for example using cgroup or
namespace event listeners.

3.7.4 Choice of libbpf and implementation tradeoffs

The Trace Unit is implemented as a C program using libbpf rather than a scripting-based framework
such as BCC with Python. The eBPF programs are written in C and compiled ahead of time with Clang
targeting the BPF instruction set. The resulting object file is loaded by libbpf, which populates the maps
and attaches the programs to the tracepoints and probes. The user-space side is a single-threaded C
program that reads from the per-CPU perf event buffer and writes encoded trace records to the output.

This design was chosen for performance and operational reasons. First, pre-compiled BPF avoids run-
time compilation, e.g. by an embedded LLVM, which reduces startup time and memory footprint and
removes the need for heavy toolchain dependencies on the device. Second, the event-processing loop
runs in native code without a scripting runtime or global interpreter lock; in high-load scenarios (e.g., con-
tainers with many threads and high syscall rates), a libbpf-based tracer can sustain substantially higher
event throughput than a typical BCC/Python-based equivalent. Higher throughput reduces the risk of
perf buffer overruns and dropped events, which is important for CASTOR because dropped events can
create gaps in the trace and may affect the ability of Trust Sources to generate complete or accurate evi-
dence. The Trust Assessment Framework already relies on subjective logic; in version 2 of the CASTOR
framework, we plan to explore modeling such event loss explicitly in this framework, e.g. by increasing
an uncertainty score when traces indicate dropped events. Third, a single compiled binary is easier to
deploy and to reason about in terms of the trusted computing base than a stack that includes a scripting
runtime and dynamic compilation.

The downside is that the tracer is tied to the target kernel at build time (via kernel headers or BTF);
changing the set of tracepoints or the filter logic requires recompilation. For the current prototype, where
the TNDI environment (host kernel and container layout) is under control of the deployment, this tradeoff
is acceptable. Future work may explore a middle ground (e.g., loading different pre-compiled BPF objects
based on configuration) or deeper integration with the Tracing Hub’s configuration interface so that the
Hub can select among a small set of tracer variants without requiring full runtime compilation.
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"meta": {
"y": 1,
"tndi": "tndi-1234",
"trace_unit_id": "tu-ebpf-syscalls-all"
Fe
"data": {
"values": [
[ "new", 25616532664171, 2959, 3049, "evm_signal", "gsp", "write" 1],
[ "new", 25616532687869, 2959, 2959, "gsp", "gsp", "read" 1],
[ "syscall", 25616532695666, 2959, 2959, "gsp", "gsp", "futex" ],
[ "syscall", 25616532717023, 2959, 2959, "gsp", "gsp", "epoll_wait" ]
]
}

Listing 3.3: Example CBOR data model for a syscall trace batch (JSON notation)

3.7.5 Event format, encoding, and output

Events are passed from the eBPF program to user space via a per-CPU perf event array (ring buffer).
The kernel writes fixed-size records into the buffer. The user-space component polls the buffer, decodes
each record, resolves the system call number to a symbolic name (using the kernel’'s syscall table when
available or a fallback list), and fills in the process name from the event payload or from the TID cache.
The output can be emitted in three formats: plain text (for human inspection and debugging), JSON
Lines (one JSON object per line, for downstream tooling and integration), or CBOR (Concise Binary
Object Representation), which is compact and in line with the trace encoding approach for CASTOR
trace records described in the conceptual architecture (Deliverable 3.1). Each trace record includes the
event type (syscall, new, clone, exec, exit, kprobe, or uprobe), the timestamp, PID and TID, the
process name when available, and the system call name for syscall-related events and the function name
for kprobe- or uprobe-related events respectively. If the perf buffer overflows, the kernel invokes a lost-
event callback in user space: the implementation can write an explicit error record (e.g., type: error,
error: lost_events, count: N)intothe stream so that consumers (i.e., the Trust Sources) are aware
of gaps and can account for them in evidence generation or reporting.

For illustration, Listing 3.3 shows an example CBOR data model, in JSON notation, for a syscall trace
batch produced by the eBPF Trace Unit. The meta section identifies the TNDI and the Trace Unit instance,
while the values array encodes individual events as positional arrays that start with the event type and
timestamp and then list PID, TID, process name, executable name, and syscall name.

In version 1, the Trace Unit emits unsigned CBOR batches over device-local HTTP/TCP endpoints to-
wards Trust Sources. When these batches are forwarded over the per-TNDI TNDI-SP data channels, they
become indirectly bound to the TNDI through the data channel’s TLS session keys and the underlying
TNDI identity. Defining explicit per-TNDI trace-signing keys to authenticate trace batches via signatures,
beyond this channel-level binding, is planned for exploration in version 2 of the CASTOR framework.

3.7.6 Integration with the Tracing Hub

In the version 1 CASTOR prototype, the eBPF Trace Unit is configured by the Tracing Hub but exposes
trace batches directly to Trust Sources rather than streaming them through the Hub. The Tracing Hub dis-
covers the Trace Unit via the static tracing infrastructure profile (Section 3.6.1), establishes a device-local
control connection to its configuration endpoint, and applies per-TNDI trace configurations as received
from the TN-DSM. These configurations can, for example, enable or disable the generic syscall- and
process-lifecycle tracing, select specific kprobe or uprobe sets, or adjust batch sizes for a given TNDI. The
Trace Unit, in turn, uses these parameters to adjust its filtering and event selection for the processes that
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belong to that TNDI. The resulting CBOR-encoded trace batches are consumed by local Trust Sources
and, where configured, are also made available to the TN-DSM so that they can be forwarded over the
per-TNDI TNDI-SP data channels towards orchestration-layer components such as Phala and the DLT.

3.7.7 Sharing Traces with the Trust Source

In the current prototype, Trust Sources obtain traces from the eBPF Trace Unit over a device-local TCP
interface. Conceptually, the Trace Unit exports CBOR-encoded trace batches and a Trust Source acts
as a client of this export endpoint, typically by issuing simple request—response interactions over a host-
local TCP connection. The concrete choice of application protocol (e.g., HTTP versus a custom framing)
and whether traces are pulled by Trust Sources or pushed by the Trace Unit is kept flexible and may be
revisited in version 2 of the CASTOR framework.
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Chapter 4

CASTOR Attestation Service

4.1 CASTOR Tiered Security

Security-by-design is not merely a feature, but a fundamental architectural principle that requires sys-
tems to be structured as hierarchies of distinct privilege levels rather than as monolithic entities. This
paradigm, rooted in early multiprogramming systems such as Multics [30], promotes the decomposition
of systems into layers separated by hardware-enforced boundaries. ldeally, such an architecture can be
visualised as an inverted pyramid or a set of concentric circles with progressively decreasing radii, where
the innermost layers—forming the Trusted Computing Base (TCB) [42]—are deliberately kept minimal,
static, and rigorously verified, exposing only narrow interfaces to the outer layers. Reducing complexity at
the core is a key security property, as it ensures that the most privileged components remain predictable
and amenable to formal verification, even in the presence of adversarial behaviour in the surrounding,
less trusted layers.

The CASTOR architecture follows this architectural principle and adopts a three-tiered security model,
in which the TCB is deliberately designed to be minimal, static, and tightly verified, exposing only narrow
interfaces to external components. This design enables the system to progressively extend trust from the
device level to the platform software stack—where trust assumptions are weakened—and ultimately to
the network path level. In parallel, the CASTOR architecture follows the principle that only a minimal set
of components should be inherently trusted, while all other components are continuously verified through
attestation mechanisms. Figure 4.1 illustrates the CASTOR tiered security model and the relationships
among its different layers. Together, these three tiers enable CASTOR to establish end-to-end trust from
the underlying device, to infrastructure element and routing path. The three security tiers are presented
from bottom to top and are distinguished by different colours, as follows:

. — The first tier of the CAS-
TOR tiered security model focuses on device-level configuration integrity verification, implemented
through the Configuration Integrity Verification (CIV) mechanism. The goal of this tier, as already
introduced in D3.1 [24], is to establish a reliable trust anchor at the device level (e.g., vRouter A),
ensuring that the fundamental components of a router or network element operate as expected.
More specifically, CIV provides the verifiable evidence on the static properties of deployed TNDI
router functions during runtime. Static properties refer to configuration artifacts that describe the
expected state of critical components of the routing infrastructure. These properties may include,
for example: (a) the hash of the entire virtualized container hosting the routing plane, and (b) the
integrity state of routing-related data structures (e.g., NF table, FIB, RIB). To preserve privacy and
prevent implementation disclosure attacks, CASTOR does not expose raw attestation evidence. In-
stead, evidence is signed and verified using policy-restricted attestation keys (key restriction usage
policies), ensuring that sensitive configuration details are not revealed to external verifiers. These
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Figure 4.1: CASTOR Tiered Security

policies ensure that attestation keys can only be used under predefined conditions, thus strengthen-
ing the security guarantees of the attestation process. Thus, this implicit attestation scheme allows
a prover TNDI (e.g., a vRouter) to share evidence to an external verifier (e.g., the CASTOR Ser-
vice Orchestrator) without disclosing sensitive information pertaining to its platform or router state.
On top of that, this scheme allows arbitrary verifiers to assess the integrity of other TNDIs (e.g.,
peer vRouter) without knowing their internal state, thereby alleviating critical trust assumptions re-
garding the verifiers’ trustworthiness. Section 4.3 documents the detailed attestation protocol with
enhanced capabilities on providing additional evidence on the key restriction usage policy that has
been enforced.

Tier 2: Layered platform attestation with weakened trust assumptions — The second tier of
the CASTOR tiered security model focuses on the infrastructure element comprising some vRouters
and the four-layer attestation methodology used in CASTOR, where each layer provides distinct iso-
lation properties. The four layers are: (a) Layer 0: Hardware Root of Trust, (b) Layer 1: Hardware-
Isolated Tracing & Attestation, (c) Layer 2: Trust Evaluation Plane, and (d) Layer 3: Runtime TNDI
Layer. More specifically, Layer 0: Hardware Root of Trust protects long-term secrets and enforces
cryptographic key usage. Layer 1: Hardware-Isolated Tracing & Attestation is the core attestation
logic. Layer 2: Trust Evaluation Plane focuses on evaluating the traces and telemetry data from
Layer 1. Layer 3: Runtime TNDI Layer is the untrusted vRouter and hence the most dynamic
component. CASTOR does not attempt to attest every component of the system stack. Instead,
the layered design focuses on verifying the components that act as control points for launching
and managing other layers (e.g., Layer 2 and Layer 3). Once these control points are verified,
the trust relationship can be extended transitively to the components they manage. The primary
motivation behind this design choice is to minimize the Trusted Computing Base (TCB). By limiting
the set of components that must be directly attested, the architecture reduces complexity and en-
hances efficiency while maintaining strong security guarantees. This layered attestation approach
also aligns with the requirements defined in CASTOR Deliverable D3.1 [24], which emphasizes the
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importance of minimizing trusted components while ensuring the integrity of critical orchestration
elements within the network stack. Section 4.4 describes thoroughly this layered platform attesta-
tion architecture focusing on the high-level protocol overview and the key technologies used (e.g.,
trust decomposition, memory introspection and sharing using zero-knowledge proofs).

 Tier 3: Composite attestation for path-level verification — The third tier of the CASTOR tiered
security model focuses on attestations over complete routing paths instead of routing elements. In
a nutshell, tier 3 extends the trust model to the end-to-end routing path across the network infras-
tructure. In this context, CASTOR’s novel composite attestation aggregates attestation evidence
from multiple nodes participating in a routing path guaranteeing through cryptographic construc-
tions the enforcement of the correct path order. The goal is to ensure that each node involved in
forwarding network traffic operates in a verified and trustworthy configuration. This process enables
CASTOR to provide path-level integrity guarantees, where routing decisions can be evaluated not
only based on network performance and the verified trust state of the participating nodes, but also
on the correct order of the path, allowing for a more efficient and privacy-preserving verification of
path integrity (e.g., SSLA violations monitoring at the path level). Through this hierarchical attes-
tation model, CASTOR enables a secure and verifiable routing infrastructure where trust is estab-
lished progressively—from the device level, to the platform level, and ultimately to the network path
level. Sections 4.5 and 4.6 document the two possible variants of crypto-primitives schemes for the
composite attestation based on sequential aggregate signature and ordered multi-signature/matrix-
vector primitives, so as to allow for the latter cost analysis and identify the most efficient scheme.

4.2 System and Threat Model

4.2.1 System Model

As aforementioned the CASTOR architecture is built upon a minimal, explicitly delimited computing
base responsible for cryptographic operations, policy evaluation, and the generation and validation of
integrity measurements across layers of descending privilege. The schemes described in the following
sections implement continuous chained verification: nothing is taken as fully trusted except the hardware
Root of Trust (RoT) (e.g., the secure element), and all software outside the TCB (including the vRouter
containers) is considered untrusted. The three classes of entities that participate in the protocols are the
CASTOR Service Orchestrator, the Verifier and the Device (e.g., Prover).

CASTOR Service Orchestrator: The CASTOR Service Orchestrator is responsible for provisioning ref-
erence measurements and policies that define acceptable vRouter states (e.g., approved BGP daemon
hashes, valid Segment Routing configurations), authenticated under the CASTOR Service Orchestrator’s
digital signature. The CASTOR Service Orchestrator provides the “programmable firmware emulation”
capability: policy predicates that dictate the Required Trust Level (RTL) for a routing path are provisioned
externally by the CASTOR Service Orchestrator and evaluated internally by the host’s SE. It has to be
noted that, in the context of CASTOR and as already described in D5.1 [23], the Orchestration Layer
consists of multiple components. For clarity, these components are abstracted and collectively referred
to as the CASTOR Service Orchestrator.

Verifier (V): The entity that initiates attestation by issuing a fresh challenge nonce. Within CASTOR,
this could be a peer vRouter attempting to establish an inter-domain trust boundary, or the CASTOR
Service Orchestrator verifying node integrity before computing a path. Upon receiving evidence, the
Verifier validates the attestation signature and checks challenge freshness. The Verifier learns only that
the SE admitted the current vRouter state under CASTOR Service Orchestrator-approved policies. We
term this property evidence minimality.
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Device (D): The physical infrastructure node being attested (e.g., the Prover), composed of the following
four architectural layers.

 Layer 0: Hardware Root of Trust - The hardware root of trust provides isolated cryptographic com-
putation, protected measurement registers with PCR-equivalent semantics, and an internal asser-
tion engine that gates key usage via routing policy evaluation. A long-term endorsement key (EK)
establishes the node’s cryptographic identity; a distinct attestation key (AK) produces routing evi-
dence. Under the symbolic model, we assume ideal cryptography in the Dolev—Yao sense [34].

» Layer 1: Hardware-Isolated Tracing & Attestation - Attestation source and Tracing Hub components
harvest deep system telemetry. This layer is the core attestation logic that attests the integrity of
the above layers (Layers 2 and 3).

» Layer 2: Trust Evaluation Plane - Trust Assessment Framework (TAF) and Finite State Machine
(FSM) components evaluate the raw traces and telemetry data produced by Layer 1 and calculate
the actual and required trust levels.

» Layer 3: Runtime TNDI Layer - The virtualised routers. This layer is explicitly untrusted. Thus,
Layer 3 is continuously introspected by the Layers 1 and 2 for its tracing capabilities and its behav-
ioral trust respectively.

4.2.2 Threat Model

This section provides the threat model which is also aligned with the threat modelling in the routing plane
described in Chapter 2. The CASTOR Service Orchestrator is assumed to be trusted: it provisions
correct reference measurements and policies, and its signing key is not compromised. The possibility of
malicious policy provisioning by a compromised CASTOR Service Orchestrator is considered outside the
CASTOR scope.

The adversary is assumed to control all software components outside the TCB. It may obtain kernel-level
privileges, execute arbitrary code in user space, manipulate application memory and control flow, and
influence the timing and ordering of protocol operations. However, the adversary cannot compromise
the hardware-isolated tracing and attestation (Layer 1). We assume that the platform enforces runtime
kernel integrity protections (e.g., kernel lockdown, signed module loading, or equivalent mechanisms)
that prevent any post-boot modification of the attestation’s logic code, data, or its interface with the SE.

Furthermore, the adversary has full control over the network in the sense of the Dolev—Yao model [34]:
it can intercept, delay, reorder, and replay all communications among the Device, the Verifier, and the
CASTOR Service Orchestrator. It may also attempt to substitute measurements, inject falsified policy
states, or construct seemingly fresh attestation transcripts by replaying nonces or manipulating state
outside the SE.

Despite these capabilities, the adversary is unable to: (i) extract secrets from the SE or tamper with its
protected storage; (ii) obtain the endorsement key (EK) or any attestation key (AK); (iii) cause the as-
sertion engine to evaluate a policy as satisfied unless the actual system state complies with the policy
conditions; (iv) arbitrarily modify or reset monotonic counters; (v) write to protected measurement regis-
ters; or (vi) forge signatures under the AK without access to the corresponding private key. Also, physical
attacks on the SE and permanent Denial-of-Service (Dos) conditions are explicitly out of CASTOR scope.

Under these assumptions, any attestation accepted by the Verifier must include a valid signature gener-
ated by the AK over a fresh challenge. Crucially, this signature can only be produced if the SE’s assertion
engine has verified that the above layer's measurements match the Service Orchestrator’s reference
values and that all relevant policy conditions, including counter-based constraints, are satisfied.
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4.3 Device-Level Configuration Integrity Verification

Configuration Integrity Verification (CIV) is an attestation mechanism used to ensure the correctness of
the configuration of an attested device. In the context of CASTOR, a novel CIV scheme is proposed.
The scheme is agnostic to the underlying root of trust and can be used to attest any router or network
element by verifying that its configuration is correct and that it therefore operates as expected. In essence,
CASTOR'’s Device-Level CIV scheme follows a challenge-based protocol. A Verifier (e.g., a peer vRouter
or the CASTOR Service Orchestrator) challenges the Prover (i.e., the Device) with a fresh nonce. If the
Prover successfully produce a valid signature using its policy-restricted Attestation Key—the Verifier gains
assurance that the Prover is operating in a correct configuration state. By generating this valid signature,
the Prover provides attestation evidence in a privacy-preserving manner, as it does not disclose the raw
attestation evidence, thereby preventing implementation disclosure attacks.

Within this framework, the Device-Level CIV scheme aims to minimise the trust assumptions placed on
any device acting as a Verifier, given that CASTOR’s attestation mechanism is designed to preserve pri-
vacy. Consequently, any Verifier can attest a device while remaining unable to infer meaningful informa-
tion about the device’s internal configuration or operational state. The scheme relies on a policy-restricted
Attestation Key that serves as the trust anchor of the attestation process. This enables enhanced autho-
risation mechanisms for the Prover’s Attestation Key, allowing it to be used only if the relevant protection
policies—enforced as part of the underlying root of trust—are satisfied. In CASTOR, key usage restriction
policies are defined and enforced by the CASTOR Service Orchestrator, which acts as a trusted entity
governing the overall process. This ensures that the Prover (e.g., the Device) can only use the Attesta-
tion Key to sign challenges when its configuration complies with the predefined policies. By conditioning
the Prover’s ability to sign a request for attestation evidence on the correctness of its configuration (i.e.,
configurations describing the deployment environment), the system enables verification of the Prover’s
compliance through a simple challenge-based protocol that neither requires nor reveals configuration
information to the Verifier.

When an action results in a change to the configuration of a device, the previously issued Key Restriction
Usage Policy becomes invalid. Such configuration changes introduce a significant attack surface, as a
compromised device could retain multiple valid policies, thereby enabling the generation of valid signa-
tures even when the device is operating in a malicious state. To address this issue, the Device-Level CIV
scheme supports the creation of time-limited policies, ensuring that a policy is valid only within a spe-
cific time window. This approach reduces the risk of outdated policies being exploited after configuration
changes. A key innovation of our design is that it enables the Prover to provide attestation evidence not
only regarding the correctness of its configuration but also regarding the version of the trusted application
that is expected to be running on the device.

4.3.1 High-level Overview of CIV

In this section, we present a high-level overview of the protocol, which comprises three distinct phases:
Join, Runtime, and Update. Before delving into the details, we first introduce the notation used throughout
to guide the reader.

Notations. We denote key pairs by (sk, pk) and write hashes as H(-). The Device’s SE holds an en-
dorsement key pair (skek, pkex) and a distinct attestation key pair (skax, pkak). The verifiable policy
enforcement (VPE) key pair is (skype, pkvpe) and is provisioned by the CASTOR Service Orchestrator,
which holds (skcso, pkcso). The attestation key name commits to the attestation public key and the policy
bound to that key as nameax = H(pkax | repr(Pax) ). An authorization ticket ¢ is a CASTOR Service
Orchestrator signature over the runtime policy digest bound to the attestation key. Nonces are sampled
uniformly at random; we use nq, n, for internal randomness and c for a challenge. A session-specific ran-
dom value is r. We write Enck (M) for symmetric encryption and Enc,; (1) for public-key encryption. The
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VPE key is bound to a join-time policy that validates both secure boot integrity and TSS measurements.
The attestation key is bound to a runtime policy that accumulates process measurements, counter pred-
icates, and VPE-signed linkage before being authorized by the CASTOR Service Orchestrator. These
policy bindings ensure keys can only be used when their associated security conditions are satisfied.

Join. The Prover provisions its attestation key and binds it to an authorization policy inside the SE.
Let nameak = H(pkak||repr(Pak)). The Prover conveys nameak to the CASTOR Service Orchestrator
(the CASTOR Service Orchestrator obtains pkgx from a pre-provisioned registry). The CASTOR Ser-
vice Orchestrator verifies device eligibility, collects reference values, computes the VPE policy digest
dype—the hash commitment to the join-time policy requiring secure-boot PCR and TSS measurement
validation—and generates a fresh (skypg, pkvpe) cryptographically bound to dype. The CASTOR Service
Orchestrator creates a certificate over pkak signed under skcso, binding the attestation public key to the
device identity and authorized policies. The CASTOR Service Orchestrator then computes the attesta-
tion key policy digest dax and issues an authorization ticket ¢ signed under skcso; this ticket signature
is the critical authentication mechanism that binds the attestation key to CASTOR Service Orchestrator-
approved policies. Crucially, the SE can only produce valid attestation signatures if and only if it pos-
sesses a ticket created and signed by the legitimate CASTOR Service Orchestrator—this ensures only
the CASTOR Service Orchestrator can authorize attestation operations and prevents any other party
(including adversaries with network control) from enabling the attestation key. The CASTOR Service
Orchestrator samples a random r, derives K = KDF(r||nameak), and transmits an activate-credential
package [62]: a public-key encryption of r under pkex and an AEAD ciphertext of (VPE, ¢, ¢) under K with
associated data committing to nameak. The encryption and AEAD provide confidentiality and integrity
for the channel but do not authenticate the CASTOR Service Orchestrator; authentication is achieved
through the SE’s verification of the ticket signature ¢ under pkcso before accepting any authorization.
The SE recovers r, re-derives K, verifies AEAD integrity, imports the VPE key, and returns (¢, ¢) to the
Trusted Software Stack (TSS). The TSS opens an authorization session; the SE admits join-time policy
predicates (secure boot PCR and TSS measurement) and signs ¢ under skypg; the CASTOR Service
Orchestrator verifies this signature and finalizes the join. The authenticated decryption during the join
phase follows the credential activation flow [62]. The Trusted Software Stack invokes ActivateCredential
so that the SE performs all cryptographic operations.

Runtime. The Verifier samples a fresh challenge n and sends it to the Prover. The TSS initiates two
concurrent authorization sessions with the SE: a VPE session s,,. and an attestation session s,x. These
sessions form a two-layer authorization chain: (i) the VPE session validates the static system properties
(TSS integrity and secure boot) and produces a signature that authorizes the AK session; (ii) the AK
session then validates the dynamic properties (safety-critical process measurements, counter thresholds,
CASTOR Service Orchestrator ticket) and authorizes attestation key usage. The VPE session must
complete successfully before the AK session can be authorized. The SE returns session handles and
nonces (Aype, Ype) @nd (hak, Vak)-

* VPE session construction. The TSS instructs the SE to evaluate a join-consistency policy that
validates the TCB through dual-layer verification: it applies (i) PolicyOR(m#Ss) using the user-
space TSS measurement as observed by the kernel-resident mediator, validating it against the
expected reference measurement for the TSS user-space component, and (ii) PolicyPCR(PCRsg)
to bind to secure boot, ensuring the integrity of the kernel-resident TSS component. Any alteration
to the lower-ring TSS would produce a different secure boot hash, and if it doesn’t match the
expected value, the VPE key remains locked and unable to sign. This dual validation ensures both
user-space TSS integrity (via measurement comparison) and lower-ring TSS integrity (via secure
boot validation). Upon successful policy evaluation, the SE signs H(v.x) under skypg, producing
ovpe- This signature links s, t0 s.x and attests to the complete TSS integrity validation.

* AK session construction. The TSS extracts the current measurements for all safety-critical
processes to be attested and applies PolicyOR(R) inside s, It then applies PolicyMC(i, -)
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to assert the required monotonic counter predicate. Next, it applies PolicySigned(pkvpe, ovpe),
which verifies the VPE signature on H(v,x) bound to the session handle h,y, establishing that the
VPE-validated TSS integrity claim authorizes this specific AK session. Finally, the TSS applies
PolicyAuthorize(pkya, t), which validates the authorization ticket, confirming that all policy as-
sertions—measurements, counters, and VPE linkage—satisfy the CASTOR Service Orchestrator-
approved authorization criteria.

» Evidence production. With s, authorized, the SE is permitted to use skak. The SE returns
e = Sign,, (H(n)). The Verifier checks Vrfy , (e,H(n)) =1 and freshness of n.

Update. When safety-critical applications are updated (adding functionality or patching vulnerabilities),
the extracted measurements and the required counter predicate change. The CASTOR Service Orches-
trator computes the new pre-authorization digest diy using the updated reference set R’, the required
monotonic counter value v+1, and the same pkypg input to PolicySigned as before. It then issues a fresh
authorization ticket ¢’ under skcso for this digest and samples a fresh challenge ¢’. Using the activate-
credential channel [62], CASTOR Service Orchestrator transmits ¢’ and ¢ to the SE by sending a public-
key encryption of ' under pkgx together with an AEAD ciphertext of (', ¢/) under K’ = KDF(r’||nameak)
with associated data committing to nameak. The TSS invokes ActivateCredential; upon successful de-
cryption and integrity verification, it then verifies the CASTOR Service Orchestrator ticket under pkcso,
extracts current measurements and validates R’ = m (no attack). Only then does it increment the mono-
tonic counter. After this validated increment, the TSS triggers the runtime authorization sequence against
t" and the updated predicates, culminating in a signature over H(¢’) returned to the CASTOR Service Or-
chestrator. In the update phase, the CASTOR Service Orchestrator issues new manifests and reference
hashes signed under skcso. Acceptance transitions are modeled as SE state updates guarded by the sig-
nature verification and policy predicates, after which the monotonic counter is advanced and new policy di-
gests may be computed and rebound to the attestation key if needed. We model PolicyAuthorize(pkcso, t)
command for a secure element. This operation resets the current policy digest to a value that depends
only on the authorizer’s public key. The ticket ¢ is verified against the pre-authorization digest and the cur-
rent session state; once validated, the digest collapses to di2' = H(ccpolicyauthorize|H(Pkcso))- This keeps
the runtime binding minimal and aligns with our goal that evidence discloses nothing beyond freshness
and possession of the authorized key.

4.3.2 Building Blocks

This section provides all the necessary building blocks for out scheme (e.g., cryptography, keys and
secrecy, policies and binding, context, measurement and counters, session binding and network secu-
rity, join/activate credential, evidence and verification and the target properties). As already mentioned,
protocols are modelled in the Dolev—Yao setting [34] with perfect cryptography.

Cryptography (functions and equations):

« Hash as a public function A(-), used for measurements and key names.

* Public-key encryption/signatures with standard inverses:
adec(aenc(m, pk(sk)), sk) = m, verify(sign(m, sk), m, pk(sk)) = ok.

« Symmetric encryption/MAC (AEAD) modeled as separate primitives: sdec(senc(m, k), k) = m
and MACs checked by requiring the premise mac(z, k) = mac(z, k). We treat AEAD integrity by
jointly requiring decryption and matching MAC; associated data can be concatenated into .

« KDF as an uninterpreted function kdf(r, nameax); security is captured by freshness and non-
reversibility (no equations beyond syntactic equality).
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Keys and secrecy:

* EK: skex remains inside the SE. The CASTOR Service Orchestrator learns pkegk via a device
registry; it is not exchanged in protocol messages, limiting identity exposure.

 AK: pkak is public; evidence verification requires it. Evidence is restricted to sign(h(n), skak)-

* VPE: a second signing key used during join and runtime to authenticate challenges and provide
TCB linkage; it is imported via the activate-credential flow and bound to join-time policy requiring
dual-layer TSS validation (user-space measurement match and lower-ring secure boot integrity).

Policies and binding:

+ Policy terms are abstract constructors (e.g., pol_pcr(-), pol_mc(+), pol_signed(pkcso ), pol-or(-)).

« Binding is modeled with a digest h(id, repr(P)); rules that use a key require matching recompu-
tation from the current context facts.

» Ticket ¢t is a CASTOR Service Orchestrator signature over the runtime policy digest; SE side
requires a Verified Ticket(t) premise before enabling AK.

« Cryptographic verification ensures verify(¢, (nameak, R, v), pkcso) = 1.

» Reference validation enforces attack detection: ticket references R must match current mea-
surements m for authorization to proceed. When no attacks on applications have occurred, R = m;
when attacks are present, R # m and authorization fails, ensuring integrity.

+ This validation prevents acceptance of compromised or stale state by requiring exact correspon-
dence between expected references and runtime measurements.

Context, measurement, and counters:

« Measurements are derived by a Measure(m) event; acceptance requires a RefOK(m) fact obtained
from CASTOR Service Orchestrator manifests.

» PolicyOR combines multiple measurements by serializing them one after another:
R = ser(my)|[ser(ma)]|| ... |[ser(my).

» Reference values R in update tickets must equal the runtime measurements m when no attacks on
applications have occurred; validation enforces R = m.

+ Monotonic counters are facts MC(nameAK, v); updates replace MC(nameAK, v) with MC(nameAK, v+1)
where the increment is bound to specific attestation keys. No rule decrements counters. Counters
initialize to zero.

« Secure boot/configuration is captured by a PCR_SB(-) fact established at initialization.
Session binding and network security:

« Session handles are explicitly modeled using cryptographic commitments: session_handle(seed, type).

» VPE signatures are bound to specific AK session handles through SessionBinding facts, preventing
cross-session attacks.

» The network model includes adversary capabilities: message interception, replay, injection, and
delay attacks.
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» Session verification ensures VPE signatures can only authorize their intended AK sessions.
Join/activate-credential:

« CASTOR Service Orchestrator samples fresh r, sends aenc(r, pkex) and an AEAD ciphertext
senc(payload, K') with associated data committing to nameak, where K = kdf(r, nameak).

» SE rule derives r via adec, recomputes K, verifies AEAD integrity, and imports VPE and ¢. This
ensures binding to nameak Without revealing EK.

Evidence and verification:

+ Runtime evidence is sign(h(n), skak) with a prior Fr(n) by the Verifier. No counters or measure-
ments appear in evidence; they gate the SignAK rule as premises.

Target properties (trace properties first):

* Freshness (no-replay). If a Verifier accepts evidence on nonce n, then there exist events
VerifierChallenge(n) and SignAKEv(nameak, h(n)) with the expected ordering, and n was generated
fresh by the Verifier (cf. freshness_no_replay).

 Policy admission. Every SignAKEv event is preceded by satisfied policy premises: validated ticket
(RuntimeTicketVerified/Verified Ticket), current counter state MC(nameak,v) meeting the thresh-
old after validation, reference equality R=m (MeasurementValidated), and complete TSS integrity
validation via VPE (VPEPolicyOK with user-space and lower-ring checks) together with session
verification (SessionVerified).

+ Anti-rollback. Counters are strictly monotonic per attestation key (cf. counter_strict monotonic,
no_rollback); authorization increments occur only after successful measurement validation and
ticket verification (cf. update_requires_increment).

» VPE policy binding and TSS dual-layer integrity. VPE policy binding is unique and requires both
user-space TSS measurement validation and lower-ring secure boot integrity (cf. vpe_unique_binding,
tss_dual_validation_required, vpe_requires_tss_integrity).

» Session binding integrity. VPE signatures authorize only their intended AK sessions; AK autho-
rization requires prior session verification (cf. session_binding_integrity, vpe_session_authorization,
ak_requires_session_verification).

* Onboarding authenticity. Valid AK signatures imply successful onboarding by the legitimate UA;
the SE can only produce attestation signatures after verifying the UA ticket signature, ensuring only
UA-authorized devices can attest.

4.3.3 Device-Level CIV Algorithm

The device-level CIV uses the entities described in the System Model (see section 4.2). Having described
all the entities and components that participate in the Device-Level CIV scheme, we will now provide the
three distinct phases in detail.
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4.3.3.1 Phase 1: Join

During the Join phase, a device wants to join the network. To do so, the CASTOR Service Orchestrator
sets up the key restriction usage policy (authorization policy) and creates the Verifiable Policy Enforcer
(VPE) key. More specifically, the CASTOR Service Orchestrator acting as a Trusted Entity, is responsible
for issuing and validating the key restriction usage policies for each device that wishes to participate to the
network and for creating unique key pairs for every VPE. Then the Prover (e.g., the device) provisions its
Attestation Key (AK) and binds it to the authorization policy issued by the CASTOR Service Orchestrator
inside the CASTOR TCB. We specify concrete algorithms to pin down the join flow.

« KDF: HKDF-SHA256 [7] with domain separation. Let K = HKDF-Expand(salt = 0x00, IKM =
r, info = "join-v1"|nameak, L = 32).

« AEAD: AES-256-GCM [28] with associated data ad = "join-v1"|[nameak.
» PKE: RSA-OAEP [39] for transporting r under pke.

The logical/API and network messages (see Figure 4.2) are as follows:

—_—

. TSS — SE (API): CreateAK&Bind(Pak). SE returns (pkak, namea)-
2. TSS — CSO: JoinReqg(nameak).

3. CSO (local): Lookup pkek in device registry; compute dypg, dak; issue ticket ¢ under skya; generate
(skvpe, pkvpe) bound to dypg; sample r; derive K.

4. CSO — TSS: JoinResp(Cs, C1)

* Cy = RSA-OAEP Enc(r, pkek)
« C) = AES-GCM_Enck ({(VPE, 1, ¢); ad)

5. TSS — SE (API): ActivateCredential(C, C1).

6. SE (local): » = RSA-OAEP _Dec(Cy, skek); K = HKDF-Expand(r, "join-v1"|[nameak ); decrypt C;
under K and verify AEAD tag using ad="join-v1"||nameax; import VPE; output (¢, c).

7. SE — TSS (API): (t, ¢).

8. TSS < SE (API): Start policy session; SE authorizes VPE under join-time policy (PCRsg and OR
over TSS measurement); SE signs c under skype.

9. TSS — CSO: (UVPE = SignSkVPE(C)’ pk’\/pE).
10. CSO (local): Verify oype on c under pkypg; finalize join.
Acceptance and error handling: SE aborts if RSA OAEP decryption fails, if K is not derivable (e.g., wrong

nameak), or if AEAD tag verification fails. Authorization of VPE fails if PCRsg or TSS measurement do
not satisfy the join-time policy. CSO rejects if signature on ¢ under pkype is invalid.
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msc Join phase (concise)

CASTOR Service Orchestrator Trusted SW Stack Secure Element
CSO TSS SE
CreateAK&BIind(Pa )

Gen AK; compute name namey i

namey g

namejx

Lookup pkgr; compute dy pg, dak, t |
I
Sample r; derive K = KDF(r|[namear) |

C{=AEAD((V PE,t,c))x, Ca=Encyi, (f

—

ActivateCredential(C1, C5)

Recover r, derive K, verify AEAD, import VPE, output (¢, c)
(t,0)

Authorize VPE; request Signypg(c)

| Check PCR+TSS; sign ¢

ovpe, pkvpe

ovpe, Pkvpe

| Verify oy pg; join complete | — ——
—

Figure 4.2: Join: NameAK — CSO; CSO packages (C1,C2) via ActivateCredential; SE imports VPE and
signs c; CSO verifies.

4.3.3.2 Phase 2: Runtime

During the Runtime phase, a Verifier, for instance a vRouter or the CASTOR Service Orchestrator wishes
to attest a device (e.g., another vRouter) that is participating in the network, and initiates a challenge
response attestation protocol. Through this protocol the Prover creates evidence for the Verifier that he is
indeed in a correct configuration but without disclosing any information regarding its state. We model two
SE authorization sessions: s, and s,i, with handles hype, hak @nd nonces vype, Vak. This phase messages
(see Figure 4.3) are as follows:

1. Verifier — Prover: Challenge(n).
2. TSS — SE (API): StartAuthSession() — (hype, Vupe) and (hak, Vak)-
3. TSS — SE (API, sype): PoIicyOR(m#ss); PolicyPCR(PCRsg); then SignWithVPE(H(vak)) — ovpe.

4. TSS — SE (API, s.): PolicyOR(R); PolicyMC(i, -); PolicySigned(pkvee, ovpe) verifying H(v,y) for
handle h.; PolicyAuthorize(pkya, t) = digest = din2'.

5. TSS — SE (API): SignAK(H(n)) — .

6. Prover — Verifier: Evidence(e). Verifier checks Vrfy, (e,H(n)) = 1 and freshness of n.
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msc Runtime phase (concise)

Verifier Trusted SW Stack Secure Element
Verifier TSS SE
n (fresh)

StartSessions

(hvpm Vupe)a (hakt: Vak)

PE: PolicyOR+PCR; SignVPE(H (1)

OVPE

AKE OR(R)+MC; PolicySigned(pkv pE, ovbE)

PolicyAuthorize(pky 4, t)

SignAK(H (n))

(&

Verify e under pk 4k ; accept if fresh —— ——

Figure 4.3: Runtime: Verifier sends fresh challenge; TSS builds VPE and AK sessions, applies Policy
Authorize(pky 4, t), and SE signs H (n).

4.3.3.3 Phase 3: Update

During the Update phase, safety-critical applications are updated (adding functionality or patching vulner-
abilities), the extracted measurements and the required counter predicate change. Thus, the CASTOR
Service Orchestrator provisions signed policy tickets encoding acceptance configurations (e.g., measure-
ments and version thresholds). We reuse the credential activation channel to refresh tickets and convey
the CASTOR Service Orchestrator’s challenge. This phase messages (see Figure 4.4) are as follows:

1. CSO (local): Recompute diyy using (R’, PolicyMC(i, v+1), pkyvpe); issue t’ under skya; sample 1/,
derive K’ = KDF(r'||nameax ); sample fresh ¢
2. CSO — TSS: UpdateResp(CY, C1)

« C} = RSA-OAEP _Enc(r”, pkex) [39]
« (7 = AES-GCM_Encg/((t', ¢); ad) [28] with ad = "join-v1"||nameak.

3. TSS — SE (API): ActivateCredential(C}, C7).

4. SE (local): ' = RSA-OAEP_Dec(C%, skex); derive K’ = HKDF-Expand(r’, " join-v1"||nameax) [7];
verify AEAD tag with ad; decrypt C] to (¢, ).

5. SE/TSS (API): Verify t' under pkya; extract measurements; validate R = m; then increment
MC(i,v) — MC(i, v+1).

6. TSS — SE (API): Execute the runtime authorization sequence using PolicyOR(R’); PolicyMC(i, v+1);
PolicySigned(pkvee, -); PolicyAuthorize(pkya, t').; then request SignAK(H(¢')) — €.

7. Prover — CSO: Evidence(e’). CSO verifies Vrfy,, (€', H(c')) = 1.
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msc Update phase (concise)

CASTOR Service Orchestrator Trusted SW Stack Secure Element
CSO TSS SE

Compute d’);-(R’,v+1); issue t'; sample ', ¢/ |
C1 =AEAD . (t', ), Cy = Encppp, (1)

ActivateCredential(C, C%)

| Recover 1, derive K”, verify AEAD, output (¢, ¢)
', )

Increment MC(i, v)—MGC(i, v+1) |
SignAK(H (c'))

e/

Verify ¢’ under pk g —— —

Figure 4.4: Update: CSO refreshes authorization (ticket ¢') via ActivateCredential; TSS verifies ¢' and
R’ = m, increments counter, re-authorizes AK, and signs H ().

4.4 Layered Attestation

Within the CASTOR project, securing the routing plane across B5G/6G computing continuum requires
treating infrastructure nodes as hierarchies of privilege. A minimal hardware layer provides strong
isolation and forms the root of trust, while successive layers introduce additional functionality but pro-
gressively weaker isolation guarantees—particularly in virtualised and containerised environments. Each
layer therefore offers distinct isolation properties, and a sound security architecture within CASTOR must
enable every layer to attest the integrity of the one above it, constructing an unbroken chain of trust
from the hardware root up to the virtualised routing functions.

At the top of this hierarchy lies the Runtime layer, which represents the largest and most rapidly evolving
attack surface. This layer includes Trusted Network Domain Interfaces (TNDIs) instantiated as container-
ised vRouters, together with their routing daemons (e.g., BGP, OSPF), supporting libraries, and container
configurations. Because the runtime environment is highly dynamic and directly exposed to Dolev-Yao
network adversaries as well as potential container-escape attempts, the layers beneath it must contin-
uously introspect and re-validate its integrity to maintain trust across the system.

Remote attestation is the standard mechanism for realising such chains. A verifier (e.g., a peer vRouter)
challenges a node and expects cryptographic evidence, anchored in restricted signing keys and pro-
tected registers, that the routing node is in a known, acceptable state complying with its Required Trust
Level (RTL). In practice, however, existing attestation schemes fall short of the layered ideal required for
lightweight, container-based routing. Most designs either (i) bind trust rigidly to a single hardware root,
forcing a full network reconvergence when any routing software component changes, or (ii) require the
verifier to maintain an omniscient model of every possible vRouter state. Neither approach scales to
heterogeneous, continuously evolving B5G/6G topologies.

The root cause is architectural. Ideally, custom attestation logic would reside at the lowest hardware
level—in programmable firmware—so that the mechanism responsible for measuring the vulnerable
vRouter runtime is itself outside the reach of container-escape adversaries. While architectures such
as RISC-V approach this ideal, the commodity servers hosting CASTOR’s virtualised infrastructure (x86
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and AArch64) do not expose an equivalent programmable firmware layer. This creates a portability gap
for dynamic routing infrastructures.

To address the portability gap of commodity hardware while providing rigorous security guarantees, CAS-
TOR implements a four-layer attestation architecture. This architecture establishes a continuous trust
chain leveraging CASTOR’s core evaluation components:

1. Layer 0: Hardware Root of Trust—The absolute trust anchor of the physical host, instantiated via
a discrete TPM or a Trusted Execution Environment (TEE) such as Intel SGX. This layer protects
long-term secrets and enforces cryptographic key usage.

2. Layer 1: Hardware-Isolated Tracing & Attestation—Comprising the Attestation source and
the Tracing Hub. This layer leverages eBPF or direct kernel extensions to harvest deep system
telemetry. Crucially, the core attestation logic operates with hardware-level isolation (e.g., rooted
in the TPM secure boot chain or running within an SGX enclave), allowing it to securely attest the
integrity of the layers above it.

3. Layer 2: Trust Evaluation Plane—Comprising the Trust Assessment Framework (TAF) and the
Finite State Machine (FSM). These components are responsible for evaluating the raw traces and
telemetry harvested by Layer 1, calculating the required and actual trust levels, and performing
stateful integrity checks. Layer 1 is explicitly responsible for continuously attesting the integrity of
Layer 2.

4. Layer 3: Runtime TNDI Layer—The containerised vRouters. This layer is explicitly untrusted due
to its network exposure. It is continuously introspected by the Layer 1 tracing capabilities, and its
behavioral trust is evaluated by Layer 2.

By structuring the node in this manner, the trust boundary remains narrow while preserving strong guar-
antees across the software stack. The most dynamic component—the routing runtime—resides at the
top of the hierarchy as containerised vRouters. These dynamic routing containers are constrained by the
stateful evaluations of the TAF and FSM (Layer 2), which enforce policy-aware monitoring and validation
of routing behaviour. In turn, the integrity of these control components is protected by the hardware-
isolated Attestation Agent (Layer 1) and ultimately anchored in the physical Root of Trust (Layer 0).

In this layered design, each layer attests the one above it, forming a continuous chain of trust. The
Secure Element (SE) validates the secure-boot measurements of the host kernel mediator; the medi-
ator gates controlled access to the SE for the CASTOR Tracing Hub; and the Tracing Hub measures
the vRouter container before submitting attestation evidence under SE-enforced policies. A Policy Au-
thority—implemented by the CASTOR Traffic Engineering Policy Engine—provisions the SE with crypto-
graphically signed reference measurements and authorisation tickets. The SE releases the attestation
key only when the integrity of the full four-layer chain is satisfied. As a result, the trust boundary remains
tightly scoped, and the behaviour of the dynamic routing containers is constrained by cryptographically
verifiable policies rather than assumptions that cannot be validated at runtime.

4.4.1 Assets and Security Properties
The primary asset within this architecture is the integrity of the routing execution state (the Layer 3

TNDIs), the stateful evaluation mechanisms (the Layer 2 TAF and FSM), and the policy state within the
Layer 0 Secure Element governing network participation. We target the following security properties:

Integrity. Any accepted routing attestation corresponds to a state reachable only through authenticated
CASTOR policies.
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Figure 4.5: Castor’s Layered Attestation Architecture

Freshness. Each attestation binds a verifier-chosen nonce; replayed or stale network evidence is cryp-
tographically rejected.

State Integrity. The Finite State Machine (FSM) and Trust Assessment Framework (TAF) operating in
Layer 2 cannot be tampered with to report a false "trusted” state for a compromised vRouter. Their
execution integrity is strictly bound to reference hashes that are continuously verified by the hardware-
isolated Attestation Agent in Layer 1.

Policy enforcement. Successful use of the Attestation Key implies the bound Required Trust Level (RTL)
policy evaluated to true within the trusted stack.

4.4.2 High-Level Overview of Layered Attestation

To realise the four-layer attestation architecture within the CASTOR computing continuum, the system
implements a phased cryptographic protocol. This protocol establishes an immutable trust foundation
during node provisioning and dynamically bridges it to the rapidly updating vRouter container landscape
during runtime. The protocol operates over a Dolev-Yao hostile network, relying strictly on cryptographic
enforcement. The lifecycle is divided into three distinct phases: Onboarding, Policy Provisioning, and
Runtime Chained Attestation.

4.4.2.1 Phase 1: Node Onboarding and Static Trust Foundation

The lifecycle begins when a new physical routing node attempts to join the CASTOR infrastructure, trig-
gering the implicit platform JOIN phase (as detailed in Section 3.3). During this initial phase, the node
registers only its hardware root (Layer 0) and the hardware-isolated tracing and attestation components
(Layer 1).

Rather than relying on a traditional, direct Endorsement Key exchange, the onboarding is brokered
through TN-DSM. The CASTOR Service Orchestrator establishes a connection to the TN-DSM and exe-
cutes the SPDM handshake. During the CHALLENGE_AUTH round, the TN-DSM proves possession of the
TNDE platform key, which assumes the role of the primary attestation key for the node.

When the Orchestrator encounters this previously unknown SPDM certificate and public key, it recognizes
a new onboarding event. Following successful authentication and the establishment of an encrypted
SPDM secure session, the Orchestrator issues a GET_MEASUREMENTS request. Within this secure context,
the TN-DSM returns an initial composite manifest. Crucially, at this stage, this manifest contains the static
reference values for Layer 1 (the expected cryptographic hashes of the Attestation source and the core
tracing capabilities).
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By creating a new registry entry that binds the TN-DSM'’s public key to these Layer 1 static reference
values, the Orchestrator establishes a rigid, unbreakable baseline. This foundational trust is explicitly
anchored before the Trust Evaluation Plane (Layer 2) and the dynamic Runtime TNDIs (Layer 3) are even
spun up on the node. Subsequent re-attestations will reuse this registered SPDM key to securely validate
the upper layers.

4.4.2.2 Phase 2: Policy Digesting and Dynamic Ticket Provisioning

With the static foundation established, the Orchestrator must bridge this immutable base to the dynamic
operational layers (Layers 2 and 3). The Orchestrator translates the static reference values of Layer 1 into
an access policy digest. This digest cryptographically binds an intermediate Foundation Key, which is
encrypted using the node’s £ K,,;, and provisioned to the Layer 0 Secure Element.

Next, the Orchestrator calculates an Authorisation Ticket. To securely bind the integrity of the evaluation
plane (Layer 2), this ticket explicitly contains the reference hash measurements for the TAF and FSM
binaries. The ticket dictates a strict rule: the Attestation source (Layer 1) must use these reference
hashes to continuously evaluate the integrity of Layer 2. The Orchestrator transmits this Authorisation
Ticket to the device, empowering Layer 1 to securely validate the trust evaluation components before
they are permitted to assess the active TNDIs.

4.4.2.3 Phase 3: Runtime Chained Attestation

During network operation, a Verifier triggers a runtime attestation event by sending a fresh cryptographic
challenge nonce to the node. The chained attestation sequence is orchestrated seamlessly across the
four layers:

1. Attesting the Foundation: The Secure Element (Layer 0) evaluates its internal state against the
access policy digest. If the Layer 1 Attestation source and Tracing Hub remain uncompromised, the
SE unlocks the Foundation Key, mathematically proving the static foundation.

2. Dynamic Measurement Extraction: The Layer 1 Tracing Hub leverages its deep eBPF/kernel
extensions to extract real-time measurements for both the Trust Evaluation Plane (Layer 2) and the
Runtime TNDIs (Layer 3).

3. Layer 2 Integrity Evaluation: The Attestation source (Layer 1) evaluates the extracted measure-
ments of the TAF and FSM against the reference hashes stored in the Authorisation Ticket. This
satisfies the State Integrity property, proving the evaluators have not been tampered with.

4. Layer 3 Trust Evaluation: Concurrently, the newly validated TAF and FSM (Layer 2) evaluate the
behavioral trust state of the active TNDIs (Layer 3), relying on the granular telemetry harvested by
Layer 1.

5. Challenge Response: If Layer 1 successfully validates Layer 2, and Layer 2 confirms the required
trust state of Layer 3, the Authorisation Ticket’'s conditions are met. The SE unlocks the primary
Attestation Key (AK), which signs the Verifier’s challenge nonce alongside the aggregated, multi-
layered evidence.

This protocol ensures that the final signature delivered to the Verifier inherently proves the integrity of the
entire stack. A compromise at any level—whether a tampered FSM or a container-escaped vRouter—
breaks the chain, rendering the node cryptographically incapable of proving its trust level to the CASTOR
network.
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4.5 Path-oriented Composite Attestation based on Ordered multi-
Signature/Sequential Aggregate Schemes

As already described, Trusted Path Routing (TPR) in the Compute Continuum requires trust decisions to
be made over complete routing paths rather than individual routing elements. While CASTOR enables
runtime trust assessment at the device level through a hardware-anchored TCB, routing decisions inher-
ently involve multiple routers that may belong to different administrative domains. As a result, CASTOR’s
trust architecture must support the composition of device-level attestation evidence into path-level
trust assertions, while preserving the ordering of routing elements along the path, since trust eval-
uation may depend on hop sequence, minimum trust levels, or cumulative trust properties. In real-world
scenario, some routers may not be trusted. In such cases, to ensure the trusted routing path, any un-
trusted routers must be revoked. Therefore, from a cryptographic perspective, revocation mechanisms
are also necessary.

As analysed in D3.1 [24], achieving path-oriented composite attestation requires several fundamental
requirements to be satisfied in order to ensure both security and practicality. These requirements are
summarised below:

1. There should be multiple signers and verifiers, while the provers are instantiated as vRouters.

2. Multiple proofs generated by different routers along an enforced path should be collected by the
CASTOR Service Orchestrator, enabling the evaluation of both the number and order of routers in
the path.

3. Revocation of compromised or rogue routers must be supported by the global TAF during evidence
collection.

A sequential aggregate signature/ordered multi-signature can be used to meet these requirements. A
sequential aggregate signature involves multiple signers producing signatures on different messages in
sequence. In contrast, an ordered multi-signature involves multiple signers generating signatures on the
same message, which are then aggregated in a specific order into a single signature.

System Model: To illustrate this scenario and solution, as shown in Figure 4.6, consider four TNDIs
(which can be instantiated as routers in CASTOR) as an example. The workflow proceeds as follows:
TNDI, generates the first signature ¢, representing its proof of trust, and sends it to TNDIy, who keeps
running the algorithm AggSign to generate an aggregated signature X,, which is an aggregation of 3; and
TNDI,’s own proof of trust. Following the same process, .5 is sent to TNDI; to generate the aggregated
signature X3, which is then forwarded to TNDI, to produce the final aggregated signature >4. This final
aggregated signature X, is verified by the CASTOR Service Orchestrator using the AggVerify algorithm.

If the verification is successful, this means the aggregated signature is valid and the order of all signatures
aggregated is correct. If the verification fails, this indicates that at least one router in the path is com-
promised. In this case, the CASTOR Service Orchestrator, acting as the verifier, executes the Revoke
algorithm to identify all compromised routers along the path.

In this scenario, the definition of correct ordering and some assumptions are given as follows:

Definition of correct ordering. All TNDIs are arranged in a order from 1 to N. The order is known by
the Service Orchestrator, which means the order and values of all TNDIs’ public keys are known by the
the Service Orchestrator.

Assumptions. In this scenario, the Service Orchestrator is trusted. TNDIs are not trusted, which means
a TNDI can be compromised to try to forge a signature or pretend to form a fake order. One attack that
two TNDIs, who are neighbours, try to collude to form a wrong order, is out of the scope of these two
schemes.
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Figure 4.6: Workflow of a sequential aggregate signature in CASTOR, taking 4 TNDIs as an example

Based on the above description, we require a cryptographic primitive that enables the CASTOR Service
Orchestrator to verify both the trust and the ordering of all routers in a path. Can such a primitive achieve
efficient proof generation and revocation simultaneously?

To answer this question, we propose two solutions for realizing path-oriented composite attestation in
CASTOR. The first is a novel sequential aggregate signature scheme with revocation based on the PS
signature scheme [55] and the second is a new ordered multi-signature scheme based on BLS signa-
ture scheme [15]. The PS-based version preserves the order by including the previous signature in the
current message to be signed, which is publicly verifiable. The BLS-based version preserve the order by
aggregating public keys. However, to be against the rogue public key attacks, random values are added
as weights for different public keys during public keys aggregation. These two schemes will be described
in detail in the following sections.

4.5.1 Related work in Trusted Path Routing

Sequential aggregate signatures. The notion of aggregate signatures (AS) was introduced by Boneh
et al. [13]. An AS scheme allows an aggregator to compress an arbitrary number of individual signatures
into a a single short aggregate signature. The validity of all individual signatures can then be verified by
checking the aggregate signature. AS schemes are particularly useful in applications where many signa-
tures must be stored, transferred, or verified together, such as blockchain and e-voting systems. In 2004,
Lysyanskaya et al. [50] proposed an important variant of aggregate signatures, called sequential aggre-
gate signatures (SAS). In an SAS scheme, signatures are aggregated sequentially: each signer takes a
pre-existing aggregate signature as input and produces a new aggregate signature by incorporating its
own signature. Unlike traditional AS schemes, aggregation cannot be performed publicly by any party;
it must be carried out by the participating signers themselves. However, the construction in [50] does
not preserve the order the signers, meaning different signers can swap their signing order without de-
tection. SAS schemes are well suited for applications such as certificate chains and routing protocols.
Following [50], SAS schemes have been extensively studied [8, 11, 11, 18, 37, 49, 51]. Existing construc-
tions are typically based on trapdoor permutations (TDPs) [8, 11, 51] or bilinear pairings [8, 37, 49, 51].
Since achieving verifier-local revocation is particularly challenging in TDP-based SAS schemes, we focus
on pairing-based constructions in CASTOR. The BLS signature can serve as a building block for aggre-
gate signatures. However, when signatures are generated over different messages (i.e., each signature
uses a different generator), the number of pairing operations required during verification grows linearly
with the number of signers [61], leading to suboptimal performance. The state-of-the-art SAS scheme is
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based on the Schnorr signature [27]. The original Schnorr signature scheme consists of two elements: a
challenge and a response (a randomized value derived from the secret key). In [27], a variant is used in
which the signature consists of a commitment and a challenge. All commitments can be aggregated to
produce a shorter sequential aggregate signature. However, since responses cannot be aggregated, the
overall signature size still grows linearly with the number of signers. In terms of performance, verification
avoids pairings but requires a linear number of exponentiations and hash computations. To date, most
existing SAS schemes do not adequately address revocation.

Ordered multi-signatures. Both SAS and ordered multi-signature schemes can be used to realize
path-oriented composite attestation. It is important to highlight their key difference: in SAS schemes, sig-
natures from different signers are generated over different messages, whereas in ordered multi-signature
schemes, all signers sign the same message. This distinction influences the choice of underlying sig-
nature primitives and leads to differences in performance and signature size. The first ordered multi-
signature was proposed by Boldyreva et al. [11], based on Type-I pairings. Subsequent work further
explored ordered multi-signatures [65]. However, these constructions typically require a number of pair-
ing operations during verification that is linear in the number of signers. More broadly, multi-signature
schemes have also been extensively studied [12, 52, 61]. These works are generally based on either
BLS or Schnorr signatures. In BLS-based multi-signature [61], ordering and revocation are not sup-
ported. In schnorr-based schemes [52, 6], although constant-size signatures can be achieved, ordering
and revocation are not preserved.

Based on the literature review, there is currently no efficient order-preserving aggregate signature/multi-
signature that simultaneously achieves constant signature size and efficient verification. Supporting revo-
cation is an additional but essential requirement, making the problem even more challenging. One possi-
ble direction is to use BLS or Schnorr signatures as a building block to construct ordered multi-signature
schemes with revocation. Alternatively, other signature schemes may be considered. For instance, [27]
is a promising candidate, as it supports aggregation and can be extended to enable revocation, which
however will introduce extra assumption and storage overhead.

4.5.2 Preliminaries & Building Blocks

Because we focus on using BLS or PS signatures as building blocks for composite attestation, this section
introduces these two signatures schemes.

Bilinear pairing Throughout the cryptographic schemes, let G, G, and Gt be groups of prime order g.
Let g; and g, be generators of G; and G, respectively. The bilinear pairing function e maps elements
from the groups G, and G, to a target group Gr, i.e., e : G; x Gy — Gr. A concrete instantiation of the
pairing groups is described in Section 4.5.4.

BLS signature [15]. The BLS signature scheme is defined as the set of the usual four algorithms:
BLS = (BLS.Setup, BLS.Keygen, BLS.Sign, BLS. Verify)

« BLS.Setup(1*) — pp: This algorithm takes the security parameter \ as input. It selects a cryp-
tographic hash function H : {0,1}* — G;. The public parameters are defined as the tuple

pp = (p7 917927G17G2aGT’ €, H)

« BLS.Keygen(pp) — (pk, sk): This algorithm takes the public parameter pp as input. It selects a
random value sk as secret key. The public key is computed as pk = gs*.

« BLS.Sign(sk,m) — o: This algorithm takes the secret key sk and a message m as inputs, and
computes the signature o = H(m)**.

« BLS.Verify(pk, m,o) — 0/1: This algorithm takes the public key pk, the message m and signature
o as inputs. It checks whether the following equation holds: e(o, g2) = e(H(m), pk). If the equation
holds, the signature is accepted; otherwise, it is rejected.
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PS-variant signature [56]. We introduce the multi-message PS signature scheme, denoted as PS =
(PS.Setup, PS.Keygen, PS.Sign, PS.Verify) and described as follows:

+ PS.Setup(1*) — pp: This algorithm takes the security parameter )\ as input and outputs the public
parameters pp = (p, G1, Gy, Gr, e). In the following, we denote G} = G, \ {1g, }

- PS.Keygen(pp) — (pk, sk): This algorithm selects § & G and (2, y1, ..., yr, yrs1) & ZET2. It then
computes (X, Y7, ..., Yz, Yz41) < (3% 6%, ..., g%, §¥*+') and sets sk as (z, Y1, ..., yr, Yr+1) and pk
as (g, X, Y'l, ey YL, YL+1>-

« PS.Sign(sk, (m1, my, ..., mr)) — o: This algorithm selects two random numbers h Ee,md Ly
and outputs o = (m/, o1, 05) = (', h, KETEI= mavstvzam)),

« PS.Verify(pk, (mi, ...,mr),0) — 0/1: This algorithm parses o as (m', 01, 09) and checks whether
o1 # lg, and e(oy, X - Hijj - Y[™,) = e(09,§) are both hold. If so, it outputs 1; otherwise, it
outputs 0.

4.5.3 A Provably Secure PS-based Sequential Aggregate Signature Scheme

Design rationale. As discussed in section 4.5.1, designing an efficient order-preserving aggregate sig-
nature scheme for composite attestation in CASTOR is highly challenging. To date, there is no order-
preserving aggregate or multi-signature scheme that achieves constant signature size. We now break
down the main technical challenges from a cryptographic perspective.

First, some sequential aggregate signature schemes [50] and ordered multi-signature schemes [61] do
not preserve the order of signers, meaning that signers can arbitrarily swap their signing order. This issue
arises because these schemes aggregate signatures by combining the current signer’s contribution with
previous public keys or signature elements in a commutative manner. To preserve ordering, the aggrega-
tion process must explicitly incorporate the intermediate aggregate (i.e., the partial signature generated
so far) into the next signer's computation. Second, to support verifier-local revocation—i.e., enabling the
verifier to identify all compromised signers solely through aggregate verification—the verifier must be able
to access each signer’s contribution. However, minimizing communication overhead requires the aggre-
gate signature to remain as compact as possible. In other words, there is an inherent tension between
achieving revocation (which requires retaining per-signer information) and maintaining a constant-size
aggregate signature. Therefore, the goal is to simultaneously achieve order preservation and revocation,
while optimizing performance in terms of signature size and verification efficiency.

Based on the requirements and observations, we choose the PS signature as the building block for a new
order-preserving aggregate signature scheme. Although PS signatures have previously been used to
construct sequential aggregate signature [55], the scheme in [55] does not preserve the order of signers.
In our scheme, we overcome this limitation and additionally enable verifier-local revocation.

In this section, we first present an overview of the scheme, followed by a detailed description. The
notation used throughout the scheme is summarized in Table 4.1. Note that the key pairs used in this
PS-based sequential aggregate signature scheme are assumed to be pre-enrolled, as described earlier.

Entities. There are two types of entities, i.e., n signers and a verifier:

« Signer. A signer i generates an aggregated signature based on the (i — 1)-th signer’s aggregate
signature, along with the list of previous public keys and messages.

« Verifier. The verifier checks the validity of the aggregated signature and, if verification fails, identifies
all compromised signers.
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Symbol  Description

A Security parameter

D A prime order

Gq A cyclic group of order ¢

Go A cyclic group of order ¢

g1, g2 Generators of G and G

Gr A multiplicative cyclic group of order ¢

e Type Il pairing defined by e : G; x Go — G

H A hash function defined as H : {0,1}* — {0,1}*
Ho A hash function defined as Hp : {0,1}* — Z,

Hq A hash function defined as H; : {0,1}* — G;
Ho A keyed hash function: H, : {0,1}* x {0,1}f — {0,1}*
—g Indicates a uniform random sampling

pp Public parameters

i The i-th signer, i € [n]

sk; Secret key for the signer @

pk; Public key for the signer ¢

m; A message for the signer i to be signed

PK;_; A list of public keys for previous ¢ — 1 signers
i1 An aggregated signature for previous ¢« — 1 signers
PK, A list of public keys for n signers

M, A list of messages for previous n signers

Yin An aggregated signature for n signers

1 A revocation list

Table 4.1: Notation Summary for composite attestation

In CASTOR, n signers correspond to n routers (TNDIs) along a path, while the verifier corresponds
to the CASTOR Service Orchestrator.

Syntax. A sequential aggregate signature scheme with revocation consists of five algorithms, denoted
as SAS = (Setup, KeyGen, AggSign, Aggverify, Revoke), defined as follows:

Setup(1*) — pp: This algorithm takes the security parameter )\ as input and outputs the public
parameters pp, which are implicitly provided to all subsequent algorithms.

KeyGen(i) — (sk;, pk;): This algorithm is executed by a signer i by taking the index i as input and
outputs a secret and public key pair (sk;, pk;).

AggSign(sk;, m;, ¥;_1) — X;: This algorithm is executed by the i-th signer. It takes as input the
secret key sk;, message m; and the current aggregate >;_;, and outputs an updated aggregate
signature ;.

AggVerify(%,, PK,,M,,) — halt/0/1: This algorithm is executed by the verifier. It first checks
whether any public key appears more than once in PK,; if so, it halts. Otherwise, it verifies the
aggregate signature X,,. If verification succeeds, it outputs 1 meaning that the aggregated signa-
ture is correct and the order is preserved; otherwise, it outputs 0 and proceeds by executing the
Revoke routine.

Revoke(X,,,PK,,M,) — I: This algorithm identifies all compromised signers and outputs their
indices in the set I.

Security model. A sequential aggregate signature scheme with revocation should satisfy correctness
and unforgeability:
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Experiment ExpgAUS:fMA()\)

- pp «<Setup(A).

- (L, mE,0%) AKeyGen(i),AggSign(m,;,pk,,-)(pp)_

- Return 1 iff
v AggVerify(2* PK*, M*) = 1, where pk,. € PK*;
v 3pk;. and m* have not been queried before;

v' The corresponding ¢* is not in revocation list 1.

Figure 4.7: EU-CMA game for an aggregatable signature.

» Correctness. A valid aggregate signature must be accepted by AggVerify. If compromised signers
are involved, they must be correctly identified by Revoke.

» Unforgeability. An adversary without access to valid secret keys should not be able to produce a
valid aggregate signature that passes AggVerify without being detected.

Before formally defining these security properties, we describe the threat model, particularly the capabil-
ities of an adversary A.

Threat model. An adversary .A may perform the following:

« Queries: The adversary A can query key generation oracle and aggregated signing oracle to obtain
valid keys and aggregate signatures, except for the target signer it aims to forge.

Definition 1. (Correctness) A sequential aggregatable signature scheme SA is correct and the claimed
order is preserved, if given the public parameters pp < Setup(\), then for any signing key pair (sk;, pk;) <
KeyGen(i) and any sequential aggregate signature %; < AggSign(sk;,m;,>;_1), for i = 1,... n, it
holds:
AggVerify(%,,PK,,M,,) = 1 and Revoke(%,,PK,,M,,) € I

Unforgeability. The unforgeability of SAS is defined via an experiment Expgas 4, played between a
challenger C and an adversary A, as shown in Figure 4.7. Here, M denotes the message space from
which A queries the aggregated signing oracle AggSign. Given public parameters, the key generation
oracle KeyGen and the aggregated signing oracle AggSign are defined as follows:

« KeyGen(i) — (sk;,pk;): When A queries the keyGen oracle for signer i, the oracle returns the
corresponding secret and public key pair, (sk;, pk;).

« AggSign(m;, pk;,-) — >;: When an adversary .A submits a query consisting of a message m, and
a public key pk;, the oracle returns an aggregated signature ¥;.

We denote the advantage of A as adv§ys (), which is defined by the probability that .4 wins the
unforgeability game.

Definition 2. (Unforgeability) A sequential aggregatable signature scheme with revocation SAS is said
to be unforgeable if for any polynomial time adversary A, the following equation holds:

advsasiy (M) = Pr [Expsaga (V) = 1] < negl()

The CASTOR proposed sequential aggregate signature
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« Setup(1*) — pp: This algorithm takes the security parameter ) as input. It instantiates a Type-IlI bi-
linear pairing with parameters (p, G1, Go, Gr, ¢, g1, g2), and selects two hash functions H : {0,1}* —
{0,1}*, H; : {0,1}* — G;. It outputs the public parameters pp = (p, G1, Go, Gr, ¢, g1, g2, H, Hy),
which are implicitly provided to all subsequent algorithms.

« KeyGen(i) — (sk;, pk;): This algorithm is run by a signer i by choosing sk; = (z;, y1:, y2:) < Z,
and computing pk; = (X; = g;", Y1 = g5, Yai = g5*).

« AggSign(sk;, m;, ;1) — 3;: This algorithm is run by i-th signer to generate a sequential aggre-
gate signature X2;, m; is the message to be signed, ¥;_; is a so-far aggregated signature generated
by the (i — 1)-th signer.

v When i = 1, which means this algorithm is run by the first signer. Then 3, = {0} and Sy = 0
as inputs. Further, the first signer uses H; with the time-stamp ¢ to generate two generators:
Hy(t1]|0) — h1, Hi(¢1]|1) — ho. Then generates the signature 3, = oy = (t,h1,he, 51 =
hﬂlﬁl-‘ryllml . hgm)_

v When i # 1, i parses 3, 1 = (hy, ha, s1, ..., $;_1) and computes as follows:

* ’ﬁ’Li = H(mi||5i_1)

_ 1T TY1imM Y2
* Ez_ (tahlvh%sla"'7372—17371—hlI ‘ ZhQZ)

« AggVerify(%,, PK,,M,,) — halt/0/1: This algorithm is run by the verifier by taking >, = (¢, hy, ha, s1,
.y 8n), PK, = (pky,...,pk,) and M,, = (my,...,m,) as inputs. The verifier firstly checks any key
appears twice in |PK,|. If yes, halt. Otherwise, the verifier checks the following equations:

B = Ha(t]0), ha = Hi(t]]2) (4.1)
€(H Si, 92) = e(ha, HXz'Yf?i)@(h% HY21)7 where m; = H(m;||s;-1) (4.2)
i=1 i=1 i=1

If all equations hold, outputs “1” for accepting the sequential aggregate signature. Otherwise, the
verifier runs the algorithm Revoke.

* Revoke(X,,PK,,M,) — I: This algorithm is run by the verifier, who works as follows:

v' For¢ =1 to n, checks
? =
e(si, g2) = e(hy, X; - Y7 )e(ha, Ya;) (4.3)

If the above equation does not hold, store i in [.

Order preservation. The order-preserving property of the PS_SAS scheme is ensured by requiring
each node N, to generate a signature over the concatenation of its message m,; and the previous signa-
ture s;_1, i.e., m; = H(m;||s;_1), thereby cryptographically binding the two. Since the Verifier (Orchestra-
tor) knows the order of the nodes, it can correctly reconstruct the sequence of messages. Any malicious
modification of the order of signatures will be detected by the verifier, since it will break the cryptographic
binding between each message m; and the previous signature s; .

4.5.4 Instantiation and cost analysis

Having described the PS-based multi-message signature scheme and our proposed PS-based sequen-
tial aggregated signature scheme in an abstract setting, we now turn to the concrete realization of the
two schemes. More precisely, the present subsection serves as an implementation roadmap, aiming to
translate the abstract operations into explicit algorithmic building blocks and specifications. We
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start by identifying the pairing and elliptic curve instantiation, and proceed with the description of the nec-
essary algorithmic components required for the practical implementation of the PS-based multi-message
signature and PS-based sequential aggregated signature scheme. We further provide an initial analy-
sis of the computational cost of the two schemes, identify the computationally intensive operations, and
conduct a cost analysis with respect to the size requirements of key parameters of the two schemes.

4.5.4.1 Optimal ate pairing on BLS12-381

BLS12-381 curve. The BLS12-381 curve, discovered by Bowe [16], is a prominent and widely used
elliptic curve for pairing-based cryptosystems and is also recommended in the IETF draft [58]. BLS12-381
belongs to the BLS12 family of pairing-friendly elliptic curves with embedding degree 12, introduced by
Barreto, Lynn and Scott (BLS) in [5]. The BLS12 family supports a parametric description where the
curve parameters are represented via polynomials ¢(z), r(z), p(z) € Q|z], defined as:

1
o) =z+1, r@) =2t =241, p@)=g@-12a" 2" +1)+2

which correspond to the trace of Frobenius, the prime factor of the curve order and the underlying base
field. Members of the BLS12 family are generated by evaluating the polynomials #(x), r(z) and p(x) at
some seed z € Z, such that = = 1 mod 3. In particular, the BLS12-381 curve is obtained by evaluating
the above polynomials at the seed z = —0xd201000000010000; this yields a base field prime p = p(z) of
length 381 bits and a prime r = r(z) of length 255 bits. The equation of BLS12-381 is F; /F, : y* = 2 +4
and it has a composite order #E, (F,) = hy - r, where h, is a cofactor of length 126 bits. The seed z has
a low Hamming weight (only 6), which enables a fast implementation of the optimal ate pairing, since it
reduces the number of addition steps in the Miller loop. In addition, the low Hamming weight of the seed
improves the performance of the final exponentiation by reducing the cost of exponentiations by z.

Optimal ate pairing on BLS12-381. The optimal ate pairing, introduced by Vercauteren [63], and par-
ticularly its instantiation with BLS12-381, currently represents the best choice for achieving an ideal bal-
ance between performance and security. To maximize efficiency, the formula for computing the optimal
ate pairing has to be tailored to the characteristics of the underlying curve. We refer to [63] for the
generic definition of the optimal ate pairing and concentrate here primarily on the instantiation over the
BLS12-381 curve. The optimal ate pairing is a map e : Gy, x G; — G+, where the pairing groups G,
G2 and G+ are cyclic, of the same prime order . More concretely, the source groups are defined as
Gy = Ey(F,)[r] Nker(m, — [p]) and Gy = Es(F,2)[r] N ker(m, — [1]), where E/F, is the degree-6 twist
of £y with equation Ey/F,: : y* = 2* + 4(: + 1) and order #E5(F,2) = hy - r, assuming the quadratic
extension field F,: = F,[i]/(i* + 1). In addition, the map =, : F; — F; is the Frobenius endomorphism,
defined as (z,y) — (27,y?). The target group G contains all r-th roots of unity s, in F,i2, where 12
corresponds to the embedding degree of BLS12-381. Given two generators P € G, and ) € G, the
optimal ate pairing on the BLS12-381 curve is defined as the map:

(Q, P) — f(p”—l)/r

and operates in two steps, namely the Miller loop and the final exponentiation.

Miller loop. The Miller function f € IF 12 is computed via the Miller loop, which is an iterative procedure,
with |log,(]z])| = 63 iterations composed of a doubling step and an addition step. Each iteration
executes the doubling step, which includes the computation of the line function /1 (P), i.e., the tan-
gent line passing through 7" and evaluated at P, the computation of the point [2]T (point doubling),
and an update on the Miller function f (see Algorithm 1, lines 3-5). The addition step is executed for
every “1” bit in the binary expansion of the seed |z|. It computes the line function /1 o (P) passing
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Algorithm 1: Miller loop.
Input: P € G1, Q € G and |z| = (bn,bp—1,--.,b1,bp)2 with [logs(|z]) | = n.
Output: Miller function f = f. o(P).

1 f+1,T+Q

2 fori + |log,(|z])] — 1 down to 0 do

3 U bpp(P), T + [2]T /* Line computation/evaluation and point doubling */
4 v v (P) /* Vertical line */
5 fe 2t/ /* Update Miller function */
6 if b, = 1 then

7 C—tlr(P), T+ T+Q /* Line computation/evaluation and point addition */
8 v < vrQ(P) /* Vertical line */
9 f<f-t/v /* Update Miller function */
10 if z < 0 then

1n | fe

12 return f

through T" and () and evaluated at P, as well as the sum T' + () (point addition), before updating
the Miller function f (see Algorithm 1, lines 6-9). The use of the degree-6 twist E5/F,. allows to
further optimize the computation of the Miller function f. In particular, since the embedding degree
of BLS12-381 is even and a degree-6 twist is used, denominator elimination applies and, therefore,
the vertical lines v are excluded from the computation [63]. In addition, since the seed z is negative,
the Miller loop updates the Miller function f = 1/ f, where the inversion can be efficiently computed
via a conjugation. A high-level description of the Miller loop is presented in Algorithm 1.

Final exponentiation. This is the process of raising the Miller function f to the exponent (p'? — 1)/r.
The usual strategy is to split the process in two parts, namely an easy part and a hard part, which
suggests the following decomposition:

p12_1

=@ -1+ 1) =p*+1)/r

( (

TV TV
easy part hard part

The easy part can be efficiently computed, while the hard part is significantly more computation
intensive. The currently most efficient method for computing the hard part in the case of BLS12-381
is due to Hayashida, Hayasaka, and Teruya [45, Theorem 4]. In particular, the hard part can be
equivalently transformed to the exponent:

pep-1
T

3 =(z-17%(z+p) - *+p*—1)+3

Numerous cryptographic libraries exist, which include an optimized implementation of the optimal ate
pairing on the BLS12-381 curve. We focus on the blst library (version 0.3.13), which is a well-known
BLS signature library, written in C and Assembly for x64 and ARM64. blst is used by Ethereum for the
implementation of polynomial commitments and other components, and its source code is available at:
https://github.com/supranational/blst. Furthermore, based on the evaluation in [44], the optimal
ate pairing on BLS12-381 offers a security level of approximately 126 bits, when taking into account the
improved Special Tower Number Field Sieve (STNFS) attacks of Kim and Barbulescu [46], targeting the
Discrete Logarithm Problem (DLP) in extension field of composite degree.

4.5.4.2 Multi-message PS signature scheme with BLS12-381

As described earlier in Subsection 4.5.2, the PS multi-message signature scheme is composed of four
functions PS = (Setup, KeyGen, Sign, Verify). In Algorithm 2 we present the concrete algorithmic speci-
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Algorithm 2: PS-based multi-message signature scheme: PS = (Setup, KeyGen, Sign, Verify).

function Setup (1): 16 function KeyGen (pp):
P 4 G, 17 | (s,q1,- -, a0, qeg) s (Fp)H2
Q g Go 18 S+~ [S}Q
pp < (p, 7, hi,ha, P,Q,G1,Ga,Gr,e€) 19 fori=1,...,/+1do
return (pp) 20 | Qi+ [¢]Q
. ) ] 21 sk < (s,q1,--,q0, qos1)
func;;l?_n;gln(sk, (my,...,mp)): 9 Pk (5,Q1, -, Qe Quir)
, 23 return (sk, pk)
m <—g F:
o1 R, g+ s 24 function Verify (pk, (my,...,my),0):
fori=1,...,¢do 25 R+ S
‘ q q+q; m; 26 fori=1,...,/do
q%q—l—qu-m’ 27 ‘ R<—R+[mZ]QZ
o9 < [q|R 28 R+ R+ m'|Qr41
U(—(m/,Ul,Uz) 29 61(—6(01,R),62<—€(02,Q)
return (o) 30 if e; = e then
31 | return Accept
32 else
33 | return Reject

fication for each function, using elliptic curve notation and assuming that the scheme is instantiated with
the BLS12-381 curve and the optimal ate pairing.

Setup. The Setup phase generates the public parameters pp. In particular, it randomly chooses the
generators P and () of the groups G; and G, respectively. Then the public parameter set is a tuple
pp = (p,7, h1, he, P,Q,G1,Go,Gr,e), where p defines the BLS12-381 base field, hy - 1 = #E;(F,),
hy -1 = #E5(F,2) and G, G, and Gt are the three pairing groups for the optimal ate pairing e. Recall
that in the BLS12-381 setting, p is a prime of size 381 bits and r is a prime of size 255 bits.

KeyGen. This function creates the signing key pair (sk, pk). The secret signing key is composed of
(¢ + 2) scalars, each chosen randomly from the scalar field [, where ¢ is the number of messages
to be signed. More precisely, sk = (s,q1,...,qs, qer1), hence the size of sk is 32(¢ + 2) bytes. The
corresponding public key is defined as a tuple of (¢ + 2) points in Gs:

pk = (87 Qh R Qéa QZ-H) = ([S]Q7 [ql]Qa SR [qu7 [QE-H]Q)

The computational cost of the KeyGen function is dominated by the (¢ + 2) scalar multiplications in Go,
which are expensive as they are executed over [F-. In order to minimize the size of the public key, we can
assume that only the z-coordinate of each component is stored in pk (compressed representation). In
this case, since each point is defined over Iz, the size of each component in pk is 96 bytes (one element
in IF 2 is represented as two elements in IF,,), which results in a public key of total size 96(¢ + 2) bytes.

Sign. The PS multi-message signature scheme assumes that a single user signs ¢ different messages
(my, ..., my) using its secret key sk. According to the description of the Sign function in Algorithm 2, the
signature generation requires (¢ + 1) multiplications and (¢ + 1) additions in the scalar field F,., while the
most computational-heavy part is the scalar multiplication in G; for computing the point o, = [¢|R. The
signature o = (m’,01,09) € F: x G; x Gy has constant size, which does not depend on the number
of messages /. It contains a scalar field element (32 bytes) and two points o, and o5 in G;. Assuming
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the compressed representation of points in G, (i.e., one IF,, element is stored, corresponding to the x-
coordinate of each point), the size of the signature o is 128 bytes.

Verify. The verification of the signature o is the most computationally-intensive function of the scheme.
According to the description of the Verify function (Algorithm 2), verification requires (¢ + 1) scalar mul-
tiplications and (¢ + 1) point additions in G, hence these operations are executed over F .. In addition,
it executes two pairing computations, in order to verify the equality e(o1, R) = e(02,Q). This can be
optimized by considering an alternative verification equation. In particular, setting:

e = 6(0'1, R) — fl(Plz_l)/T and e, = 6(0’2, Q) _ 2(p12_1)/r
we obtain the following equation:
12_1)/p 12_1)/p _ “1)/r
er = e = e(o1, R) = e(02,Q) = fi V= [T = (fr Sy =1

This verification equation computes two Miller functions and only one final exponentiation instead of two.
Considering that this process executes arithmetic operations in the extension field 2, saving one final
exponentiation in the Verify function offers a significant gain in the overall performance of the function.

Remark. The instantiation of the PS multi-signature scheme assumes that public keys are in G, and
signatures belong in G;. This instantiation aims at minimizing the length of the signature, as it is defined
over [, rather than [F,.. This instantiation also allows a more efficient singing process, since the scalar
multiplication in the Sign algorithm (line 13) is carried out in G;. On the other hand, this instantiation
results in a less efficient verification, since the (¢ + 1) scalar multiplications in the Verify algorithm are ex-
ecuted over G,. However, the instantiation of the PS multi-signature scheme can be reversed, i.e., public
keys can be chosen from G, in which case signatures lie in G,. This choice minimizes the size of public
keys and improves the execution time of signature verification, at the cost of larger signatures and com-
putationally heavier signing (one scalar multiplication in G,). In Table 4.2 we present the expected size
of key material and signatures for the PS multi-signature scheme, considering two modes of operations;
targeting minimal signature size (mode 1) and targeting minimal public key size (mode 2).

Table 4.2: Expected size of secret key sk, public key pk and signature ¢ of the PS multi signature scheme

for the two modes of operation, assuming ¢ messages (mjy, . .., my).
optimization sizeofsk | sizeofpk | sizeof o
1 Minimal-signature-size 32(¢ + 2) 96(¢ + 2) 128
2 Minimal-public-key-size 32(0 +2) 438(¢ + 2) 224

In our scenario, signing is performed at each vRouter, which, while not computationally constrained, they
are restricted on the bandwidth they can allocate to the control plane (so as to not affect the communi-
cation of service-related traffic). Consequently, the preferred mode of operation is the one optimized for
signing (i.e., mode 1: minimal signature size). In addition, verification is performed by the Orchestrator,
which is assumed to be a powerful computing entity and can tolerate higher computational costs.

Table 4.3: Notable ECC and field operations in the PS multi-signature scheme per function, for mode 1
and ¢ messages (my, ..., my).

Function mult. inF; | scalar mult. | scalar mult. | point add. | point add. Miller final exp.

in G, in G, in G, in G loop
KeyGen | - - {42 - - -
Sign {+1 1 - - - - -
Verify - - +1 - {41 2 1
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Algorithm 3: PS-based sequential aggregate signature scheme:
PS_SAS = (Setup, KeyGen, AggSign, AggVerify, Revoke).

function Setup(lA): 28 function AggVerify (3,,, PK,,, M,,):
H:{0,1}* — {0,1}* 29 res < check_uniqueness_pk(PK,,)
Hi:{0,1}* = Gy 30 T} + Hq(¢]|0), Ty < Hq(¢||1)

P 35 Gy 31 if (17 # T1) or (T4 # T») then
Q <3 Gy 32 | return Halt
pPp < (p,T,hl,hQ,P,Q,Gl,GQ,GT,6,H,Hl) 33 S(—OO(GI,Ql <—OOG2,Q2<—OO@2
return (pp) 34 fori=1,...,ndo
. . 35 m; — H(mzHSz—l)

function KeyGen(pp;z): ) ) 36 S« S+

giﬁli[;c']fg Celel 37 Q1 < Q1+ b+ mj]Qu
‘ ! 38 Q2 < Q2 + Q2
Qli A [QM]Q 39 [ 6(5, Q), e] < €(T1/, Ql), €9 <— e(Té, QQ)
Q2i < [q2:]Q 10 ¢ ey e
ski < (54, q14, q2:) a1 if ¢ — ¢ then
pk; (5%, Qui, Qai) a2 | return Accept
return (sk;, pk;)
43 else
function AggSign (sk;, m;, ;1) : 44 I < Revoke(%,, PK,,,M,,)

Yo < {}, So + oog, 45 return /
if - = 1 then

Ty < Hq(t]|0) 46 function Revoke (3,,, PK,,, M,,):

Ty + Hy(t]|1) 47 fori=1,...,ndo

i1 append(Ei_l, {t, Ty, TQ}) 48 Hl; — H(mzHSz—l)
m;  H(m;|[Si-1) 49 Q1 + S + [m}]Qq;
Ry + [Si + q1; - m;]Tl 50 e G(SZ‘, Q), el < e(Tl, Ql), €2 e(Tg, Qg,)
Ry + [QQZ']TQ 51 e+ €1 €2
S; < Ry + Rs 52 if ¢ # ¢ then
¥, « append(X;_1, S;) 53 | I+ append(],i)
return (o) 54 return (1)

optimizat mult. in | sizeof pk | sizeof o

Table 4.3 outlines the most costly operations per function, for the PS-based multi-signature scheme,
considering the mode of operation 1, and assuming that the protocol considers ¢ messages to be signed
by one public key.

4.5.4.3 Sequential aggregate signature scheme with BLS12-381

Recall from the description in Section 4.5.3, that our proposed PS-based sequential aggregate signature
scheme consists of five algorithms PS_SAS = (Setup, KeyGen, AggSign, AggVerify, Revoke). In Algo-
rithm 3 we present the PS_SAS scheme in the elliptic curve setting, assuming the instantiation with the
BLS12-381 curve, where each function is described in more detail below.

Setup. The Setup function of the PS_SAS scheme (Algorithm 3) is similar to the Setup function of the
PS-based multi-message signature scheme described in Algorithm 2. It produces the same set of public
parameters pp with the addition of two hash functions H : {0,1}* — {0,1}* and H, : {0,1}* — G;. More
precisely, the set of public parameters is defined as pp = (p, 7, hi, ho, P,Q,G1, Gy, Gr,e,H,Hy). The
hash function H is used to map a string of arbitrary size to a digest of fixed length 256 bits. The resulting
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bitstring is then converted to a random element in the scalar field F. In this case, H can be instantiated
with any standardized cryptographic hash function, such as SHA-256. The function H; is used to map a
bitstring of arbitrary size to random point in the source group G;. This is a more computationally intensive
hash function and requires special treatment. In particular, there is no standard instantiation for the hash-
to-curve function Hy, as the optimal choice depends on the underlying elliptic curve and its characteristics.
However, the most efficient hash-to-curve functions are based on the SwiftEC construction [26]. We
discuss the instantiation of H; in our PS_SAS scheme in the next paragraph.

KeyGen. For each user i, the KeyGen function generates a pair of signing keys (sk;, pk;). The private
signing key consists of three random scalars in F}, hence the size of each sk; is 96 bytes. The public key
pk; consists of three elliptic curve points in G, and hence, with coordinates in IF,.. Assuming compressed
point representation where only the z-coordinate is stored for each point, we conclude that the size of
the public key is 288 bytes. Note that the cost of the KeyGen function is dominated by the three scalar
multiplications in G4 for computing the points Py, ()1; and Q)»;.

AggSign. This function is used by each user i to create an aggregated signature Y;, by appending its
signature component S; to the previous aggregated signature ¥J; ;. Assuming n users, the aggregation
process starts by setting g = {} (empty list) and Sy = oog, (identity element in G4, i.e., point at infinity),
and proceeds differently depending on whether the first user is considered (¢ = 1) or a subsequent user
(z > 1). In particular, when i = 1, the first user executes two times the hash-to-curve operation to
generate two random points 77 = H;(t||0) € G, and 7> = H;(t||1) € G4, on input a timestamp ¢ of size
64 bits. Then it uses the secret key sk; to generate its signature component S; € Gy, defined as:

Sl = [81 + qi1 - m'l]Tl + [Q21]T2, where m/l = H(mlHSQ)

on the message m;. The first aggregated signature corresponds to the tuple >, = (¢,7}, 73, 51), con-
taining the timestamp, the two random (digest) points 7}, T and the signature component S; of the first
user. For each subsequent user, i.e., for every i > 1, the AggSign process is slightly simpler, since they
do not need to reconstruct the random points 77, 7T5; these are obtained from ; ;. Each user: > 1
creates only its signature component .S; on the message m; and appends it to the previous aggregated
signature X;_,. Based on this description, the aggregate signature :,, obtained by the nth user is a tuple
¥, = (t,T1,T5,51,5,...,5,). It contains (n + 2) points in G; plus the timestamp ¢, hence the size of
Y, is 48(n + 2) + 8 bytes. For each user i > 1, the cost for computing the signature component S; is
dominated by the two scalar multiplications R; = [s; + ¢1; - m|T; and Ry = [g9;]T5 in G. It also requires
one multiplication and one addition in the scalar field IF,., as well as a point addition .S; = R; + Ry in Gy.
However, the first user has the additional cost of computing the two points T} and 75, which requires two
executions of the hash-to-curve function H; (see Algorithm 3 for more details).

AggVerify. The function AggVerify in Algorithm 3 describes the process of verifying the aggregate sig-
nature ,,. The verifier first checks whether the list of public keys PK,, contains any duplicate public keys.
This is described by the abstraction check_uniqueness_pk, which has negligible cost. If no duplicates exist,
the verification proceeds to the next steps. In particular, the verification checks whether the points 77, 75
are correctly constructed, with respect to the timestamp ¢. This requires the reconstruction of the points
T7 = Hy(t]|0) and T3 = H;(¢||1) and hence two executions of the hash-to-curve operation in G;. If both
points are correct, the verification proceeds to the following steps, otherwise it returns Halt and stops the
process. The verification of the aggregated signature 2, is accomplished via the pairing equation:

6(57 Q) = e(Tinl) : €(T2/7Q2) = e (Z Sm@) =€ (Tl/, Z(Pz + [mi]@@) € (T2/7 ZQQz)

i=1
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The above verification equation requires (n — 1) point additions in G, for constructing the point S, (n — 1)
point additions in G- for constructing the point ()2, as well as (2n — 1) point additions in G, and n scalar
multiplications in G for constructing the point ();. The above pairing equation can be simplified and an
equivalent verification equation can be used, saving two final exponentiations. More concretely we have:

2_1)/r 2_1)/r - -1)/r
e(S,Q) = e(T}, Q1) - e(Th, Qy) = fP7=D/r — g pwm=Dir o (f gy p=hy =0/ — g

The new verification equation requires the computation of 3 Miller functions f, f; and f5, 1 inversion in
FF,12, which is free because it can be performed via [F12 conjugation, 2 multiplications over F,» and 1
final exponentiation. This is significantly cheaper than computing the entire three pairings. If the above
equation is satisfied, the aggregated signature is accepted, otherwise, the Revoke function is executed.

Revoke. This function sequentially verifies each signature component .S;, in order to identify the rogue
signatures in the list X,,. For each rogue S;, the user’s index 7 is stored in the list of revoked signatures 1.
The function executes in total n scalar multiplications in G, and n point additions in G, for computing all
pairing input points. The verification equation requires 3n Miller function computations 2n multiplications
in IF,12 and n final exponentiations, since for each i = 1, ..., n the following equation is verified:

e(Si, Q) = e(T1,Q1) - (T3, Qui) = (fi - for fHPI/ =1

The cost of the Revoke function is added to the cost of AggVerify in the case where the aggregated
signature 2, is not correct. The function is described in Algorithm 3.

Table 4.4: Expected size of secret key sk;, public key pk;, signature component .S; and aggregate signa-
ture 3, of the PS_SAS scheme for the two modes of operation, assuming n users.

Mode optimization size of sk size of pk size of 3, size of S, sizeofX,

(z>1)
Minimal-signature-size 288 48(n+2)+8
2 Minimal-public-key-size 96 144 296 96 96(n+2)+8

Table 4.4 shows the expected size of the signing key pair (sk;, pk;) for each user i € {1,...,n}, the
signature of the first signer X, the signature component S;, for each user ¢ > 1, and the final aggregate
signature ¥,,. Similarly to the case of the PS-based multi-signature scheme, the proposed PS_SAS can
operate in two modes; mode 1, which offers shorter signatures and larger public keys, and mode 2, which
offers larger signatures and shorter public keys. In mode 1, the two scalar multiplications and the point
addition are executed over G; and hence over [, instead of I,.. Since the signing process is executed
by the vRouters which are constrained by bandwidth limitations, we conclude that mode 1 is the suitable
choice for the instantiation of our novel PS_SAS scheme.

Table 4.5: Notable ECC and field operations in the PS_SAS scheme for mode 1, per function and assum-
ing n users.

mult. Miller | final

Function mult. | scalar mult. scalar mult. | point add. point add. | hash

inF; | inG; in Go in G, in Go toG; | inF,>= loop | exp.
KeyGen - - 3 - - - - - -
AggSign i =1) | 1 2 - 1 - 2
AggSign (i >1) | 1 2 - 1 - - - - -
AggVerify - - n n—1 2n—1 2 2 3 1
Revoke - - n - n - 2n 3n n

Table 4.5 summarizes the key ECC and finite field arithmetic operations performed in each function in
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the PS_SAS scheme, assuming n signers. Note that signing cost differs only for the first signer, who
is required to perform two hash-to-curve operations. In addition, the table shows that the verification
cost increases significantly when at least one signature is invalid, mainly because the number of pairing
computations increase, since the Revoke function verifies each signature individually, in order to identify
the invalid ones in the list of n signature components 5;.

4.5.4.4 Hashing to pairing source groups

As described in Algorithm 3, our proposed PS_SAS scheme requires hashing bitstrings of arbitrary length
to the elliptic curve subgroup G;. This construction should respect the usual security requirements of an
ideal collision-resistant hash function, and thus behave as closely as possible to a conventional random
oracle. This property is formally defined as indifferentiability from a random oracle, according to [17].
Usually, the hashing to G (also the hashing to G-) is constructed as the composition of four functions, in
particular H; : [h1] o H o o x, where each of these functions is defined as follows:

« x: {0,1}* — {0, 1}*. This is a message expansion function which maps a bitstring of arbitrary size
to a bitstring of fixed length /.

e n:{0,1}* — [F;. This is a mapping that converts an ¢-bit string into n. field elements in ;..

« H:F, — E\(FF,). This is an admissible encoding to the group of points of an elliptic curve. It maps
n random field elements to a single point in the elliptic curve group E;(F,).

* [h] : Ey(F,) — Gy. This function executes a scalar multiplication of a point in £ (F,) by the
cofactor h,. This operation guarantees that the resulting point has the desired prime order r and is
therefore known as cofactor clearing.

Different methods exist for defining the hashing to pairing groups, where the main point of difference
lies in the construction of the encoding function H. Wahby and Boneh [64] introduced an approach for
a hash-to-curve function, which is also recommended in RFC 9380 [36]. However, the most efficient
method in the literature for hashing to pairing groups, including the case of BLS12-381, is the SwiftEC
approach [26], with [4] reporting speedups up to x2 compared to Wahby and Boneh approach. Therefore,
in our implementation we will consider the SwiftEC approach to instantiate the function H; : {0, 1}* — G;.

SwiftEC. We give a brief description of the SwiftEC approach and concentrate in the case of hashing
arbitrary-length bitstrings to points in the elliptic curve subgroup G;. We note that the description can
be trivially extended to the case of hashing to G, as well. As explained earlier, the main difference
between SwiftEC and other techniques is the definition of the encoding function H. SwiftEC requires two
pseudorandom field elements and one extra random bit as input. These random values are derived in
the following way. First, a function y : {0, 1}* — {0, 1}'%? is required which maps a bitstring of arbitrary
length to a bitstring of length 1025 bits. Note that x can be instantiated as any message expansion
function, such as expand message xmd in RFC 9380 [36]. Then the function n : {0,1}'9% — F, x F, x
{0, 1} is used to map this 1025-bit string into two field elements u, t € F, and a random bit s € {0, 1}. For
instance, n can be instantiated as the function hash to_field, defined in RFC 9380 [36].

The SwiftEC admissible encoding to the elliptic curve group E;(F,) is defined as the function
H:F, xF, x{0,1} = E{(F,).

Given the two random field elements u,t € IF, and s € {0, 1}, the function computes a point Q) = (z¢, yo)
(in affine coordinates) on the curve E/F, : y* = g(z) = 2* + b, where b = 4 in BLS12-381. The method
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constructs three candidate x-coordinates z1, 2, x5 € [F,, via the formulas:

u(T(u3 +b0—1)F (WP +b+ t2)) and . — 3ult? — (ud + b+ t%)?
2(u? + b+ 12) °T 3u?t?

T12 =

where 7 = /=3 € F, and computes the evaluations v; = g(z1), vo = g(x2) and v = g(z3). SWiftEC
takes ¢ = x,; as valid coordinate and vy = v; as valid evaluation, meaning that v, is a square in I,
Then executes two square root tests for the evaluations v, and vs. If some evaluation is a perfect square,
x¢q and v are updated. The method outputs the affine point @ = (¢, yq), where yg = (—1)°,/vq and s
is the random bit given as input, which is used to randomly select the positive or negative square root.

An optimized and constant-time implementation of the SwiftEC method can be found in the RELIC li-
brary [3]. The most expensive operations in the SwiftEC approach are the two square root tests for vy
and vs and the square root extraction to obtain the yo coordinate. The quadratic residuosity tests usually
correspond to the computation of the Legendre symbol. An optimized square root test is described in
the blst_fp_is_square function of the blst library, while the square root extraction can be implemented
following the blst_fp_sqrt function’.

Cofactor clearing. Another dominant operation in the hash-to-curve process is the cofactor clearing.
Given a point Q € E4(IF,,) as the output of the function H, this step maps () to the prime-order subgroup
G, via the scalar multiplication P = [h;](), with the cofactor h; | #E1(F,). Recall that h; is a 126-bit
scalar and hence this scalar multiplication is relatively expensive. To avoid costly scalar multiplications
by the full cofactor, we adopt the optimization trick of Wahby and Boneh [64] for G,. More concretely,
hy = (2 — 1)?/3, where z is the seed, used to derive the BLS12-381 curve. Since h, is a perfect square
and v/h, divides p — 1, the trick of Wahby and Boneh simplifies cofactor clearing in G, to a smaller scalar
multiplication P = [z — 1]@, where z — 1 has size 63 bits. Methods for optimizing the cofactor clearing in
G+ are also discussed in [19] and are tailored to the BLS12-381 case.

4.5.4.5 Additional components

We briefly discuss certain additional components that are critical to the efficiency and security of the
pairing-based constructions described in this section. First, we focus on the scalar multiplication and
present the state-of-the-art methods for implementing this operation, especially when the underlying pro-
tocol is instantiated using the BLS12-381 curve. In addition, we discuss the concept of subgroup mem-
bership tests, which serve as the primary countermeasure against small subgroup attacks; a well-known
vulnerability in elliptic curve cryptosystems in cases where the chosen elliptic curve has composite order
that contains a small cofactor.

Scalar multiplication. Scalar multiplication is a core arithmetic operation in elliptic curve cryptogra-
phy in general, hence also in the PS-based multi-signature and PS_SAS schemes. All functions in both
schemes require at least one scalar multiplication, either in G,, or in G,. Therefore, performing this
elliptic curve operation efficiently is crucial for the overall performance of the scheme. Several meth-
ods have been proposed for optimizing this subroutine and here, we concentrate on the special case of
pairing-friendly elliptic curves. Depending on the length of the scalar, the implementation of the scalar
multiplication in pairing-based schemes is categorized into the following cases: 1. For full-length 255-bit
scalars (e.g., private keys) in I, the general strategy is to deploy endomorphism-based decomposi-
tions to split the large 255-bit scalar into smaller sub-scalars. In particular, these methods include the
Gallant-Lambert-Vanstone (GLV) [41] and Galbraith-Lin-Scott (GLS) [40] decompositions for G; and G,
respectively; 2. For small and fixed scalars, such as the seed z, the classical “double-and-add” technique

'See the blst Github repo: https://github.com/supranational/blst.
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is followed, where such scalar multiplications appear mainly in the subgroup membership tests (see next
paragraph). We briefly describe the GLV and GLS methods, focusing on the BLS12-381 case:

GLV decomposition. This method is used for scalar multiplications in G;. It splits a 255-bit scalar ¢ € F
into two 128-bit sub-scalars ¢, and ¢; using the endomorphism ¢(z,y) = ({z,y), where ( is a
primitive third root of unity in IF,. Then for any point P € G, the scalar multiplication is computed
equivalently as [(]P = [(y]| P + [(1]o(P).

GLS decomposition. This method is used for scalar multiplications in G,. It uses an efficient endomor-
phism ¢ = pom, o p, where p : Ey(F,2) — E;(F,:2) is the twisting isomorphism, to decompose a
255-bit scalar ¢ € [ into four 64-bit sub-scalars ¢y, ¢1, (5, (5. Then for any point () € G, the scalar
multiplication is computed equivalently as [(]Q = S_7_ [¢:]¢(Q).

Subgroup membership tests. Recall the BLS12-381 curve has order that contains a non-trivial cofac-
tor hy. The same is true for the degree six twist £, of E; as well, since # FE,(F,2) = hs - r. This makes the
proposed PS_SAS scheme susceptible to small-subgroup attacks, both in G; and G,. Such an attack can
be mounted by forcing a participant in a protocol to execute a scalar multiplication with a secret scalar,
on a non-prime order point, aiming at obtaining information about the secret scalar. Such attacks are
mitigated by verifying that core elements in a protocol (public keys and signatures), belong to the correct
subgroup, i.e., they have the correct prime order. This is done by executing a scalar multiplication with
the prime r and verifying that the resulting point is equal to the identity element in G4, or G,. However,
this scalar multiplication is quite costly, since r is a 255-bit prime. In addition, considering the description
of our proposed PS_SAS scheme in Algorithm 3, we see that the verification of the aggregated signa-
ture should include subgroup membership tests for the public keys pk,, ..., pk, and for the aggregated
signature ¥, = (¢, 13,15, 51,...,S,), Hence, a total of n subgroup membership tests in G, and (n + 2)
subgroup membership tests in G; have to be executed.

The endomorphism-based tests proposed by Scott [60] are currently the most efficient methods to speedup
subgroup membership tests both in G; and G», as they reduce the size of the scalar multiplication. More
concretely, we distinguish the following two cases, depending on the underlying pairing-group:

Subgroup tests in G;. Given a point P € Gy, the test verifies whether the equation ¢(P) = [—2?]P is
satisfied, where ¢ is the endomorphism ¢(z,y) = ({z,y), and ( is a (precomputed) primitive third
root of unity in F,. This test requires one F, multiplication for computing the point ¢(P) and one
scalar multiplication for computing [—22| P, i.e., a multiplication with a scalar of size 126 bits.

Subgroup tests in G,. Given a point Q € Go, the test verifies where the equation ¢(Q) = [2]Q is
satisfied, where ¢ = p o m, o p is an endomorphism and p : Ey(F,2) — E;(F,12) is the twisting
isomorphism. This approach significantly improves the subgroup test in G, as it requires a scalar
multiplication in G5 by the seed = (i.e., 63 bits), as well as the application of the Frbenius endomor-
phism 7, and the twisting isomorphism p, which are efficienctly computed.

4.6 Ordered-Preserving Constructions based on Matrix-Vector Re-
lations

In addition to the PS_SAS scheme presented in Section 4.5.3, we introduce an alternative variant for path-
oriented composite attestation based on BLS signatures, in which key constructions are represented as
matrices. As this second scheme is currently at an early stage, we plan to evaluate and compare both
schemes in terms of efficiency in the upcoming WP3 deliverables.
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4.6.1 Building Blocks

This section provides the core building blocks for the second variant of composite attestation. The rest of
the building blocks are already defined in section 4.5.2.

Upper Triangular Matrices. For a field IF we define Hy to be the set of matrices in F2*2, for which the
element in position (1, 0) is 0. More specifically, we define

Ty = {(8 i) | (a, b, c) GF}

Note that TF is closed under matrix multiplication and addition as well as scalar multiplication. We will
use Tz, C Z2** in this work, where ¢ is the order of a cyclic group G.

For a group G, we will also define the subset T of G2*2 for which the element in position (1,0) is the
identity element of G. More specifically, we define

T — {(’“ hz) [ (h1, i, hs) € G}
lg hs

Matrix Exponent. For a matrix S = (g ﬁ) € 1z, and a group point g € G, we define the matrix g° as:

a b
s g g T
= c T;
g (1G gc) ©
In this work and following the notation summarized in Table 4.1, we will consider Type Il bilinear maps of
the form e : G; x G, — G, meaning that G; # G, and there exists no efficient isomorphism 7 : Gy — G;.

4.6.2 Construction

At a high level, each device’s (e.g., VRouter’s) secret key will be replaced by a 2 x 2 random matrix in 7z, .
For a secret key S € T7,, the corresponding public key is defined as PK = g° € Tg,, where g € G,. For
each ordered collection of nodes (notated by N;) the trusted authority (7'A), i.e. the CASTOR Service
Orchestrator, will calculate a unique public key in G3*2. That public key will uniquely identify the order of
the nodes except with negligible probability.

Let a set of network elements (e.g., nodes) N = (Ny, Ny, ..., N,,,) (denoted as a path in the following).
Each N; € N, i = 0,...,m will collaborate with the T'A to jointly calculate it's secret key S; € 17, and its
public key PK; = g% € Tg,. The T'A will then calculate and publish the unique public key of the path as
PK o, = g°, for which it holds that S = ], S..

A signature on message msg from the set of nodes N will be denoted as o,q, = Hi (msg)Ili=0 %, where
Hy : {0,1}* — G;. Let 0, be the signature that has been calculated from the nodes (N, ..., N;_1).
It holds that 0,1 = Hl(msg)nﬁ i, Then, node N;, given the message msg, 0;_1 and its secret key
S; = %i Sbkfi , Wil calculate o;, before forwarding it to the next node. Security of our scheme is based
on the fact that with high probability, random matrices are non-cumulative. Following, we will describe

each step in more detail.

Key Gen. The key generation procedure of our system is divided into two faces; first the key generation
of each node NV;, which is calculated jointly between the T'A and the node, and second, the generation
of the path’s public key, which is calculated and published by the T'A. Following we describe each phase
separately.
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Algorithm 4: Path public key calculation
1: Input: {PK;},—o m

2: Let {PK; = (g Z pfl) }z':o,l ..... m
lg, g™

_ g pko
3: Set PKpan < (1G2 gb0>
4: fori = 1tom do

5: Let hl, h2, hg € GQ so that PKpath = ( hl hz)

lg, hs
R RS- pkt
1G2 hgz

6: Set PKpath <— (

7: end for
8: return P K,

A. Node key generation. Let ¢ € G, be a generator of G,. Each node N; samples a random key

sk; & Z, and calculates the public part as pk; = g°* € G,. Each node will then submit to the T'A
the public key pk;, together with a proof of possession of sk;, i.e., m; = PoP{sk;|pk; = g**}(n;),
where n; a random nonce provided by the T'A. On its turn, the T A, after receiving and validating
the (pk;, m;) message from the node N; € N, will generate two random scalars a;, b; & Z,, and set:

a; . — 5k;
PK, — (9 Pki = g )
1G2 g

Finally, the T'A will (securely) return the a; and b; values to N;.

B. Path public key calculation. After each node in Ny, Ny, ..., N,, has successfully executed the node
key generation procedure defined above, the T'A will calculate the public key of the path using
Algorithm 4. It is easy to verify that the derived public key PK ., lies inin T;, and that PKpun =
¢Ili=0% (see Lemma 1, in Section 4.6.3).

Sign. Following, we will describe the Sign procedure of our scheme. Our construction will use the
matrix version of BLS signatures, i.e., the final signature of the path for a message msg will be of the form
Opath = Hi(msg)® € Tg, where S = H;”:O S;. Next, we will start by describing the signature generation
of the first node N, and then of each node N; fori =1, ...,m.

Qo Sk’o

Sign of Ny. The node Ny, on input the message msg and it’s secret key Sy = (0 b
- 0

), will generate

the signature:

ao sko
oo = Hi(msg)™ = (Hl(msg) Hi(msg) )

lg, Hi (msg)™

a; Ski
0 b
far by nodes Ny, Ny, ..., N;_1, node N; will calculate the signature o; as follows:

Sign of N;. On input the message msg, it's key S; = ( and the signature o;_; calculated thus

1. If o;_1 is not in Tg,, return false

1 1
2. Letly tp, 13 € Gy sothatojy = (1 : t2>
Gr "3
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a; bz Ski
3. Setoy = (/1 2l
lg, t3

The final o, signature of the path will be the signature returned by the last node N,,. As we will
demonstrate with Lemma 2 in Section 4.6.3, it holds that o, = Hl(msg)njzo Si,

Verify. Given the public key of the path PK,,;, and the signature of the path o,,;, on the message
msg, the verification procedure will validate the signature, using an adjusted version of the BLS signature
verification algorithm. More specifically, the verification procedure is involves the following 5 steps:

1. If 0paen is Ot in T, , return false.

2. If PK, 4, is notin Tg,, return false.

m @ 6 yatn Ly
3. Let tpath’ tpath’ tpath € Gl SO that Upath e fath tfg)th .
G path
o h(l) h(2
4. Let hpath7 h path? hpath € Gy so that PKpath - 1path h%’g)th )
G path

5. For, 1 =1,2,3, if e( path,g) #* e(Hl(msg),hlggth) return false, otherwise, return true.

4.6.3 Security

We will start by showcasing the correctness of our scheme before discussing unforgeability.

4.6.3.1 Correctness

Correctness will be argued for each phase of our construction separately, i.e., for KeyGen, Sign and
Verify. Let nodes Ny, Vy, ..., N,, having completed the node key generation procedure as described in
Section 4.6.2, resulting to each node having a matrix secret key {S; }i—o.1,...m- Correctness of KeyGen will
amount to showing that for the P K, returned by the path public key calculation procedure (Algorithm 4),
it holds that PK ., = gH?LO % For the correctness of the Sign process, we will showcase that for a
signature o,., returned by the path Ny, Ny, ..., Ny, it holds o, = Hi(msg)li=0 % Finally, we will show
that for honest nodes Ny, V1, ..., N,,, collaborating to sign a message msg, the Verify algorithm described
in Section 4.6.2 will always return true.

Starting with KeyGen correctness, we will prove the following Lemma.

a; sk;
0 b

a; . — 5k;
(19 pki gb{q ) Then, at iteration 7 of Algorithm 4, for the P K, calculated at step (6) it holds
Go

that P K, = glli=0Ss.

Lemma 1. Let S; = ( ) the secret key of node N;, corresponding to its public key PK; =

Proof. We will prove the Lemma by induction. Let PK?

satn, 10 e the value of PK,,, calculated at step (6)

of Algorithm 4 in iteration 4. It holds that PK°

path —

ao i
= (iq Z;IZ?) Assume that PK!,,, = glli=0%. Note
Go

) I /
that, 77, is closed under matrix multiplication. So there are, o,c',t’ € Z, so that H;:o S; = (% Z,)
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Then, using Algorithm 4, at iteration 7 + 1, by assumption, PK;ath (i.e., PKp., as calculated at step (5)
in the previous iteration 7) will be

; b ha\ s (9% 9°
PKpath (162 h3) =g =0Tl = le, gb/

Then, in step (6) of Algorithm 4 (where PK,,, is calculated at iteration 7 4 1), it will hold that

@it1 bit1 a; 'a; 'b; a;
PR — hy hoUpkia Y _ (90N g° Jr,lpkiﬂ
b = )
path 1@2 h3z+1 1@2 gb b'L+1

Note that, pki+1 = g%+ meaning that g“b+1pkfi | = g“ben1tskinai | Given that

HS a Jd\ (aiy1 sk [(daip d'skig + b
Sim=1{9 y 0 b1/ L O Vb1

we get that PKZath = gHJ 055, witch concludes the proof. O

Following, we will showcase Sign correctness by proving the following Lemma.

Lemma 2. Let the secret key of node N; be S; = %i Sbkfi . For a message msg, let o,q, be the
signature of the path Ny, Ny, ..., N,,, calculated by the above procedure. Then it holds that 0,4, =

Hi(msg)®, where S =[] S;.

Proof. We prove that, for i = 0,1, ..., m it holds that o; = Hl(msg)n§:0 Si py induction. By construction,
for i = 0, we have oy = H,(msg)°°. We now assume that the statement holds for some i € 1,...,m — 1,

i.e., we assume that o, = Hl(msg)H;':O 5. Since Ty, is closed under matrix multiplication, there exist

/ /

a,cd, b e Z,sothat H;:o S; = (% g,) and ¢y, ts, t3 € Gy, so that,
([t t2) _ oS Hl(msg)“/ Hl(msg)c/
91 = (1@1 t3> = Hi(msg)'h=o™ = < lg, Hl(msg)b/

Then, by the Sign procedure described in Section 4.6.2, for the node N, 1, the following hold:

Ai41 41 i+1
_ tl t2 tl %+ — H a'aiyy tbi+1 —H b'biq1
Oiy1 = bi ;T =Hi(msg) , t3" =Hi(msg)

41
1G1 753

as well as

tng+1tik1:+1 _ Hl(msg)C,bi+l+a/8ki+1

Then we obtain the following relation:

HS a Jd\ (a1 sk [(daip d'skig+ b
St =1{0 ¥ 0 by /) L O Vb

As aresult, 0,4, = Hi (msg)i20 % concluding the proof. O
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Given Lemma 1 and Lemma 2, we can showcase that the Verify algorithm described in Section 4.6.2 will
always succeed to verify honestly generated signatures. More specifically, since 77, is close under matrix
multiplication, there exist a, c,b € Z, so that [}, S; = (8 Z) From Lemma 1 we have that

a

PE o = gl — (9 gc)
path g (1((}2 gb

while from Lemma 2 we have:

m ) H a H c
Oparn = Hi(msg)li=05i = ( 1(msg) 1(msg) )

1((}1 Hl(msg)b

As a result, for {t\),, }io123, {1}, }i—125 as set at steps (3) and (4) of Verify and for v; = a,v, = ¢ and
vy = b, it will hold that

et 9) = e(H(msg)", ) = e(Hi(msg), ") = e(Hy(msg), hlly,)

meaning that Verify will return true.

4.6.3.2 Unforgeability (sketch)

We sketch here the proof that an adversary cannot create valid signatures for a re-arrangement of the
defined order of the nodes, thereby showing that the proposed scheme is order-preserving with respect
to signatures. We start by discussing the following intermediate Lemma. In particular, we will show that
a Skpath
0 b
combination of the secret keys sk; of each node, with coefficients that are random and independent from
each of those secret keys. To not overload the notation we will apply the following convention;

the secret key of the path, i.e., the value sk, in = ng S; can be expressed as a linear

For a field F and an arbitrary sequence {a;} € F
we denote H a; = 1ifmg <my

Jj=mi

We proceed with the Lemma statement.

a;
0
[Lc; Sifora,b,c € Zy. Then, ¢ = 377" fi{a;}jer {b;}jer)cog), where f; has the following form,

Lemma 3. Let {5, = ( ZZ> Yier € Ty, for I = ¢({0, 1,2, ...,m}) where ¢ any shuffling. Let (a g) -

0

i—1 m
[ Y =0 Yibimom) = [[ X5 ] ¥
=0

j=i+1
Proof. Note that since 7z, is close under matrix multiplication, as a result S € Tz, so there exists

a,b,c € Z,sothat S = (8 Z) We will prove the Lemma by induction on the number m of matrices on
the product

n CTL

Hypothesis: Let I = {ig,iy,...,i,}. For every n < m, let (% b"> = [lizioirin_ra, St then ¢ =

..........
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a’ @

0o ) Slo = = Cip = C(0) . Also f0<X07Yb) H]_:IO Xj ngll/j =

1 by the convention discussed before the Lemma, which shows that the hypothesis holds for n = 0.

The case n = 0: Note that

The case n > 0: Let the hypothesis hold for some n. In particular, let:

a™tt et c Qinyr  Cipes
< 0 bn+l)— II s _<o b”)( 0 b,

l=i0,...,in+1
which implies that ¢! = a"¢;,,, + b;,,,¢". From the induction hypothesis, we can conclude that ¢"*' is

. . . . L . . 1 1
a linear combination of all ¢;, for j = g, i1, ..., in41, i-€., that " = S0 7 e, = S 000 ricom)

We will show know that the r; have the correct form, given by f;. Starting with the coefficient r,,; of ¢;, ., ,,
from the above we have that 7,,.; = a”. From the triangular matrix multiplication properties, it holds that
a” = [1,—;,..., @ We can see that

n+1
fn+1({al}l 10y +esbn419 {bl}l 105e-e) zn+1 Haz] H bz] - H a; = a”
Jj=n+2 1=10,...,in

i.e., 7,41 has the correct form.

Forr, with k = 0, ...,n: From the induction hypothesis, we know that ¢ = >"}'_ r}.csx), meaning that
ri, = by, ., . Again from the induction hypothesis, we get that . = fi({ai}i=iy....in, {0 }i=io....in,)- We Can

tn+1

conclude that,

n+1
Ty = zn+ = Hazj sz in41 Haz] H sz {al}l 105eees zn+17{bl}l 1051, zn+1)
= J=k+1 Jj=k+1
for fi. as described in the Lemma statement, which concludes the proof. O

Using the above Lemma, we will show that the adversary, controlling a number of nodes in the path,
cannot change the order that those nodes sign in the path and generate a valid signature, under the
path’s public key P K, (other forgeries, will reduce to the unforgeability properties of BLS signatures).

Let the indexes I = {ig,i1,...,im} = ¢({1,2,...,m}) be the original (correct) ordering of the nodes
{Ny, N1, ..., N, }, where ¢ a shuffling (for simplicity we can assume that ¢ the identity function). Let also
PK,., the public key corresponding to that ordering, as calculated by the T'A. Let also ¢4, a shuffling,
different from the identity function and I’ = ¢.q,(I) = {iy, 1}, .., 7, }, the ordering forced by the adversary
(note that I # I').

a; Ski
0 b
able to forge a BLS signature, the re-ordering of the nodes by the adversary, should result to the same
PKpa (Which verifies the path signature), meaning that gllier 5 = gllver S — T, S; = [T,cpr Sor-
Let a, skyawn, b € Z, and @', sk, b" € Z, so that

/
prodic1S; = (a Skpath) H Sy = ( Skgflth)
iel’

From Lemma 3 we get that

Note that, if S; = ) from Lemma 1, PK ., = gllicr i By assuming that the adversary is not

Skpath = Z TiSkd)( Sk;)ath Z r7/;8k.¢adv (Z)

=0
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where r; = fi({a;}jer, {b;}jer) and vl = fi({a;}jer, {bj}er), for f; as defined in Lemma 3.Then we can
conclude that:0

;(%_l(i) — r;);dlv(i))ski =0 (4.4)
Note that r; (correspondingly ) is dependent on i and on the order I (correspondingly I’) of matrices on

-----

then that also the r; and r; are random and independent from each sk;.

From the construction of f; we can see that for i # i/ = f; # f». As a result, for random and

independent {a;,b;}i—o...m, Wwe get that r; = fi({a;}jer, {bj}jer) # fi({a;}jer,{bj}jer) = rl, except
with negligible probability. From equation 4.4, since not all (r4-1¢;) — 7”;_1 (.)) are 0 (unless ¢ = ¢uq), WE
adv\?

can conclude that the adversary will be able to find a linear combination of the adversarially controlled
secret keys, with coefficients that are random and independent from each sk;, which can happen only

with negligible probability.

4.6.4 Misbehaviour tracking & Node Revocation (Work-In-Progress)

In this section we will describe a misbehavior tracking algorithm with which the T'A will be able to trace
which nodes did not perform the Sign operation correctly. The tracking procedure will require some
additions to the Sign operation described in Section 4.6.2, which we analyse below. We note here that
the tracking procedure works in a worst case bases. More specifically, in certain cases, the T'A will not
be able to distinguish, which one of two consequent nodes in the path are adversarial. In that case, our
tracking mechanism will label both as misbehaving. A discussion on ways to weaken this assumption will
be included in future deliverables.

The key idea in the misbehavior tracing procedure is that each node will keep some state for each sig-
nature generation procedure, possibly for a pre-defined time window, for which tracking of misbehaving
nodes will be possible (outside that window, all nodes will be revoked and the key generation of Sec-
tion 4.6.2 will run again). If a signature from the path is invalid, the Verifier will request from the T'A the
tracing of the nodes that did not follow the Sign protocol correctly, by submitting the invalid signature,
together with some extra, constant-size, information provided by the last node in the path. The T'A will
then engage to an interactive protocol with each node in the path Ny, Ny, ..., N,,, (starting from N,,, and
working towards Ny), until it finds all the misbehaving nodes.

An additional requirement is that each signature is bound to a unique session identifier ssid. Such a ses-
sion id can be generated by the first node using public information (for example Veri fier_I D||timestamp),
provided by the Verifier as a random nonce etc. In the following paragraphs, we describe the updates to
the Sign and Verify operations from Section 4.6.2, as well as the procedure followed by the T'A to trace
misbehaving nodes.

Sign with tracking. In Sign, the first node on the path, namely N,, after calculating oy, it will also
calculate Hy = Hy(msg, 0o, ssid; agl|bo), i.,e., the hash of msg, oo and ssid, keyed with ag||by (see
Table 4.1 for the definition of the keyed hash function H,y). Then, together with oy, it will also provide H,
to the next node in the path (i.e., to Vy).

For each ¢ > 0, each node N; receives the signature o;_; (i.e., the signature generated by the first
¢ — 1 nodes of the path) and the hash H; ;. Then during the Sign process, it will first calculate o;
following the procedure from Section 4.6.2 and then is computes the hash H; = Hs(0;, H;_1, ssid; a;||b;).
Finally, the last node in the path N, will send to the Verifier the signature 0,1, = o0, and the hash

Hyorr, = Hyy = Ho(00, Hy1, s5id; ap||by,)-
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Algorithm 5: Node Validation

function NodeValidate (s;, 05, 0;_1, H;_1, ssid):
if e(s;, g) # e(Hi(msg), pk;) then
‘ return NodeKeyError
else if H; # Hy(0y, H;_1, ssid; a;||b;) then
‘ return HashError
else
Using 0;_; and s;, calculate the expected o

if o; # o7’ then

7

‘ return SignatureError
return true

expected
7

Verify with tracking. Upon receiving the path signature o,q, and the digest H,,, the Verifier will
attempt to verify the signature using the procedure described in Section 4.6.2, with no modifications. If
the verification fails, the Verifier will send the path signature o, the message msg and the hash H,.,
to the T'A, in order for the latter to identify the faulty signatures that resulted in an invalid aggregate
signature o, (tracking of misbehaving nodes).

T A tracking of nodes. We will first showcase that the T'A can use the partial signature o;_; over the
message msg and the value s; = H(msg)®* to recover the next signature o;. Note that from the proof of

Lemma 2, we have 0;,_; = Hc(msg)né;é Si. Letty, s, t5 € Gy as in step (2) of Sign of V; in Section 4.6.2,

sothato;, | = (fl ?) From the above we can conclude that t; = Hl(msg)m;h %, Recall (step(3) of
G1 3

1y btk

Sign of N; from Section 4.6.2) that o; = ( b
1G1 t31

). As a result, by knowing s; = H;(msg)**i, the TA

can calculate -
. Loy NIy
ok = gm0 _ (Hy (msg)®*) =0

7

since all a; are known to the T A.

Algorithm 5 describes the NodeValidate procedure, executed by the T'A. Using NodeValidate, the T'A
will check if node N; (for « > 0) has generated their outputs correctly.

Following, we will define a node consistency check algorithm NodeConsistency in Algorithm 6. The T'A
will use the NodeConsistency to check if the claimed inputs of node N; are consistent with the claimed
outputs of node N;_; (for i > 0).

Using the above algorithms and depending on the returned error, the T'A will take a decision on which
node should be labelled as misbehaving. For this purpose, the T'A will initiate an empty list M = (). It
will the first ping each node starting with Ny. In the following we describe the T'A’s procedure for each
node.

Node N,. The T'A will request the value s, = H;(msg)**°, oy and H, and will execute the following
verification tests:

: » (H o . .
clsn.g) L elPulmsg) ko), o = (MORIT )y L oo, s al o)

If any of the checks fail, it will add Nj to the list M.

Node N,, i > 0. For each node N;, with i > 0, the T'A will work as follows. First note that, the 7' A will
have ping node N, ; to get 0,1, H;, 1, H; 5. It will now ping N; to get s;,0;, H; and the inputs
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Algorithm 6: Node Consistency
function NodeConsistency (s;, 0;, 051, H;_1, ssid):
Define event A: 0,1 = 7,1
Define event B: H, 1 = H,_,
Define event (" Hi—l = H(&i_l, Hi—27 SSid; ai_1||bz-_1)
if A & —Bthen
‘ return InconsistentHash
else if -A & B then
‘ return InconsistentSignature
elseif A & —B then
if C' then
‘ return ConsistentHashInconsistentSignature
else
‘ return InconsistentHashAndSignature
return true

that /V; claims to have received from N;_4, i.e., 7,1, H;_1. The T A will then run the algorithm
NodeValidate(o;, H;, a;, b;, ssid) (Algorithm 5). If the algorithm does not return true, it will add
N; to the list M. It will then run NodeConsistency(o;_1,5;_1, H;_1, H;_1, H;_») and distinguish the
following two cases:

1. If NodeConsistency returns ConsistentHashInconsistentSignature the T'A willadd N;_; in
M (if not already added).

2. In any other case, the T'A will add both N;_; and N, to M (if not already added).

We now discuss case (1) above. If NodeConsistency returns ConsistentHashInconsistentSignature
after pinging node N;, it means that N; and N;_; agree to the hash value H;_;, while the signature value
o;—1 that node N;_; claims to have forwarded to /V; is different from the one that node N; claims to have
received (i.e., ;_1). However it holds that H;, 1 = Hy(G;_1, H; 2, ssid; a;_1]|bi—1) (for which both nodes
agree), with ;1 # ;1 and since only the node N;_; could have calculated that hash value, it means
that, during that calculation it used 7;_; and not the claimed o;_1, resulting to its labelling as misbehaving.

In any other case a inconsistency is discovered (case (2) above) the T'A is not able to reliable decide
which of the two nodes (N;_; or NNV;) is responsible. As a result, it will apply the conservative approach
and both nodes will be added to the list M. In the next section, we will describe how the presence of
a trusted execution layer in each node can provide more information to the T'A, as to make a more fine
grained decision.

4.6.4.1 Trusted commitment

In this section, we will assume the presence of a trusted execution layer in each node with the following
minimum assumption; After node N, calculates the signature o;, it will forward it, together with H; ; and
ssid to the trusted layer, which on its turn, use it to calculate the hash H; = Hs(o;, H;_1, ssid; a;||b;) and
forward o;, H; t0 N;.

The above will guarantee that whatever signature the node computes, it will be the one hashed and send
to the next node. Using that guarantee, the T'A will be able to make more informed decisions on which
nodes should be labelled as misbehaving after running the NodeConsistency procedure (Algorithm 6).
More specifically, we can now distinguish the following cases:
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1. If NodeConsistency returns InconsistentHash (i.e., 0,1 = ;-1 and H,_; # H,_ ;) the T A will
calculate H.pprect = Ha(oy_1, Hio, ssid; a;_1]|b;—1) and distinguish the following cases;

(@) If H;_1 = Hopreet, then add N; to M.
(b) If Hi—l - Hcorrect: then add Ni—l to M.
(c) Else, add both N; and N;_; to M.

2. If NodeConsistency returns InconsistentSignature (i.e., 0,1 # 6,1 and H;,_; = H; ;) the TA
will distinguish the following cases;

(a) If Hi—l = HQ(O—Z'_]_, Hi_Q, SSid; ai—lei—l): add Nz to M.

(b) If Hi_y = Ha(6;—1, Hi—o, ssid; a;—1||bi—1), add N;_; to M (note that in that case, the function
NodeVaIidate(Ui,l, Hl;l, a;_1, bifl, SSid) should return HashError).

(c) Else add both N; and N;_, to M.
3. If NodeConsistency returns ConsistentHashInconsistentSignature, the T'A will add N;_; in M.

4. If NodeConsistency returns InconsistentHashAndSignature, the T'A will add both N; and N;_; to
the list M.

4.6.5 Discussion and high-level cost analysis

The novel, BLS-like order-preserving aggregate signature construction, introduced in this section, serves
as an alternative to the PS_SAS scheme presented in Section 4.5.3, offering different trade-offs in terms of
both performance and communication overhead (signature size). In particular, a preliminary cost analysis
shows that the BLS-like scheme offers a constant-size aggregate signature at the cost of slower signing,
whereas the PS_SAS scheme enables faster signing but produces a larger aggregate signature whose
size grows linearly with the number of nodes. Although a detailed comparison between the two schemes
will be provided in the next WP3 deliverables, along with their optimized implementation and extensive
security analysis, in this subsection we present an initial, high-level assessment on their respective pros
and cons. In addition, since the BLS-like scheme is based on pairings, we assume the same instantiation
as in the PS_SAS scheme, namely using the BLS12-381 elliptic curve. This implies that the same building
blocks as those described in Subsection 4.5.4 can be considered for the implementation of this new BLS-
like order-preserving aggregate signature scheme, namely the optimal ate pairing on BLS12-381, the
SwiftEC hash-to-curve operation, as well as the scalar multiplication and subgroup membership tests in
Gy and Gs.

In our scenario, the signing operation constitutes the main performance-critical task, as it is executed by
the vRouters. Therefore, we provide an initial, high-level assessment of its computational cost. Verifica-
tion on the other hand, is considered less performance-critical, as the verifier (Orchestrator) is assumed
to have sufficient computational resources. Recall from Subsection 4.6.2 that the generation of the sig-
nature o; is slightly different when ¢ = 0, compared to the generic case + > 0. Recall also that the same
is true for the PS_SAS scheme as well (see Subsection 4.5.3). Therefore, we treat the two cases sepa-
rately and attempt a high-level comparison between the two schemes, considering only the elliptic curve
operations which constitute the main bulk of the computational cost in the signature generation process
in both schemes. We distinguish the following two cases:

Signature oy. The signature o is computed as:

o — (Hi(msg)® Hi(msg)™™
" lg,  Hi(msg)™
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which requires 3 exponentiations and 1 execution of the function H;. In the elliptic curve setting, this
translates to 3 scalar multiplications in G; and 1 execution of the hash-to-curve function (SwiftEC). In
addition, assuming that the compressed representation of elliptic curve points is used, the signature
0y is 144 bytes long.

Signature o;, for ¢ > 0. For each node N;, with i > 0, the (partial) aggregate signature o; is defined as:

tai tbitski
g; = 1 2 b} s where t1,t0,t3 € G1 and a;, bi, Ski € ZZ
1(@1 i3

The computation of o, requires 4 exponentiations and 1 multiplication, which translates to 4 scalar
multiplications and 1 point addition in G; in the elliptic curve setting. The size of ¢, is the same as
09, namely 144 byte long.

Table 4.6: Comparison of signature generation in PS_SAS and BLS-like schemes (core ECC operations).

Function scalar mult. | scalar mult. | point add. point add. hash

in G in G, in G, in G to G,
. PS_SAS 2 - 1 - 2
Sign (1st node) BLS-like 3 i 1
Sign (remaining nodes) PS SAS 2 ! i
9 9 BLS-like 4 1

Table 4.6 summarizes the core elliptic curve operations required for both order-preserving aggregate
signature solutions, considering the signature generation process for the first node in the path, and for
the remaining nodes. For the first node, the two schemes are comparable: the BLS-like scheme requires
1 additional scalar multiplication in G; compared to PS_SAS, whereas PS_SAS requires 1 additional
hash-to-curve operation in G; (SwiftEC). Therefore, both schemes are expected to have comparable
performance for signature generation at the first node in the path. For the remaining nodes, i.e., the
generic case, the BLS-like scheme requires twice as many scalar multiplications in G; as PS_SAS, which
is expected to have a noticeable impact on its performance, potentially making the BLS-like scheme
approximately two times slower in signature generation. Despite this impact on performance, the BLS-
like scheme is not prohibitively costly, and remains an efficient enough solution to be considered for
integration in vRouters.

A major advantage of the BLS-like approach over the PS_SAS scheme is the size of the aggregate
signature. The former offers constant-size signatures, independent of the number of nodes in the path;
in particular, the final (aggregate) signature o, is 144 bytes long. On the other hand, as shown in
Table 4.4, the aggregate signature in the PS_SAS scheme depends on the number of nodes in the path
and has length 48(n + 2) + 8 bytes (i.e., linear size in the number of nodes). Recall that the size of the
aggregate signature is critical, since the vRouters are limited in bandwidth available to the control plane
and thus, smaller signatures are preferable.

We emphasize that the comparison presented here offers a high-level view of the performance-critical
operations and resource requirements (signature size) in the two schemes, providing a first hint on their
computational cost. A detailed comparison, including performance benchmarks, will be presented in the
next deliverables.
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Chapter 5

CASTOR Finite State Machine-based
attestation source

5.1 Overview

This section describes the Finite State Machine (FSM)-based approach for runtime behavioural attesta-
tion of selected target processes running on XRd routers. The objective is to model expected process
behaviours and detect potential deviations at runtime to be leveraged by the Trust Assessment Frame-
work (TAF) as a source of validation to calculate a trust score of the router itself. The decision to train and
deploy FSMs as attestation sources comes from the need of having lightweight and explainable integrity
verification models that would have the least computational impact on the router itself, considering both
its constrained resources as well as their runtime operational demand. The FSM approach models a
process as a sequence of observable states derived from runtime features, provided by the tracing layer
in the form of system calls. Once the model has been trained and deployed, a live comparison between
the learnt nominal model and the runtime collected traces can be performed, enabling the detection of
runtime behavioural discrepancies which will be shared to the TAF for the final trust evaluation.

5.1.1 Scope of FSM and assumptions

The FSM-based attestation focuses on learning specific key target processes of relevance for the cus-
tomer deployed on the XRd routers, for example, modification of routing tables, changing the status of
specific interfaces, reconfiguration of the flex-algo behaviour. The goal is to identify key behavioural pat-
terns from the sequences of traces that can represent the process under analysis and allow to capture
relevant deviations that could lead to disruptions of the operational duties of the router, rather than cap-
ture the full semantics of the process under analysis. As briefly mentioned previously, the FSMs have
been selected as the model of use due to their limited real-time evaluation impact, both from a time and
computational perspective. As extensively presented in Section 3.7, the traces needed for the FSM train-
ing and runtime evaluation are collected and provided by the CASTOR tracing layer. The information
collected by the tracing layer influence the training process and therefore a mutual decision about what
should be traced is agreed. The decision on what should be traced is also influenced by the customer
needs and their threat models, discussed in Section 2.

To be effective, the FSMs require: (i) sufficient and relevant traces capturing the full nominal behaviour
of the process under analysis, (ii) the traces capture relevant and rich runtime information, (iii) minor
execution timing variations can be abstracted during the training phase of the models, and (iv) a sufficient
amount of traces and set of traces of different executions of the same process are provided.
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5.1.2 FSMs integration in CASTOR

The FSM-based attestation source is integrated within CASTOR as a behavioural evidence component
positioned between the runtime tracing layer and the Trust Assessment Framework (TAF). Its role is to
consume trace-derived observations from the tracing layer, evaluate them against a learnt behavioural
model, and provide attestation-relevant evidence to the TAF to support router trust assessment. The FSM
component operates in two distinct phases: a training phase, in which a nominal behavioural model is
constructed, and a runtime attestation phase, in which live observations are evaluated against this model.
During the training phase, traces collected by the CASTOR tracing layer are processed offline to learn
the expected behaviour of a target process or activity. This phase includes preprocessing of raw traces
(e.g. timestamp alignment, process and thread filtering, and sequence extraction), followed by feature
engineering to identify the most informative observable events. Based on this analysis, a reduced set
of features is selected, which defines the FSM alphabet, i.e., the set of event symbols used by the FSM
model. The traces are then transformed into sequences expressed in this FSM alphabet and used to
construct and optimise the FSM, resulting in a compact representation of nominal behaviour. The overall
training-phase workflow is illustrated in Figure 5.1.

FSM TRAINING PHASE (OFFLINE)

FEATURE ENGINEERING FSM ALPHABET DEFINITION

« Entropy Analysis « Select relevant subset of syscalls
*  Windowing (time-based)

* Feature ranking

TRACE PREPROCESSING FSM LEARNING & OPTIMIZATION

+ Timestamp alignment : Tiace exploration
Process/thread filtering * L*/model refinement

« Sequence extraction « State minimization

CASTOR TRACING LAYER TRAINED FSM
(eBPFf/syscalls) » States

» Transitions between syscalls
Nominal behaviour

Figure 5.1: FSM training-phase pipeline, from CASTOR trace collection to nominal model generation

During the runtime attestation phase, the trained FSM model is used to evaluate live behaviour. The
tracing layer provides a stream of runtime observations, which are pre-processed and mapped onto the
FSM alphabet. This mapping step effectively projects the richer trace stream onto the subset of events
selected during training, ensuring compatibility with the FSM model while limiting the amount of data
required for evaluation. The resulting event sequence in the FSM alphabet is then processed by the
FSM, which performs state transitions and checks conformance against the learnt model. Deviations
from expected behaviour can be detected as invalid or unexpected transitions, and the point of deviation
can be identified. The corresponding runtime workflow is illustrated in Figure 5.2.
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FSM EXECUTION PHASE (RUNTIME)

Event sequence in

SYMBOL MAPPING
* Map events to FSM alphabet the FSM alphabet _

* Ignore non-relevant events

FSM RUNTIME EVALUATION
« State transitions

» Conformance checking

« Deviation detection

Event Stream

BEHAVIOURAL EVIDENCE
* Conform/Deviate

* Deviation Point

* Optional metrics

PREPROCESSING/FILTERING
* Process attribution

» Ordering/buffering

Runtime Observations I

|

CASTOR TRACING LAYER TRUST ASSESSMENT FRAMEWORK
(runtime syscall traces) (TAF consumes evidence)

Figure 5.2: FSM runtime attestation pipeline, from live trace observations to behavioural evidence for TAF

The output of the runtime phase consists of behavioural evidence, such as conformity indicators or devi-
ation signals, which is forwarded to the TAF. The separation between training and runtime phases implies
different data requirements. The training phase benefits from richer and more diverse trace datasets in
order to capture the variability of nominal behaviour and support effective feature selection. In contrast,
the runtime phase is expected to operate on a reduced observation set defined by the FSM alphabet,
enabling efficient evaluation with limited computational overhead. This integration relies on several as-
sumptions: (i) the behaviour observed at runtime corresponds to the class of behaviour used during train-
ing; (ii) runtime observations can be reliably attributed to the target process or activity; (iii) the selected
FSM alphabet remains representative of the relevant behavioural patterns; and (iv) significant changes in
software or configuration that alter process behaviour are addressed through model update or retraining.
Under these conditions, the FSM-based attestation source can provide meaningful behavioural evidence
to support trust assessment in CASTOR.

5.2 FSMs working pipeline

This section describes the FSM training pipeline used to construct a nominal behavioural model from
traces collected by the CASTOR tracing layer. In line with the integration described in Section 5.1.2, the
training phase is performed offline and relies on richer trace datasets than those expected to be used
during runtime attestation. Its purpose is to identify the most informative observable events, derive the
FSM alphabet, and generate a compact model of nominal behaviour for the target process or activity. The
pipeline begins with the ingestion and preprocessing of raw traces provided by the tracing layer, followed
by feature engineering and FSM construction. The resulting model is then intended to be used during the
runtime attestation phase, where live observations are mapped onto the FSM alphabet and evaluated for
conformance against the learnt nominal model.

5.2.1 Feature engineering

After the initial parsing of the raw traces shared by the tracing layer, the first important step of the training
process is feature engineering, during which the most informative observable events are identified and
selected for subsequent model construction. In this context, the primary candidate features are the
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system calls present in the trace dataset and, in this first iteration, these are represented by their names.
The feature engineering process can in principle be extended in future iterations to include additional
runtime information collected by the tracing layer. Feature selection is performed through an entropy-
based analysis in which the candidate features are ranked according to their relevance in the observed
execution traces. To improve robustness, the entropy calculation is performed on subsets of the original
dataset rather than on the full trace set as a single block. In particular, the dataset is partitioned using
time-based windows and, where useful, length-based windows. The dimensions of these subsets vary
depending on the size and structure of the original dataset.

For each subset, an entropy value is calculated and used to rank the candidate features. The final set of
selected features is derived from the most informative subsets and defines the observation space used
for FSM construction, i.e., the FSM alphabet. While both time-based and length-based windowing can in
principle contribute to this analysis, the traces analysed so far are relatively compact and therefore do not
provide enough depth for length-based analysis to be consistently significant. For this reason, time-based
windowing is currently considered the more meaningful basis for feature selection.

An important outcome of this phase is that it separates the richer set of candidate observations available
during training from the reduced set of event symbols ultimately retained by the model. This transforma-
tion is illustrated in Figure 5.3, where raw trace data is progressively reduced through feature selection to
define the FSM alphabet and the corresponding input representation used for model construction.

Raw Trace Data (rich)
[syscall1, syscall2, syscall3, ... syscallN]
+ timestamps, process IDs, threads, etc.

1

Feature Selection (entropy based)
Identify most informative events

| |
| |
| |

> ={syscall_a, syscall_b, syscall C, ...}

1

FSM Model Input
Sequences expressed using only selected
symbols

Figure 5.3: Transformation from raw trace data to FSM input through feature selection and FSM alphabet
definition

This distinction is important for runtime attestation, where observations are expected to be mapped onto
the FSM alphabet rather than evaluated in their full raw form. We seek to iteratively improve the model
quality through feature engineering and FSM training to identify a minimal but expressive set of features
that can later be used to reduce tracing and evaluation overhead at runtime.
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5.2.2 Traces analysis and model progressive generation

Once the features have been identified for the training, the training process will begin by parsing the traces
received by the tracing layer and restructuring them in appropriate data structures. The first step is to build
the necessary information for the FSM, including the machine alphabet, representing the transactions
between the internal states. Through the exploration of the traces, as suggested in [43], the FSM will
be built and then optimised based on Angluin’s L* algorithm [2] and as previously described in CASTOR
deliverable 2.1 [22].

5.3 Current integration and results

This section presents the current status of the FSM integration and the preliminary results obtained using
traces collected by the CASTOR tracing layer. At this stage, the objective is to validate the end-to-end
FSM pipeline covering trace ingestion, preprocessing, feature engineering, and model learning using real
trace data from an XRd router environment. The results should therefore be interpreted as a proof-of-
feasibility of the approach rather than as a complete operational attestation of specific router functions.

5.3.1 Integration of current CASTOR eBPF traces

In this first iteration, a dataset of traces was collected by the CASTOR tracing layer while performing a
network interface state change on the XRd router. The tracing layer captured runtime system calls across
the entire router operating environment, resulting in a dataset composed of more than 50,000 system call
events spanning over 300 processes.

Among these, a subset of 16 processes was identified as newly started after activation of the tracing
layer. This identification was made possible through the snapshot capability provided by the tracing layer,
which records the state of running processes at both the start and termination of tracing. By comparing
these snapshots, it is possible to distinguish between pre-existing processes and those initiated during
the observation window.

At the current stage of CASTOR integration, it is not yet possible to unambiguously attribute the observed
interface state change to a specific process within the trace dataset. For this reason, the analysis pre-
sented in this section does not claim to model the exact control process responsible for the interface
reconfiguration. Instead, one of the newly identified processes was selected as a representative example
to validate the FSM pipeline.

The traces were parsed and pre-processed to enable FSM learning. This included:
* sorting events based on timestamps,
« aligning timestamps from different sources (kernel time vs Unix epoch),
« filtering events based on process and thread identifiers,
* reconstructing execution sequences for the selected process.

» The need for timestamp alignment arises from differences between runtime trace timestamps and
snapshot timestamps. Ensuring a consistent temporal ordering is essential for constructing valid
event sequences and for supporting future analyses where process activity spans both snapshot
and runtime observations.

Overall, this integration demonstrates that CASTOR eBPF traces can be successfully ingested, nor-
malised, and structured into a form suitable for FSM-based modelling.
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5.3.2 Learnt models

The selected process generated more than 500 system call events, corresponding to 43 distinct system
call types. Following the feature engineering phase, this set was reduced to 13 system calls identified as
the most informative based on entropy analysis. After FSM training and optimisation, the effective feature
set was further reduced to 6 system calls, indicating that several initially selected features were redundant
in the context of the learnt model. The resulting FSM model, shown in Figure 5.4, represents a compact
abstraction of the observed behavioural patterns of the selected process. This result demonstrates that
the FSM pipeline is capable of extracting structured behavioural representations from CASTOR trace
data.

drt sigprocmask

unlink
Y

a3 / ACCEPT Eeresconsgotaid xkgetgid

trace-20260206_195443-up_34853/trace-20260206_195443-up_34853-learned-moore-machine

Figure 5.4: Learnt FSM model based on the top ranked system calls

A further observation is that the quality and interpretability of the learnt model depend strongly on the
selected feature set. In some configurations, the optimisation process can lead to overly simplified mod-
els dominated by a single system call. An example of this behaviour is shown in Figure 5.5, where the
exit_group system call effectively overshadows other transitions. While this produces a valid FSM, it pro-
vides limited insight into the broader behavioural structure of the process. This highlights the importance
of careful feature selection in order to obtain meaningful attestation models.

— _— .
=l cgeliictt sigprocmaskclone veunlink

punlink

trace-20260206_195443-up_34853/trace-20260206_195443-up_34853-learned-moore-machine

Figure 5.5: Overshadowed FSM model

To explore this further, additional models were derived from the same trace dataset using different subsets
of features. These models, shown in Figure 5.6, capture different aspects of the process behaviour, such
as communication patterns (e.g. socket-related activity) and memory usage. This demonstrates that the
FSM approach is flexible and can be tailored to focus on specific behavioural dimensions depending on
the requirements of the use case.
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Figure 5.6: Learnt models based on socket communication and memory usage

Taken together, these results support the following conclusions:

CASTOR eBPF trace data is suitable for FSM-based behavioural modelling after appropriate pre-
processing.

* entropy-based feature selection enables reduction of the observation space while preserving rele-
vant behavioural structure.

the FSM training process can produce compact and interpretable models from real trace data.

* the choice of features has a significant impact on the usefulness of the resulting attestation model.

At this stage, the results should be interpreted as validation of the FSM training pipeline and its com-
patibility with CASTOR trace data. Further work is required to link the models to specific router control
processes and to integrate the runtime attestation phase within the broader CASTOR framework.

5.4 Summary of FSM-based attestation approach

This chapter introduced a Finite State Machine (FSM)-based approach for behavioural attestation within
the CASTOR framework. The FSM component is designed as a lightweight and interpretable source of
behavioural evidence, leveraging runtime traces collected by the CASTOR tracing layer to assess whether
observed process behaviour conforms to a learnt nominal model.

The approach is structured into two distinct phases. In the training phase, trace data is analysed offline
to derive a compact FSM model, including the identification of a reduced observation space (FSM alpha-
bet) through feature selection. In the runtime attestation phase, live observations are mapped onto this
alphabet and evaluated against the model to detect deviations from expected behaviour. The resulting
behavioural evidence is provided to the Trust Assessment Framework (TAF) as one input to overall trust
evaluation.

Preliminary results demonstrate that CASTOR eBPF trace data can be successfully processed to produce
meaningful FSM models, validating the feasibility of the approach. However, the current implementation
remains at an early stage, with ongoing work required to improve process attribution, expand training
datasets, and integrate runtime attestation within the broader CASTOR architecture.
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5.5 Next steps and future work

The results presented in this chapter demonstrate the feasibility of constructing FSM-based behavioural
models from CASTOR trace data and using them as a potential source of attestation evidence. The
current implementation represents an initial stage of development, and several steps are required to
progress towards a fully integrated and operational attestation capability within CASTOR.

* Integration of the runtime attestation phase. While the training pipeline has been validated offline,
further work is required to deploy the trained FSM models in a runtime setting and connect them to
the live trace stream produced by the CASTOR tracing layer. This includes defining the mechanisms
for mapping runtime observations onto the FSM alphabet, and producing structured behavioural
evidence for consumption by the TAF.

* Improving how the learnt models relate to the operational scenario being observed. In this work,
traces were collected while bringing a router interface up and down, and the FSM analysis was
performed on representative processes from that dataset. Future work should aim to better relate
the learnt models to the behaviour associated with this type of operation, in order to improve the
interpretability of the resulting attestation evidence.

» Expansion and diversification of training datasets. The robustness of the FSM models depends
on the ability to capture the variability of nominal behaviour. This requires collecting traces across
multiple executions, configurations, and operating conditions, in order to reduce the risk of false
positives during runtime attestation.

» Optimisation of feature selection and tracing configuration. The current entropy-based feature en-
gineering approach provides a solid foundation for identifying relevant system calls. Future work
will build on this by using the results of feature selection to guide which system calls are collected
by the tracing layer, enabling more efficient data collection while maintaining the ability to detect
meaningful behavioural deviations.

» The FSM-based attestation source must be integrated with the broader CASTOR Trust Assessment
Framework. This includes defining the format and semantics of the behavioural evidence produced
by the FSM, and how it is combined with other trust signals to contribute to the overall trust score
of network elements.

These steps will enable the transition from a proof-of-feasibility implementation to a practical and deploy-
able behavioural attestation mechanism within CASTOR.
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Chapter 6

Delegatable Order Revealing Encryption

In cross-domain environments, there is a need to exchange trust-related state information without reveal-
ing the exact trust level of individual routers or specific paths. Preserving this confidentiality is critical
for maintaining the security of both individual routing elements and end-to-end paths. For instance,
leakage of such information may lead to implementation disclosure attacks, particularly through profiling
and fingerprinting techniques. Traditional approaches rely on blockchain-based mechanisms combined
with a trust exposure layer that abstracts queried information (e.g., through filtered queries). However,
such exposure layers introduce additional computational and communication overhead. CASTOR aims
to address this challenge by investigating cryptographic constructions that enable efficient and privacy-
preserving trust evaluation. In particular, CASTOR operates in multi-domain settings where routing ele-
ments should not disclose raw trust values or supporting evidence to external domains. At the same time,
routing decisions require the ability to compare trust properties across domains—for example, to verify
that all elements along a path satisfy a given trust threshold. This creates the need for mechanisms that
support ordering-based comparisons of trust values without revealing their actual values, motivating the
use of Order-Revealing Encryption (ORE).

As illustrated in Figure 6.1, Network Controller A has full visibility over its domain, including nodes C,
D, E, F, and G, where F, G, E, and C form a routing path. Based on this view, Controller A determines
the minimum trust level along the selected path. This value is then propagated to the border node C.
Inter-domain communication between node C and node S in the neighboring domain is facilitated by the
Border Gateway Protocol (BGP). In this setting, the actual value of the minimum trust level must remain
confidential. To achieve this, the network controller encrypts the computed trust value before transmitting
it to node C. Upon receiving this encrypted value from domain A and the encrypted minimum acceptable
trust threshold from domain B, node S performs a comparison to determine whether the trust level of the
incoming path satisfies the required threshold. If the condition holds, the route is accepted; otherwise,
it is rejected. This scenario highlights two key cryptographic requirements: (1) the ability to compare
trust values across domains, and (2) the preservation of trust value confidentiality during the comparison
process.

What kind of cryptographic primitive can satisfy these above mentioned two requirements?

To address these requirements, Order-Revealing Encryption (ORE) can be employed, as it enables com-
parisons over encrypted values while preserving their confidentiality. However, standard ORE schemes
are typically defined in a single-user setting. To support the multi-domain scenario considered in CAS-
TOR, we adopt Delegatable Order-Revealing Encryption (DORE), which extends ORE to a multi-user
setting. In the following, we review the related work, present the building blocks underlying DORE, pro-
vide an overview of the DORE scheme, and finally describe its concrete construction.
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Figure 6.1: CASTOR scenario

6.1 Related work of order-revealing encryption

An Order-Preserving Encryption (OPE) scheme has the property that ciphertexts preserve the numerical
order of the plaintexts. The notion of OPE was first introduced in 2005 by Agrawal et al. [1]. Boldyreva
et al. [9] later defined the security model, and proposed an efficient OPE scheme using a tool called
hyper geometric distribution. However, this scheme was shown to be insecure by [10], as it reveals
plaintext information. Subsequently, Popa et al. [57] constructed the first OPE scheme with ideal security,
i.e., indistinguishability against order-chosen plaintext attack (IND-OCPA), by leveraging a B-tree data
structure. A fundamental limitation, however, is that efficient and non-interactive OPE schemes with
strong security guarantees do not exist, which inherently restricts their applicability.

Order-Revealing Encryption (ORE) can be viewed as the generalization of OPE that addresses this lim-
itation. In an ORE scheme, the order of plaintexts is determined by evaluating specific functions on
the corresponding ciphertexts. The concept of ORE was first proposed by Boneh et al. [14], who also
provided a concrete construction of ORE, achieving ideal security based on a powerful but relatively im-
mature cryptographic primitive, namely multilinear maps. Due to the heavy computation burden of current
multilinear maps, Chenette et al. [35] introduced an efficient ORE scheme at the expense of leaking the
index of the first different digit bit with respect to the plaintexts. To better balance the efficiency and se-
curity, Lewi and Wu [47] proposed a generalization of the ORE scheme, which leaks the index of the first
different block of the plaintexts. Using bilinear maps, Cash et al. [20] constructed a more secure ORE
scheme, which only leaks the “equality pattern” of the first different digit bit. Furthermore, Cash et al. [21]
proposed a new notion called parameter-hiding ORE and presented a construction based on asymmetric
bilinear map. The parameter-hiding ORE provides a strong security in the case that the database entries
are drawn identically and independently from a distribution of known shape, but for which the mean and
variance are not known. However, all of the above ORE schemes are all based on single-user setting,
which means different ciphertexts are encrypted using the same encryption key, which limits the appli-
cation of ORE schemes in multi-user environments. In 2019, Zhao et al. [48] extended the single-user
setting to multi-user setting by using PKI-based approach. In their scheme, except ciphertexts, any two
target entities A and B, A should generate a token, which is a commitment of A’s secret key sk, and
B’s public key pky. For the entity B, the token generation is the same as that for A. A tester can get the
order by comparing ciphertexts and tokens. However, Park et al. [53] showed that the tokens in [48] can
be forgeable, leading to security vulnerabilities. Also, they addressed this security issue by incorporat-
ing BLS/Schnorr signatures to generate tokens. This improved scheme is suitable for CASTOR, as it is
supports the multi-user setting while providing stronger security guarantees.
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6.2 Preliminaries & building blocks

As mentioned in the previous section 6.1, we will use the BLS/Schnorr signature schemes to generate
tokens. In this section, we introduce the Schnorr signature scheme, which serves as a core building block
in the DORE scheme. Bilinear pairings and BLS signatures are already defined in section 4.5.2

6.2.1 Schnorr signature
We denote the Schnorr signature as Sch = (Sch.Setup, Sch.Keygen, Sch.Sign, Sch.Verify)

« Sch.Setup(1*) — pp: This algorithm takes the security parameter \ as input. Chooses a secure
hash function H : {0,1}* — Z,. Then the public parameter is pp = (p, g, G, H).

« Sch.Keygen(pp) — (pk, sk): This algorithm takes the public parameter pp as input. Chooses a a
random value as secret key sk, Then the public key is pk = g3*.

« Sch.Sign(sk, m) — o: This algorithm takes the secret key and a message as inputs. Computes the
signature as follows:

v" Choose a random value r and computes R = g".

v" Computes the challenge ¢ = H(R, pk, m).
v' Computes s =r — ¢ - sk.

Then the signature is o = (c, s).

« Sch.Verify(pk,m,o) — 0/1: This algorithm takes the public key, the message and signature as

inputs. Computes R’ = ¢*pkc and checks whether the equation ¢ ~ H(R', pk,m) is satisfied or not.
If yes, it accepts the signature, otherwise the signature is rejected.

6.3 Overview of the scheme

The notation used throughout the scheme is summarized in Table 6.1.
Entities. In a DORE scheme, there are two types of entities, i.e., multiple encryptors and a tester.

» Encryptor. An encryptor computes a ciphertext of the trust level and a token to be used for com-
parison. It can be instantiated by an orchestrator.

» Tester. A tester can compare two cipherxts to get the order of associated plaintexts. It can be any
entity except encryptors.

Conceptual Protocol Overview. As stated earlier, multiple encryptors can exist and a single tester.
Here, we assume two encryptors, A and B, and a tester as an example, in order to simplify the description
of the DORE scheme. As shown in Figure 6.2, Encryptors A and B need to encrypt their plaintexts, to
obtain the corresponding ciphertexts, ct4 and ctz. Then they both send their ciphertexts to the third party,
i.e., the tester. Finally, the tester can get the order of their plaintexts by comparing the two ciphertexts
cty and ctg. In CASTOR, the encryptor A is instantiated by the network controller A, the encryptor B
is instantiated by the network controller B. The plaintext for A is the lowest trust level in domain A, the
plaintext for B is the minimum trust level in domain B that is acceptable. Further, the communication
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Symbol Description

A Security parameter

n The length of a message

P A prime order

Gy A cyclic group of order p over an elliptic curve
Go A cyclic group of order p over an elliptic curve
g1, 92 Generators of G; and G,

Gr A multiplicative cyclic group of order p

e Type Il pairing defined by e : G; x Gy — Gr
H A hash function defined as H : {0,1}* — G,
H, A hash function defined as H; : {0,1}* — Z,
—s Indicates a uniform random sampling

pp Public parameters

pk Public key for the encryptor

vk Verification key for the encryptor

sk Secret key for the encryptor

m A message to be encrypted

ct ciphertext associated with the message m

tok,,, v, A token generated by the encryptor v's secret key on

u’s public key

Table 6.1: Notation Summary for DORE

Encryptor A cta Tester

. _—
(ciphertext cta) compare ctyandctg

Clg  Encryptor B

(ciphertext ctg)

Figure 6.2: Conceptual overview of a DORE scheme
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between A and B is realized by BGP nodes C and S. Then we let S act as the tester. In the following, we
will describe details of the scheme and how it is applied to CASTOR scenario.

Syntax. A DORE scheme consists of two main building blocks: a signature scheme denoted by Sig =
(Sig.Setup, Sig.KeyGen, Sig.Sign, Sig.Verify), and a Delegatable Equality-Revealing Encoding (DERE)
scheme DERE = (DERE.Setup, DERE.KeyGen, DERE.Enc, DERE.Token, DERE.Test, DERE.Verify). We
note that DERE.KeyGen and DERE.Enc are run by a single entity; therefore, we do not denote their inputs
with u or v. In contrast, DERE.Token, DERE.Test and DERE.Verify require inputs from different entities,
so we denote their inputs with u or v. This convention is also used in the DORE scheme description. In
the following, we first describe Sig, followed by DERE and finally DORE:

» Sig.Setup(\) — pp,;,: This algorithm takes the security parameter A as input and returns the public
parameter ppg;,.

« Sig.KeyGen(ppsig) — (Vksig, sksig): It takes a public parameter as input and outputs a pair of keys
consisting of a signing key sk,;, and a verification key vkg;,.

* Sig.Sign(ppsig, sksig,m) — o: It takes public parameter ppy;,, signing key sk, and message as
input, and outputs the signature o.

« Sig.Verify(ppsig, vksig, m, o) — 0/1: It takes public parameter pp,;,, the verifying key vk,;,, message
m, and signature o as input. If the signature is valid, it returns 1; otherwise, it returns 0.

In DERE, a signature scheme is used to ensure the unforgeability of tokens.

« DERE.Setup(1*) — pp: This algorithm takes the security parameter )\ as input and outputs the
public parameter pp by running the algorithm Sig.Setup.

« DERE.KeyGen(pp) — (pk, vk, sk): This algorithm is run by an encryptor by taking pp as input and
outputting (pk, vk, sk) by running the algorithm Sig.KeyGen, where pk is the public key, vk is the
verification key and sk is the secret key.

« DERE.Enc(pp, m, sk) — ct: This encryption algorithm is run by the an encryptor by taking (pp, m, sk)
as inputs and outputting the ciphertext ct.

+ DERE.Token(pp, pk,,, sk,) — tok(,_,,): This algorithm is run by an encryptor v, who uses his/her
sk, to sign the other entity u’s public key pk,, using Sig.Sign to generate the token.

« DERE.Test(pp, cty, Ct,, toK(y,, v,,), 0K w)) — 0/1: This algorithm is run by the tester, who takes
(pp, cty, ctv,tok(upk_wsk),tok(vpk_msk)) as inputs and outputs the comparison result. “1” means two
plaintexts associated with the ciphertexts are equal, otherwise, “0” means different.

« DERE.Verify(pp, Vk,, VKy, 10Ky, —50.,), 10K(w,, .,y — 0/1: This algorithm is run by the tester, who
takes (pp, VKy, VKy, 10K (4, —50,,), 1OK(w,, —u,, ) @S inputs to run Sig.Verify and outputs “1” for accepting
the tokens, otherwise “0” for rejecting the tokens.

Based on the DERE scheme, a DORE scheme is denoted as DORE = (DORE.Setup, DORE.KeyGen,
DORE.Token, DORE.Verify, DORE.Enc, DORE.Test). All algorithms are described as follows:

« DORE.Setup(1*) — pp: With the inputs, run the DERE.Setup algorithm and output pp.

« DORE.KeyGen(pp) — (pk, vk, sk): With the inputs, run DERE.KeyGen(pp) algorithm and output
(pk, VK, sk).
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* DORE.Token(pp, pk,,, sk,) — 0Ky, v,,): With the inputs, run DERE.Token algorithm and output
tOk(Upkﬁ‘vsk) .

* DORE.Verify(pp, VKy, VKy, 10Ky, ) 10K, —0,,)) — 0/1: With the inputs, run DERE.Verify algo-
rithm and output decision bit 0/1.

» DORE.Enc(pp, m,sk) — ct: It takes a message m € {0,1}* and sk as input and outputs the
corresponding ciphertext by running the algorithm DERE.Enc.

« DORE.Test(pp, ct,, ctv,tok(upwvsk),tok(l,pk_msk)) — res: It takes a pair of ciphertexts ct,, ct, and
tokens toK(y,, —v,,), 0K (v, —su.,) @S input and outputs the result.

Security model. As described in D3.1 [24], the security of a DORE scheme is captured by three proper-
ties: correctness, data privacy and token unforgeability.

Correctness. The correctness of a DORE scheme ensures that the test algorithm accurately gets the or-
der of two plaintexts by comparing two corresponding ciphertexts provided by two mutually authenticated
users. Let (m,, m,) be a pair of messages, (pk,, vk,, sk,) and (pk,, vk, sk,) be a pair of keys generated
by the DORE.KeyGen algorithm, and ct,, ct, be a ciphertext of m,,, m, with key sk,, sk, respectively.
Then we say a DORE scheme is correct if for any pair of messages m,, m, and keys (pk,, vk,, sk, ) and
(pk,, vk, sk, ), the following holds:

u?

 DORE.Verify(pp, VKy, VK, , toK(y—yu) tOK () = 1
* DORE.Test(pp, cty, Cty, 10Ky, —su,,)5 1OK(w  —s0,,)) = TES

v lfmy, > m,, thenres =1
v lfm, < m,, thenres = —1
v’ Otherwise, res = 0

Data Privacy. The data privacy of a DORE scheme ensures that the ciphertexts ct generated by the
DORE.Enc algorithm do not leak information except the order. Further, DORE provides data privacy if the
DORE.Enc algorithm satisfies indistinguishabity under an ordered chosen plaintext attack (IND-OCPA).
The IND-OCPA security definition is parameterized by a leakage function £, which exactly specifies what
is leaked by an ORE scheme.

Definition 3. (Security of DORE with Leakage). Fix a security parameter A € N, let A = (A4, ..., A4,)
be an adversary for some ¢ € N. Let S = (Sp,S1,...,S,) be a simulator, and let £(-) be a leakage
function. Two experiments REAL 4(\) and SIM 4 s (\) associated with the real world and simulated
world, respectively, are defined as follows:

REAL4()) :

1. pp <+ DORE.Setup(1*)

. (pk, vk, sk) +— DORE.KeyGen (1*)
(my,stq) < A (1)‘)

ct; < DORE.Enc (pp,my, sk;)

Lfor2<i<gq:
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(@) (mi,sta) < Ai( sta,cr,...,cim1)
(b) ct; «+ DORE.Encrypt(pp, m;, sk;)

6. output (cty,...,ct,) and sty
SIMas,c(A)

1. sts < So (1%)

2. (ma, sta) « A; (1Y)

3. (cty,sts) + S (sts, £ (my))
4. for2<i<q:

(@) (my;,sta) < A; (sty,cty,...,ctiq)
(b) (ct;, sts) < S; (sts, L (mq,...,m;))

5. output (cty,...,ct,) and sty

We say that IT is a secure DORE scheme with leakage function L(-) if for all polynomial-size adversaries
A= (A,..., A where ¢ = poly()), there exists a polynomial-size simulator S = (S, ..., S,) such that
the outputs of the two distributions REAL 4(\) and SIM 4 s () are computationally indistinguishable.

Definition 4. (IND-OCPA Security). Let £ be the following leakage function:
L(my,....,m) ={1(m; <m;):1<i<j<t}.
If an ORE scheme is secure with leakage L, then it is IND-OCPA secure.

Token unforgeability. Token unforgeability means that an adversary .4 without access to a valid secret
identity key isk and signing key sk, cannot generate a token that passes DORE.Verify algorithm. The def-
inition of token unforgeability is shown in Figure 6.3. The oracles DORE.KeyGen(pp), DORE.Token(pk;, -)
and Corr(pk) involved in this game are defined as follows:

« DORE.KeyGen(pp) — ((pk,sk), (isk, ipk)): Given the system public parameter pp, when the ad-
versary .A makes queries about a user’s key, this oracle returns the secret key pairs (pk, sk).

+ DORE.Token(pk,,, pk,,-) = (toKy,, v, 10K, , 4, ): Given two public keys pk,, pk,, when the ad-
versary makes queries about two user’s authorization tokes, this oracle returns two associated
authorization tokens (tok,,, ., , 10Ky, S, )-

« Corr(pk) — sk: When the adversary makes queries using a user’s public key pk, this oracle returns
the corresponding secret key sk.

We denote the advantage of A as adv%%ﬁff(/\), which is defined by the probability that .A wins the token

unforgeability game.

Definition 5. (Token Unforgeability) A DORE scheme is said to provide token unforgeabiliry if for any
polynomial time adversary A, the following equation holds:

advir () = Pr [Expiese, (\) = 1] < negl(3)
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Experiment Expgzgn‘f’:fe(/\)

- pp < DORE.Setup(1*)

_ (tOkZpkevswtOkzpk—)usk) — ADORE.KeyGen(pp),DORE.TGen(pku,pkv,'),Corr(pk)(pku,pkv)_
- Return 1 iff DORE. Verify (pk,, pky, tok;, .., ., toky ., ) = 1A(tok;, ., .toky ., ) and(pky,pk;) have not

been queried before.

Figure 6.3: Token unforgeability game.
6.4 The concrete DORE scheme

In this section, we following the example mentioned before. The scheme can also be applied to multiple
domains and network controllers. In this concrete scheme, we first introduce the DERE scheme followed
by the DORE scheme.

« DERE.Setup(1*) — pp: This algorithm takes the security parameter ) as input and outputs the pub-
lic parameter pp = (p, Gy, Gy, g1, g2, Gr, e, H, Hy ), additionally, sets pp,, = (p, G1, g1, H1), where
(p, Gy, Ga, g1, 92, G, ) are parameters for type Il pairings. H and H; are two hash functions de-
fined as: H: {0,1}* — Gy, H,:{0,1}* — Z,,.

« DERE.KeyGen(pp) — (pk, vk, sk): This algorithm is run by an encryptor.

v' DERE.KeyGen(pp) — (pky4,Vka,ska): if this algorithm is run by the network controller A,
randomly chooses a,z < Z,. Then the secret and public keys are sky = (a,x), pky = ¢9,
vka = gi. Moreover, the signature signing key is sk, 4 = x, verification key is VKgig 4 = VK4.

v' DERE.KeyGen(pp) — (pkg,Vkg,skg): if this algorithm is run by the network controller B,
randomly chooses b,y <5 Z,. Then the secret and public keys are skz = (b,y), pky = g5,
vkp = g{. Moreover, the signature signing key is sksig,B = Y, verification key is vk, p = VKp.

« DERE.Enc(pp, m, sk) — ct: This encryption algorithm is run by the an encryptor.

v' DERE.Enc(pp, ma,ska) — cta: if the encryptor is the network controller A, the message m 4
is the lowest trust level of the routing path in the domain. Then randomly picks r4 < Z, and
computes ¢ and ¢!, as below:

ch = (91" H(ma))", ¢' = gi*
Finally, it outputs the ciphertext ct4 = (%, c}).

v' DERE.Enc(pp, mp,skg) — ctg: if the encryptor is the network controller B, note that the
message mp is the minimum trust level. Then randomly picks rp s Z, and computes %
and ck as below:

cp = (6i°"H(mp))", " = gi”
Finally, it outputs the ciphertext ctg = (%, ck).

- DERE.Token(pp, pk,, sk,) — tok,,, ., This algorithm is run by an encryptor, who uses his/her
sk, to sign the other entity «’s public key pk, to generate the token.

v' DERE.Token(pp, pky, ska) — tokp,, 4,,: Concretely, mapping to CASTOR scenario, if this
algorithm is run by the network controller A, then the following steps are executed. First, it
computes the token tokp,, .4, = (t% , a,,,th 4., 04) @s follows:

t%prsk = pk, t}gprsk = pk%, 04 = Sig.Sign(pp,;,, SKsig, A, (tOBprsk,t}gprsk))
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stg can be instantiated by a BLS signature [15] or Schnorr signature [59]. Here we take the
Schnorr signature as an example. Then, the signature o4 is computed as follows:

+ Chooses randomly 7, < Z, and computes C\; 4 = ¢1°.
« Computes a challenge c4 = Hq(Cyk a, VKsig a4, 1% 4, th 1)
* SA =Ty —Cap- X

Then the signature o4 = (ca, S4).

v" DERE.Token(pp, pk 4, skp) — toka , .5, If this algorithm is run by the network controller B
the following are executed. First, it computes the token toka,, .5, = (tgm Bsk,t}%k_) B 0B)
as follows:

0 1 b . . 0 1
tApkaBsk - pkAﬂ tApk%BSk = pkAy7 oB = Slg'SIQn(ppsi97 SkSig,B7 (tApkaBs,y tApk%Bsk))

The Schnorr signature o4 is computed as follows:
«+ Chooses randomly r, <5 Z, and computes C,; 5 = g,".
« Computes a challenge c4 = Hi(Cy 5, VKsig B, tOApﬁBsk, thprsk)
* Sp=Ty —CB"Y

Then the signature o = (¢, sg).

+ DERE.Test(pp, cty, ctp, tokp,, 4,,,t0Kka,, 5, ) — 0/1: This algorithm is run by the tester, which
computes the following values:

€ (C?47t?B —A )) € <COB7t?A r—B k))
dy = —————— = e(H(ma), g5"), dh = ——— = e(H(msp), g5").
€ <CA’t(Bpk~)Ask)> € <CB7t(Apk‘>Bsk))

Finally, it compares d, and d,. If dy = d;, returns 1, otherwise 0.

* DERE.Verify(pp, vka, VKp, 10K , 4,,),10K(4,,—B,,) — 0/1: This algorithm is run by the tester.
Then the tester runs verification algorithms as follows:

v Sig.Verify(ppsig,va,(tOBpﬁAsk,t};pﬁAsk),oA) — resa: Computes C)y 4 = g1t - (Vksig.a)©A

and checks ¢/, < Hi(Crpa, V Ksig.a, t%pk%Ask’ t}gpk_)Ask), if yes, res4 = 1, otherwise res, = 0.

v’ Sig.Verify(pp,;, Kz, (t%prsk,thprsk),aB) — resg: Computes C); 5 = g7 - (vkyigp)“"

? : :
and checks ¢ = Hi(Cyy, 5. V Kaig B, 1%, o5, th 5., ) if Y€, resp = 1, otherwise resp = 0.

If resy = resg = 1, it outputs 1, otherwise outputs 0.
Based on the DERE scheme, we construct the concrete DORE scheme as follows:

« DORE.Setup(1*) — pp: With the inputs, run the DERE.Setup algorithm and output pp.

« DORE.KeyGen(pp) — (pk, vk, sk): With the inputs, run DERE.KeyGen(pp) algorithm and output
(pk, vk, sk). Instantiated by the network controllers A and B to generate two pairs of keys, i.e.,
(pk 4, vk, sk4) and (pkg, kg, skp).

+ DORE.Token(pp, pk,, sk,) — 10Ky, v,,): With the inputs, run DERE.Token algorithm and output
toK(u,, —v,,)- Instantiated by network controllers A and B to generate two tokens, i.e., toks, 5,
andtokp,, a,,-

* DORE.Verify(pp, VKy, VKy, 10Ky, ), 10K, —0,,)) — 0/1: With the inputs, run DERE.Verify algo-
rithm and output decision bit 0/1. Instantiated by network controllers A and B, to generate two
tokens tok(BpﬁAsk) and tOk(A,,WBS,C)-
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» DORE.Enc(pp, m, sk) — ct: It takes a message m € {0, 1}* and sk as input. It encrypts message bit
encodings e(m;, I D), which is defined as e(m;, [D) = (i, mymsy ... m;||0"*, ID) for ID € {0, 1,2},
as follows:

v If m; = 0, it computes ciphertexts ct[:] = (ct[s, 0], ct[z, 1]) as follows:
ct[s,0] = DERE.Enc(pp, €(m;,0),sk), ct[i, 1] = DERE.Enc(pp, €(m;, 1), sk).
v’ Else if m; = 1, it computes ciphertexts ct[i] = (ct[s, 0], ct[7, 1]) as follows:
ctz,0] = DERE.Enc(pp, e(m;, 1),sk), ct[i, 1] = DERE.Enc(pp, €(m;, 2), sk).

Finally, this algorithm returns ct = (ct[1],...,ct[n]). Then this algorithm is instantiated by network
controllers A and B to get ciphertexts ct4 and ctp.

* DORE.Test(pp, Cty, Ctp, toK(4,, - B,,), tOK(B,, - 4,,)) — res: It takes a pair of ciphertexts ct,, ctz and
tokens toka,, 5., 10K, - 4,,) @s input. Test algorithm runs DERE. Test iteratively. In particular,
for : = 1 to n, the algorithm executes the following:

1. If i = n + 1, then return 0.
2. Else Compute res, and rest, as follows:
v DERE.Test(ctali, 0], ctp[i, 1]) — resi,.
v DERE.Test(cta[i, 1], ctg[i, 0]) — rest,.
(a) If res’, =1, then returns 1, which means ma|i] > mz][i].
(b) Else if res’; = 1, then return —1, which means m4[i] < mpgli].
(c) Elsei <+ 1.

When applying this concrete DORE scheme into CASTOR project, we need to consider the communi-
cation process between BGP nodes C and B. To ensure the authentication of information transmitted
between BGP nodes C and B, a signature algorithm (BLS or Schnorr signature) is supposed to be used.
Here, we take the Schnorr signature as an example. Following the syntax of Schnorr signature and
the DORE, we describe the communication process between nodes C and B as follows, also shown in
Figure 6.4:

Token from node C to node S:

» Sig.KeyGen(pp,;,) — (pkc, skc): The node C runs this algorithm to generate a secret and public
key pair, i.e. skc < Z, and pkc = g**c.

» Sig.Sign(skc,tokp,, a,,) — oc¢: The node C runs this algorithm. Firstly, computes Rc = g™
where r¢ < Z,; Then computes the challenge cc = Hi(R¢, pkeo, tokp,, .4, ),; Then the signature

Oc = (ch Sc).
» Sig.Verify(pkc, oc,tokp,, 4,,) — 0/1: The node S runs this algorithm. Firstly computes R, =

g°°pk(s. Then checks whether the equation holds or not c¢ - Hi(R¢, pke,tokp,, -a,,). If yes,
outputs “1” for accepting the token information. Otherwise, output “0” for rejecting.

Token from node S to node C:

- Sig.KeyGen(pp,;,) — (pks, sks): The node C runs this algorithm to generate a secret and public
key pair, i.e. skg s Z, and pkg = g**s.
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» Sig.Sign(sks,toka,, »5,,) — oc: The node S runs this algorithm. Firstly, computes Rs = ¢'s,
where rg < Z,; Then computes the challenge cs = H,(Rc, pkc,toka,, 5., ),; Then the signature
gs — (CS, 85).

» Sig.Verify(pks, 05,10k, 5,,) — 0/1: The node S runs this algorithm. Firstly computes R =

g*spk&’. Then checks whether the equation holds or not cg - Hi (R, pks,toka, 5,,). If yes,
outputs “1” for accepting the token information. Otherwise, output “0” for rejecting.

Network controller A C S Network controller B
pka, Vvka, sky = pky, vk, skg = (b,y)
(a,2)

run
DORE.Token(pp, pkj, Ska4)

tokp, 4, tokp,, —»a,,, oC tokp, 4,

— tokp,, a4, run
DORE.Token(pp, pk 4, skp) —
toka,, -m,,, run
DERE.Verify(pp, vk, VKg, 10K(B,, 5 4,,), 10K(4,, - B,1))

tokA,, — By t0KA B 0 toka,,— By

run
DERE.Verify(pp, vk, VK, toK (5, - 4,4 tK(4 55,

run
DORE.Enc(pp, m4,ska) —

cty
cty cta ctp

run
DORE.Enc(pp, mg(threshold), skg) —
ctp

run
DORE.Test(pp, Cta, Ctp, 0K B, —4..), OK(4,,—B,)) —
res

Figure 6.4: Workflow of the concrete DORE scheme used in CASTOR
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Chapter 7

Analysing Execution Path Determinism for
Traffic Engineering

Having thoroughly described in Chapter 3 the Trust Network Device Extension (TNDE) and the CASTOR
security umbrella, and in Chapters 4 and 5 the CASTOR trust sources, the present chapter focuses on the
deployed tracing units that enable the later trust characterization of the target vRouter. More specifically,
it examines the granularity of system evidence, both for configuration (attestation source) and runtime
behaviour (FSM source).

Specifically, this chapter investigates the core hypothesis that highly detailed, non-deterministic execu-
tion paths, which are strictly dependent on volatile routing inputs, can be systematically abstracted into a
deterministic formal model. To achieve this high-degree, coverage-based verification, the tracing method-
ology explicitly identify the precise entry and exit boundaries within the execution flow. As subsequent
sections will demonstrate, internal operations that dictate the integrity of routing data structures are in-
herently non-deterministic. Consequently, the assumption that the routing integrity can be guaranteed
by simplifying the tracing into a static configuration verification is fundamentally insufficient. Instead,
dynamic, non-intrusive tracing is required to extract the necessary granular evidence, bridging the gap
between raw, variable system behaviour and a verifiable, deterministic Finite State Machine (FSM) ab-
straction.

This chapter presents the first instantiation and experimental evaluation of monitoring hooks and intro-
spection probes within the context of a routing function. As part of the experimental setup, the current
tracing is limited to the control-plane implementation of the xRD routing. In particular, it explores how up-
dates can be performed through the FlexAlgo routing structure in the context of Segment Routing (SR).
The ultimate goal is to identify the boundaries of tracing required to enable runtime behavioral monitoring
based on FSM models.

7.1 Granularity of Traces and the Attestation Hypothesis

With the core elements of the CASTOR architecture in place—specifically the TNDE, the FSM, and the
primary attestation source—this chapter turns to examining the level of detail and the nature of the traces
needed to effectively support these trust mechanisms. The primary goal is to determine whether and how
granular system evidence can be extracted and utilized by the attestation source and the FSM to unlock
the verification phase of the routing plane within containerized routing element. To this end, the tracing
methodology is divided into two distinct work scopes:

1. Container-to-Host Monitoring: Capturing the boundary interactions and system calls as the vir-
tual router interfaces with the underlying infrastructure.
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2. Container-Internal Flow Monitoring: Observing the isolated execution logic protocol inner work-
ings while updating routing policies that trigger the Shortest Path First (SPF) calculation, occurring
entirely within the user-space of the container.

Across these scopes, the CASTOR framework must capture two fundamental categories of evidence:

« Static Evidence: The resting state of the network intelligence, specifically the content of the Rout-
ing Information Base (RIB) — the central database responsible for path calculation and policy appli-
cation — and the Forwarding Information Base (FIB) — the optimized execution table containing the
actual instructions for packet switching.

» Volatile Evidence: The dynamic execution flow and ephemeral state transitions that occur strictly
during an active administrative policy update.

This dichotomy of evidence introduces a two-fold architectural question: (i) First, what specific traces can
be reliably extracted in a highly virtualized environment characterized by continuous context switching
between the containerized virtual router and the host operating system? (ii) Second, what technologies
allow us to introspect these environments, and are they appropriate for the specific type of evidence
required?

To answer these questions, we must first establish the expected lifecycle of a routing policy update.
Regardless of specific vendor architectures, a configuration change follows a predictable sequence: initial
administrative intent (committed via an orchestrator, PCE, or CLlI) is ingested by the management plane,
which then dispatches internal notifications to the PCEP agents and routing protocol engines operating
within the instantiated vRouters. Upon notification, these engines execute the necessary mathematical
calculations, such as a Shortest Path First (SPF) algorithm, against the current Link State Database,
evaluating one-hop neighbors and path profiles with labels of the Flexible Algorithm, to determine the
new valid next hop in the path. Finally, this calculated intelligence is simultaneously programmed into the
router’s local forwarding data structures and broadcast to network neighbors for global synchronization.
Mapping this theoretical lifecycle to concrete, observable system events forms the basis of our verification
strategy.

To establish a robust mechanism for control plane verification within containerized environments, this
chapter investigates the necessary scope of system introspection. The central architectural question
driving this analysis is whether a single trace unit, designed exclusively to extract static evidence from
routing data structures, is sufficient to guarantee integrity, or if a secondary trace unit is required to capture
the volatile evidence of the active execution flow. To evaluate this, we define the core hypothesis of this
investigation: The integrity of the state of the router, established by tracing the static routing data
structures observed at the host level, serves as the singular and sufficient metric for control plane
verification. This hypothesis posits that any modification to the routing configuration must manifest as
an observable change in the static memory mappings that matches the authorized administrative intent.
By monitoring this static boundary between the container and the host, we define the trust bounds of the
system model, building upon the integrity measurements of the TNDE.

The analysis reveals that while host-level kernel-extensions are required to directly introspect the static
memory mappings of data structures (the resting state), they provide only a snapshot in time. Static
evidence alone cannot verify the causal lineage of a routing update, nor can it capture the ephemeral
protocol mathematics that justify a state change. Furthermore, to accommodate larger traffic bounds,
environments frequently enable DPDK optimizations. This introduces a kernel-bypass architecture that
completely hides the active forwarding state from standard static host checks.

Crucially, however, the underlying control plane process, specifically the sequence of systemcalls uti-
lized to instantiate the policy update, remains unchanged regardless of these data plane optimizations.
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Consequently, the architectural reality invalidates the core hypothesis that a single trace unit for static ev-
idence is sufficient for control plane verification.The outcome of this chapter demonstrates that we must
introduce an additional trace unit, leveraging eBPF, to monitor the volatile execution flow and capture the
dynamic events occurring precisely when a policy update is instantiated.

7.2 Deployment Architecture

The deployment strategy is bifurcated to address both the theoretical tracing capabilities and the opera-
tional performance of the framework. This differentiation ensures that we can successfully validate the
depth of the execution flow that can be monitored across both the container and the host. Furthermore, it
demonstrates that these extraction techniques remain highly applicable to production-equivalent scenar-
ios, specifically when dealing with commercial, closed-source virtual routers deployed in complex network
topologies.

» Control Plane Proof of Concept: To facilitate a thorough investigation into the reachability of
system traces, the architecture resides on a single virtual machine host. In this configuration, each
Cisco 10S XRd router operates as a containerized instance. This centralized approach enables
the eBPF trace unit to monitor concurrent interactions between multiple routing processes and the
shared kernel of the host. This environment is specifically optimized to determine the precise level
of tracing that can be achieved, identifying the exact system events that must be monitored to
extract the necessary observations that will feed the trust sources, most notable the FSM.

» Data Plane Use Cases: The topology transitions to a multi virtual machine structure for the eval-
uation of CASTOR use cases under realistic conditions. In this environment, each virtual router
is isolated within its own dedicated virtual machine. Furthermore, the high speed data plane uti-
lizing DPDK is positioned in a separate virtual machine. This architectural separation mirrors the
deployment models followed in realistic, production-grade environments to ensure Service Level
Agreements (SLA) compliance. By isolating the data plane from control plane interference, we
prevent CPU cache misses and resource contention when handling large data packets.

7.3 System Model and Trace Unit Instantiation

The CASTOR framework incorporates an architecture comprising two distinct trace units designed to
capture both the static and volatile properties of the system. The first trace unit utilizes eBPF for deep
observation of volatile system events, specifically, systemcalls at the shared boundary (Kprobes) and
user-space probes (Uprobes) executing within the containerized Cisco IOS XRd router. Because eBPF
is inherently event-driven, it cannot be used to introspect the static integrity of the container itself or its
internal data structures. Therefore, to address static properties, the second trace unit employs host-level
kernel extensions that directly introspect the memory mappings of these various data structures.

By strictly separating the execution environment of the host from the containerized XRd router, this study
employs the eBPF trace unit to examine the instantiation of a Flexible Algorithm update. Specifically,
the focus is on Algorithm 128, a user-defined Segment Routing topology identifier utilized to compute
forwarding paths based on custom administrative constraints (such as link exclusion). This tracing mech-
anism allows for the verification of routing integrity from the outside looking in, without relying on the
internal telemetry of the router itself.
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7.3.1 The Flexible Algorithm 128 Instantiation and Logical Data Structures

The dynamic modification of the vanilla Flexible Algorithm 128 serves as the primary mechanism to
trigger trace analysis. Within the context of Segment Routing Traffic Engineering, this algorithm allows
network operators to define specific routing behaviors, such as explicitly including or excluding certain
links based on custom network properties rather than standard shortest-path metrics.

Specifically, Flexible Algorithm 128 is pre-programmed with a strict logical constraint: it must exclude
any network links marked with "Affinity Bit 0”, which we administratively define as a low-trust identifier.
To trigger a state transition and observe the system’s reaction, an administrative update is committed
that deliberately assigns this low-trust bit to an active, currently in-use network interface. Because the
algorithm’s rules explicitly prohibit traffic from traversing any link marked with Affinity Bit 0, the routing
engine must respond immediately to the configuration change.

Upon the commit of this administrative policy, the IS-IS (Intermediate System to Intermediate System)
process performs the following actions:

1. Topology Pruning (FSM Input Trigger): The affected interface is removed from the logical topol-
ogy database constraint set for Algorithm 128. This marks the exact entry point into the Calculation
(C) state.

2. Shortest Path Calculation (Graph Reconstruction): The mathematical engine executes a con-
strained Shortest Path First calculation using Dijkstra’s algorithm to determine a new valid next
hop interface that avoids the untrusted link. When SR-TE is elevated to its CASTOR equivalent, this
mathematical engine will interact with the backend CASTOR multi-objective optimization engine.

3. Instruction Dispatch (FSM Output Realization): The resulting intelligence is finalized. This marks
the exit of the Calculation (C) state; the new next hop and its associated transport labels are syn-
chronized from the RIB and programmed directly into the FIB.

As illustrated in the flow diagram in Figure 7.1, this conceptual deployment model of the XRd router within
the host infrastructure maps the exact trajectory of a configuration policy update, such as the instantiation
of Flexible Algorithm 128.

To clarify the trace unit’s methodology and the router’s architecture, the diagram employs a specific color-
coding schema. The fundamental state flow is represented in black, while the specific tracing mech-
anisms (the technical mechanics of which are analysed comprehensively in Section 7.7.4) are distin-
guished by colour:

» Black denotes the sequential internal states (A through D) representing the state transition model
process flow, during updating a routing policy.

* Red highlights the kernel-level kprobes attached to critical system calls (e.g., read, futex, sendto).
These capture the entire execution flow across the user-space/kernel boundary, specifically moni-
toring the protocol engine’s communication phases.

» Blue identifies the user-space uprobes (igpls_update_link and igpls_update_node) deployed to es-
tablish the causal chain, successfully capturing the precise entry and exit boundaries of the Logic
state (State C) calculation.

. represents the target rcemd_spf mathematical function within the calculation engine. Because
this user-space function is heavily optimized and stripped from the production binary, it cannot be
directly hooked, visually demonstrating the necessity of the bounded Blue uprobe strategy.
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Figure 7.1: Conceptual deployment model and internal flow diagram of a Flexible Algorithm configuration
policy update within the Cisco IOS XRd router

» Purple denotes the netlink tracer, originally designed to monitor standard host-level iptables and
nftables modifications. However, as illustrated by the Kernel Bypass, the XRd protocol engine trans-
mits Egress and Ingress PDUs directly to the Network Interface Card (NIC) to flood the diamond
topology. This hardware-direct path bypasses the standard Host OS routing data structures entirely,
rendering the netlink tracer unused for this specific protocol traffic.

Crucially, the captured state-level transitions depicted here establish the baseline for both deployment
architectures. While the fundamental logical states of the routing process remain structurally consistent,
the subsequent analysis will specifically evaluate whether the exact sequence of underlying system calls
extracted in the second setup, where the XRd instance is isolated within its own dedicated Virtual Machine
for high-speed data plane use cases, strictly mirrors the traces observed in the single-host control plane
Proof of Concept.

7.4 Trust Bounds and Observable Extraction

The primary objective is the establishment of a mechanism for control plane verification. This is achieved
by validating the integrity of routing data structures through evidence collected from the host environment.
By observing the system externally, the framework can verify the internal operations of the router without
relying on the internal reporting of the potentially compromised container.

This verification methodology relies on two fundamental principles: introspection and observable extrac-
tion analysis. Introspection provides the capability to observe the operational state oof the container
without relying on internal application interfaces. Observable Extraction Analysis refers to the determin-
istic procedure of capturing kernel-level evidence, such as system calls and user-space probes, to verify
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the internal logic of the router.

7.4.1 Experimental Setup and Assumptions

The experimental setup is anchored on Intel Trust Domain Extensions (TDX) to provide hardware isolation
for the execution of CASTOR components. Within this architecture, we do not actively verify the host
operating system, nor do we monitor events that affect the systematic behavior of the host itself, as
such vectors fall outside our defined threat model. Consequently, rather than attempting to establish the
baseline security of the host environment, the scope of observation is deliberately constrained to facilitate
highly targeted experimental validation. This allows the framework to focus exclusively on monitoring the
internal execution flows and events that can maliciously alter the containerized routing data structures.

By residing within this isolated host infrastructure, the eBPF trace unit is established as a trusted part
of our Layer 1 (e.g., Hardware-isolated Tracing & Attestation). This external perspective leverages the
host’s ultimate over the shared kernel, enabling the framework to observe the virtual router from an
independent vantage point and ensuring that the extracted evidence is an authentic representation of the
internal protocol state.

7.4.2 Methodology and Tracer Implementation

Systemcall ‘ Associated Process ‘ Functional Role in Routing Update

read isis_uv Reads the internal notification and configuration update dis-
patched by the lwm_manager, transitioning the intent into the
protocol engine.

recvfrom lwm_manager / isis_uv | For lwm_manager, it pulls the configuration update directly from
the System Database (SysDB). For isis_uv, it captures ingress
LSPs from the network interface.

futex lwm_manager Manages thread synchronization, ensuring that configuration
updates are processed without race conditions.

sendto isis_uv Executes outbound communication, multicasting topologyup-
dates to network neighbors and transmitting Netlink messages
to request host kernel updates.

write isis_uv Commits calculated routing entries to internal infrastructure
handles, finalizing the intelligence for data plane use.

epoll_wait | isis_uv Monitors multiple file descriptors simultaneously, allowing the
routing engine to remain in a highly responsive wait state with
minimal CPU overhead.

Table 7.1: Monitored Systemcalls and their Functional Roles

The development of the tracer followed a rigorous system call analysis phase. Using the syscount
bpfcc tool on the container bash, the Cisco ISIS process was monitored during administrative commit
operations. This analysis identified a deterministic pattern of systemcalls, specifically sendto, recvfrom,
write, read, futex and epoll wait, which characterize a routing policy update and are presented in the
collective Table 7.1.

The fa_tracer was implemented in C, leveraging libbpf to load hooks directly into the host kernel. By
targeting the isis_uv thread (the I/O engine of the IS-IS process), the tracer captures the exact moment
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the routing logic interacts with the underlying operating system. Specifically, it observes how the process
utilizes Netlink sockets to transmit structural network configuration messages and state changes, and
standard file descriptors to manage active network I/O, internal IPC and event monitoring.

The experimental methodology employs a sequence of two distinct scenarios:

1. Process Mapping: A single virtual router instance is deployed initially to analyze thread identifi-
cations and specific process names. This stage allows for the precise isolation of the components
responsible for the calculation logic of the routing protocol, as well as its communication with inter-
nal management components (such as the System Database via lwm_manager) and its attempted
external discovery via the Network Interface Card.

2. Topology Analysis: A complete diamond topology is deployed to observe the causal chain of
events during a configuration update across the network. This multi-node configuration is essential
to verify how a local administrative change propagates to neighboring systems and how those
neighbors respond to the update.

7.5 Data and Process Structures of the Routing Plane

The integrity of the routing plane is maintained through a sequence of interactions between intellectual
databases and operational forwarding tables. By defining these structures, we establish the context
required to interpret the trace evidence collected by the fa_tracer.

7.5.1 Logical Data Structures: RIB and FIB

The routing plane relies on two primary data structures to manage the lifecycle of a prefix. These struc-
tures represent the distinction between the calculation of a path and its actual implementation in the data
plane.

* RIB (Routing Information Base): The RIB serves as the master decision making database. It is
maintained by the central RIB daemon process (e.g., ipv4_rib). This daemon acts as the ultimate ar-
biter, consolidating network reachability information (prefixes) learned from various routing domains
and administrative inputs. These sources include static routing configurations, directly connected
interfaces, and dynamic interior gateway protocols such as IS-IS. The RIB evaluates all available
paths to a destination, resolves recursive routes, and applies administrative constraints, such as
the specific link exclusions defined in Flexible Algorithm 128.

Example Context: Upon the commit of an administrative policy that flags a specific network inter-
face with a LOW _TRUST affinity tag (using Affinity Bit 0), the RIB re-evaluates its topology. It initially
identifies the prefix 1.10.1.2 is logically reachable via interface Gi0/0/0/3. However, because the Al-
gorithm 128 constraint explicitly dictates the exclusion of any links marked with this LOW_TRUST
bit, the RIB prunes this specific adjacency from its candidate set and selects a secondary path to
maintain policy compliance.

» FIB (Forwarding Information Base): The FIB is the optimized execution table derived from the
RIB, forming the operational core of the Cisco Express Forwarding (CEF) architecture. While the
RIB remains in the control plane to process complex protocol logic, CEF pre-compiles this intel-
ligence and pushes the active routes down into the FIB, which resides closer to the data plane’s
memory execution space. This advanced switching topology ensures that the forwarding engine
(such as a DPDK polling thread) can switch packets at line rate without triggering CPU interrupts
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to consult the control plane. Consequently, the FIB contains only the hardware-ready instructions
required for packet switching. It maps destination prefixes to specific egress interfaces and trans-
port labels, ensuring that the forwarding engine can process without performing complex protocol
lookups.

Example Context: Once the ISIS completes the constrained shortest path calculation, CEF syn-
chronizes the result from RIB down to the FIB. The FIB is updated to swap the next hop for prefix
1.10.1.2 to the newly verified secure interface Gi0/0/0/1. The table now holds the immediate, cache-
optimized instruction to encapsulate the packet with transport label 16202 and egress the system
via the trusted interface, bypassing any further protocol lookups.

7.5.2 Process Structures and System Call Mechanics

The synchronization of data between the RIB and FIB, as well as the communication with network neigh-
bors, is facilitated by specific kernel-level processes. The fa_tracer monitors these processes by hooking
into the fundamental system calls they utilize to move data across the user-space and kernel boundary.

» lwm manager (Messaging and Synchronization): This process operates as the internal messag-
ing bus for the virtual router. It is responsible for informing the routing engine when a configuration
change has been committed to the system database.

v futex (Fast User-space Mutex): The /wm manager utilizes this systmcall to manage thread
synchronization. In a multi-threaded routing environment, futex ensures that the configura-
tion update is processes without race conditions, allowing threads to wait for state changes
efficiently.

v' read: This call is employed to ingest the binary configuration data from the system database,
transitioning the administrative intent from a static file or memory segment into the active
protocol logic.

* isis_uv (Communication and Forwarding Programming): This process acts as the interface
between the ISIS protocol and the external environment. It is the primary engine for topology
discovery and the synchronization of the FIB.

v' sendto: This systemcall is critical for outbound network communication. The tracer observes
sendto when isis_.uv multicasts LSPs (Link State PDUs) to neighbors or transmits Netlink
messages to the host kernel to request a FIB update.

v recvfrom: This systemcall represents the ingress of external intelligence. It is the mechanism

by which the router receives Link State PDUs from its neighbors, including topology updates
and sequence number packets (CSNPs/PSNPs).
Scientific Significance: In the context of the experimental setup, recvfrom is the starting
point of the update chain. When xrd-1 receives a topology update from a neighbor, recvfrom
captures the raw binary data. If the tracer detects a recvfrom is used to receive Netlink ac-
knowledgments from the kernel, confirming that a requested route was successfully written to
the FIB.

v" write: This call is used to commit calculated routing entries to the internal infrastructure han-
dles. It represents the handover point where the calculated intelligence is finalized for data
plane use.

v epoll_wait: High-performance routing engines utilize epoll_wait to monitor multiple file descrip-
tors simultaneously. This call allows isis_.uv to remain in a wait state until a network event,
such as a neighbor hello or a configuration update, requires immediate processing, ensuring
the system remains responsive with minimal CPU overhead.
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* libcrmd.so (The Calculation Engine): This shared library implements the Route Convergence
Monitoring and Diagnostics mechanism and houses the core mathematical logic for the Shortest
Path First (SPF) calculation. However, direct introspection of this library presents significant tracing
challenges. Because Cisco wants to optimize these production binaries and protect its property, it
heavily strips and unrolls the compiled code, hiding the core spf and Dijkstra functions from the static
symbol table. Furthermore, compiler-level Tail Call Optimizations (TCO) eliminate standard function
return instructions, rendering traditional duration-based exit hooks (uretprobes) entirely ineffective.
This architectural opacity prevents direct measurement of the algorithm’s duration, requiring the
trace unit to pivot to a causal-chain methodology.

« libigpls.so (The Link State and Calculation Engine): To overcome the tracing limitations discov-
ered in the calculation engine, the framework monitors this closed-source shared library. It acts as
the structural brain of the I1S-IS process, responsible for managing the Link State Database (LSDB)
and orchestrating the data transformation prior to route injection. By leveraging the dynamic symbol
table, the tracer places user-space entry hooks (uprobes) on explicit boundary functions to bound
the calculation phase:

v" Uprobe (Entry Calculation State - igp_Iscache_update_link): This probe acts as the precise
Input Trigger. It captures the exact microsecond the router begins ingesting the topology
change, such as the application of the LOW_TRUST affinity, and updates the specific link
attributes within the Link State cache.

v" Uprobe (Exit Calculation State - igp_Iscache_update node): This subsequent probe cap-
tures the ongoing Data Transformation phase. It triggers when the routing engine updates
the status of the affected network entities (the local node and its neighbor) connected to the
modified link, providing verifiable evidence that the router is actively transforming its internal
topological data structures in real-time in response to the trigger.

The successful extraction of these bounded traces represents the first critical milestone in converting
these isolated state transitions into a comprehensive formal Finite State Machine (FSM). By isolating the
exact entry and exit points for the SPF calculation, the framework proves that internal execution states
can be reliably tracked and logically verified. While the tracing methodology will continue to explore
deeper system interactions to map additional transitions, establishing this precise causal boundary offi-
cially unlocks the FSM capability, providing the structural foundation required for automated control plane
verification.

7.6 Experimental Environments and Baseline Analysis

The empirical validation of the core hypothesis and the resultant control plane tracing were conducted
across two distinct experimental scenarios. This phased approach allowed for the isolation of specific
systemcall patterns generated by the Cisco I0S XRd control plane before observing the complete lifecycle
of a Flexible Algorithm update within a production-equivalent topology.

7.6.1 Scenario 1: Single Instance Baseline and System-call Isolation

In the initial scenario, a single Cisco I0OS XRd container (xrd-1) was deployed on the host operating
system. The primary objective of this configuration was to perform a clean analysis of the dispatch and
protocol processes without external network interference. By utilizing an isolated node, the experimental
setup achieved the following:
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* Noise Reduction: In a shared-kernel tracing architecture, monitoring multiple virtual routers si-
multaneously generates overlapping systemcalls that complicate the attribution of specific events
to specific containers. Additionally, dynamic routing protocols like IS-IS are inherently noisy; in a
live topology, they continuously broadcast Hello packets and flood Link State PDUs (LSPs) to main-
tain neighbor adjacencies. By deploying a single node with zero active network links, the setup
completely silenced this continuous background protocol chatter and eliminated cross-container in-
terference. This established a sterile monitoring window where any captured kernel interaction was
definitively caused by the internal processing of the configuration update, rather than a reaction to
external network stimulation.

 Pattern Identification: The trace unit successfully isolated the exact, sequential systemcall finger-
print triggered exclusively by a user commit operation in the local CLI.

However, this scenario also highlighted a critical dormant protocol state. Because the virtual router pos-
sessed no physical or virtual links to other neighbors (Links: 0/0), the IS-IS algorithm correctly calculated
zero paths. While the trace unit captured the administrative intent (State A) and the initialization of the
protocol engine (State B), the flow halted. The router attempted to discover neighbors via IS-1S Hello
packets, but it could not progress to the logic and calculation phase (State C). Consequently, no routing
data structures were updated, providing an ideal baseline for secure isolation but necessitating a more
complex topology for full verification.

7.6.2 Scenario 2: Four Node Diamond Topology and Complete Flow Realization

To observe the complete handoff from administrative intent to data plane realization, a four-router dia-
mond topology was implemented. This scenario provides the necessary network density to force the
routing processes through the complete causal flow: from discovery, to calculation, and finally to internal
structure programming.

The topology is structured as follows:

* Nodes: The core infrastructure comprises four Cisco IOS-XRd containerized instances (designated
as xrd-1, xrd-2, xrd-3, and xrd-5). Arranged in a diamond configuration, these nodes emulate
a representative slice of a Segment Routing network, providing the minimum viable complexity
required to force multi-path routing calculations and simulate realistic network convergence.

* Ingress Source node (xrd-1): The point of configuration where Flexible Algorithm policies are
committed and where the primary eBPF trace unit hooks are deployed.

» Egress Destination node (xrd-2): The destination node for traffic traversing the Algorithm 128
slice.

« Transit Path: The source node xrd-1 is connected to intermediate nodes xrd-3 and xrd-5, which
are subsequently connected to xrd-2.

In this scenario, an active configuration update is performed on xrd-1. Unlike the single instance baseline,
the trace unit captures the full multi stage execution flow. The protocol engine successfully receives
neighbor confirmations, executes the mathematical calculation, and programs the forwarding structures,
allowing the Trust Assessment Framework to record a complete observable extraction.
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7.7 Mapping the Observable Extraction Flow

The transition from a single-node baseline to the multi node diamond topology allowed for a comprehen-
sive mapping of systemcalls, thread behaviors, and internal process handoffs. By correlating eBPF trace
unit hooks with the structural states of the virtual router, the complete causal lineage of a routing update
was identified.

7.7.1 The Administrative Trigger

To validate the trace unit without resorting to destructive physical link failures, which generate excessive
background noise and network-wide state churn, Segment Routing Traffic Engineering (SR-TE) was uti-
lized. SR-TE allows for the dynamic, logical manipulation of network paths by altering specific interface
attributes while the physical links remain active. This approach provided a highly deterministic, cleanly
isolated configuration event to trigger the system hooks:

» The Baseline: The environment was configured with a Segment Routing Global Block (SRGB),
which defines the base range of labels for the network, starting at 16000. Under normal conditions,
traffic followed the default, unconstrained SPF calculation (Algorithm 0). The destination node (xrd-
2) was assigned a standard node index of 102. Consequently, the routing protocol calculated a
baseline transport label of 16102 (Base 16000 + Index 102) to route traffic over the default primary
interface.

« The Update Trigger: The GigabitEthernet0/0/0/3 interface (acting as the primary transit link facing
intermediate node xrd-5) was administratively tagged with a specific link affinity group: LOW_TRUST
(Affinity Bit 0).

» The Execution: Flexible Algorithm 128 was pre-configured to strictly avoid links marked with this
low-trust affinity. Upon committing this policy update, the trace unit observed the routing engine
immediately prune the affected GigabitEthernet0/0/0/3 link from its Dijkstra calculation. To main-
tain reachability, the protocol dynamically shifted traffic to a secure parallel path (GigabitEther-
net0/0/0/1). For this specific constrained topology, the destination was assigned a distinct node
index of 202, yielding a completely new, observable transport label of 16202 (Base 16000 + Index
202) mapped into the forwarding structures.

7.7.2 Scenario 1 Observation: The Dormant Protocol Flow

In the isolated single node baseline, the trace unit captures the initial administrative intent but reveals a
definitive halt in the execution flow. Upon committing the low trust affinity, the Iwm_manager successfully
executes read and futex systemcalls, notifying the protocol engine of the configuration change (States A
and B).

However, the flow becomes dormant at the network communication phase. Because the single-node
baseline possesses no physical or virtual links to neighboring routers, it cannot establish adjacency. The
trace unit observes the isis_uv process repeatedly executing a continuous stream of send to systemcalls.
These isolated outbound transmissions represent the router futilely multicasting periodic 1S-1S Hello Pro-
tocol Data Units (PDUs) out of its interfaces, attempting active neighbor discovery.

Because no neighbors exist to respond, the router cannot build a Link State Database. Consequently,
the routing process cannot satisfy the essential topological conditions — specifically, the existence of
active, verified transit links — required to progress to the logic and calculation phase (State C). Without a
populated network graph, no Shortest Path First calculation is triggered, and the trace unit records zero
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subsequent write systemcalls to the Routing Information Base. This effectively maps a dormant protocol
state, proving the trace unit can successfully identify when an administrative intent is formally ingested
but logically fails to achieve data plane realization.

7.7.3 Scenario 2 Observation: Complete State Transitions and Trace Capture

In the four node topology, the observable extraction by the host trace unit aligns directly with the com-
plete functional flow of the routing architecture. The Trust Assessment Framework monitors the following
sequential states to verify integrity:

 State A (The Dispatcher): The flow initiates at the management phase. Upon the user commit,
the trace unit captures the lwm_manager reading the new policy from the system database. The
extraction of read and futex systemcalls confirms the ingestion of the administrative trigger.

 State B (Protocol Engine Initialization): The lwm_manager notifies the routing processes. The
eBPF unit observes the isis process waking up via epoll_wait and preparing to handle internal
configuration change.

 State C (Logic and Calculation): This state represents the mathematical core of the protocol and
serves as a primary verification point to prevent unauthorized route injections. Initially, the trace
unit targeted the librcmd.so calculation library to extract the Shortest Path First (SPF) execution.
However, because these production binaries are heavily stripped to protect intellectual property,
the core mathematical functions are hidden from the symbol table, rendering direct function hooks
ineffective. To overcome this architectural opacity, the trace unit employs Uprobes directly on the
libigpls.so shared library to capture the precise entry and exit boundaries of the calculation state.
The extraction of the igp_Iscache_update_link execution marks the exact entry point where the router
begins processing the new constraints. Crucially, empirical observation reveals that this link-update
function is invoked multiple times prior to a single node update. This iterative execution suggests
that the routing engine evaluates topological data on a per-path-profile basis, specifically processing
individual Flexible Algorithm parameters such as affinity bits and transport labels. Consequently,
this creates a distinct, observable computational footprint; monitoring this frequency potentially will
allow the framework to trace and verify that these specific constraints have not been maliciously
bypassed or altered during the evaluation. The subsequent igp_Iscache _update_node execution
captures the exit of the logic phase as the data structures are finalized. This bounded sequence
proves that a legitimate SPF calculation for the next hop occurred in response to the trigger.

+ State D (Communication and Realization): Following the mathematical calculation, the isis pro-
cess diverges into two parallel operations.

1. Network Communication: The trace unit captures sendto systemcalls as the router floods
the new link state information to its neighbors (xrd-3, xrd-5) via the network interface card
(NIC).

2. Structure Update: Simultaneously, the trace unit captures write systemcalls as the proto-
col engine updates the internal Routing Information Base and subsequently the Forwarding
Information Base with the new 16202 transport label.

7.7.4 Tracing Properties: System calls and User-Space Probes

To provide a complete security guarantee and prevent sophisticated evasion techniques, the eBPF trace
unit employs different type of properties monitoring strategy based on the depth of functionality and
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locality. This is strictly necessary because observing system calls alone provides an external view of
process behavior, recording what data is being transmitted or written, but leaves the internal mathematical
decision-making completely opaque. Without this internal insight, a compromised routing daemon could
bypass the actual protocol algorithms entirely and use a legitimate-looking systemcall to inject a fabricated
route.

» Kernel-Level Systemcall Hooking (The Communication Phase): The trace unit places kprobes
on sendto, recvfrom, write, read, futex and epoll_wait system calls specifically assigned to the iss_uv
thread. This enables the host to verify that the router is actively attempting to communicate with its
network neighbors. Crucially, within this optimized architecture, the virtual router does not rely on
the standard host kernel networking stack to route this communication; rather, system calls such as
sendto and recvfrom represent the protocol engine interacting directly with the Network Interface
Card (NIC) to exchange raw Link State PDUs on the wire. However, while these system calls
prove that a message was successfully formatted and transmitted to the physical interface, they are
inherently blind to the underlying mathematical algorithms generating that payload.

» User-Space Probes (The Logic Phase): To mitigate a scenario where a compromised process
transmits a valid-looking Netlink systemcall to update the FIB without actually running the SPF
algorithm, the trace unit activates uprobes configured to trigger precisely when the calculation
logic is invoked within the shared routing libraries.

v" Reverse Engineering and Stripped Binaries: The discovery of the optimal tracing bound-
aries is currently a semi-automated process requiring manual reconnaissance of the virtual
router's memory map. Initial static analysis attempts using standard Idd and nm utilities tar-
geted a broad spectrum of Cisco shared libraries to determine what is invoked during a route
calculation, including Inter-Process Communication (IPC) handlers, Object Request Architec-
ture (ORA) boundaries (e.g., libisis_ip_ora.so, librib_ora.so), and core mathematical engines.
This analysis revealed that the I1S-IS process is heavily stripped. To protect its property, Cisco
removes the static symbol tables (.symtab), hiding the internal spf and dijkstra function names.
To overcome this, the framework utilized objdump -T to extract the Dynamic Symbol Table
(.dynsym), revealing the explicitly exported boundary functions within the Link State (libig-
pls.so) and Traffic Enginnering (libigpte.so) libraries.

v Tail Call Optimization (TCO) and Dynamic Hooking: During dynamic profiling, it was dis-
covered that uretprobes (return hooks) failed to capture the exit of the calculation functions.
This is a hallmark of Tail Call Optimization (TCO), where the compiler optimizes away return
instructions, causing the eBPF return probes to be bypassed. Consequently, the trace unit’s
methodology was adapted to use a Causal Chain of standard entry uprobes. By hooking the
exact start of the database update (igp_lscache_update_link) and the subsequent internal node
update (igp_lscache_update_node), the tracer successfully establishes the boundaries of the
data transformation phase without relying on fragile return instructions.

v" Observation of Dijkstra Profiling: During the execution of the bounded uprobes, the tracer
captures the profiling of the data transformation not merely as a microsecond timer, but as
an abstract proof of constraint satisfaction. This execution footprint proves that the algorithm
actively evaluated the network constraints before calculating the new next hop. Specifically,
it verifies that the mathematical engine processed parameters such as interface trust levels
(e.g., explicitly excluding the interface tagged as LOW_TRUST) within libigpls.so. By proving
these constraints were mathematically satisfied to determine the safe next hop, the frame-
work guaranteed the logical integrity of the subsequent write systemcall as the I1S-IS process
updated the RIB.

» Correctness Verification and State Synchronization: By synthesizing the extracted evidence
from these distinct memory addresses, the framework allows the trust sources (the FSM and the
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core attestation engine) to verify that the routing update is shared and populated properly across the
system architecture. Correctness is established by ensuring the causal sequence remains intact:
the mathematical calculation must first update the RIB (which evaluated all potential interfaces for
a node) and subsequently synchronize, through the Cisco Express Forwarding (CEF), the optimal
path down to the FIB (which dictates the active interface used for data plane switching). The trust
sources can use this causal evidence to attest that the observed interface swap in the FIB, and the
resulting transition from transport label 16102 to 16202, was a legitimate computational response
to the LOW_TRUST event, rather than an unauthorized path injection.

7.7.5 The Shared Kernel Bypass and Final Attestation

In standard deployments of Virtual Network Functions (VNFs), containerized routers exhibiting "vanilla”
behaviour do not maintain strict architectural isolation. Rather, as part of their baseline operations for
managing route groups and lists, they typically synchronize and mirror their internal routing data struc-
tures directly to the outside host operating system. As comprehensively detailed by Suo et al. (2018),
standard container networking relies heavily on the host OS; whether utilizing default bridge mode — which
routes traffic through virtual ethernet (veth) pairs connected to a dockerO interface — or host mode — which
completely shares the host’s network namespace — these configurations force routing states and packet
transmissions to traverse the standard Linux networking stack of the host. Consequently, this continuous
synchronization across the container-host boundary introduces a critical attack surface. A compromised
containerized router could theoretically manipulate these shared networking structures to achieve a con-
tainer escape (jailbreak), a severe threat vector explicitly demonstrated by recent high-profile container
runtime vulnerabilities (e.g., CVE-2024-21626, CVE-2025-31133, CVE-2025-52565).

However, the Cisco I0OS XRd routers utilized in this architecture employ advanced forwarding optimiza-
tions that intentionally bypass — and effectively collapse — the host-level networking structures. Drawing
an architectural parallel to Cisco’s Converged SDN Transport framework, which simplifies the physical
network infrastructure by collapsing distinct service and optical tiers into a unified network element, the
XRd platform achieves similar network simplification by collapsing the intermediate virtualized network-
ing layers. Consequently, attempting to verify routing integrity by statically checking the host’s routing
tables is fundamentally inadequate due to a profound lack of execution determinism. In this converged
model, there is no deterministic guarantee regarding who updates the host routing tables or when these
updates occur, as such state synchronization is typically offloaded directly to the underlying host network-
ing hardware architecture rather than being explicitly and sequentially managed by the software routing
engine.

This architectural reality fundamentally redefines the scope of the tracing methodology. Since the ac-
tive routing state is realized within dedicated user-space memory domains that entirely bypass the host
network stack, the framework cannot rely on the tracing of static state data structures within the host
operating system. Instead, routing integrity must be guaranteed by continuously monitoring the dynamic
execution flows and internal processes that occur strictly inside the containerized environment. By utiliz-
ing the eBPF trace unit from the shared kernel to capture the execution path, the framework provides an
evidence-based guarantee that the internal, invisible forwarding tables were programmed by an autho-
rized and mathematically verified protocol execution.

Furthermore, the tracing methodology established here represents the baseline requirement for defining
the critical path of the routing protocol. By isolating the exact entry trigger (igp_Iscache_update_link)
and the exit realization point (igp_lscache_update_node), the eBPF trace unit successfully bounds the
execution flow. However, this relies entirely on the dynamic symbols left exposed by the vendor. For
fully opaque or heavily stripped libraries like librcmd.so, where even boundary functions are obfuscated
or optimized away, eBPF uprobes reach their operational limits. Tracking the exact CPU instructions
executed during the SPF calculation may eventually necessitate the integration of additional, lower-level
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trace units, such as hardware-assisted execution tracing (e.g., Intel Processor Trace) or deep memory
introspection.

However, pursuing this deeper level of visibility introduces profound architectural and security trade-
offs. First, relying on specialized hardware extensions leads to a fragmentation of security solutions,
as the tracing framework becomes strictly dependent on specific silicon availability rather than remaining
platform-agnostic. Second, implementing deep memory introspection often necessitates highly privileged
modifications or extensions within the kernel space. Ultimately, the deeper the introspection, the broader
the threat model becomes; actively extending the trace and evidence space directly expands the attack
surface. By deploying this additional tracing, the framework risks introducing new vulnerabilities into the
very diagnostic mechanisms intended to secure the routing plane.

Given these security trade-offs, the current eBPF architectural implementation represents the optimal
balance between visibility and safety. Rather than risking the expansion of the threat model by going
lower in the system stack, the framework successfully captures the bounded critical path across the
container-to-host boundary. Crucially, the raw sequence of events captured by these traces is inherently
non-deterministic, as the exact execution path is strictly dependent on volatile routing inputs and network
topologies. Therefore, to achieve reliable security guarantees, this highly variable execution footprint
must be translated into a predictable framework. The necessary next step is to abstract this messy, input-
dependent behavioural flow into a deterministic formal model. By mapping these raw system observations
into a Finite State Machine (FSM), the framework can systematically evaluate whether the executed paths
align with legitimate protocol operations, seamlessly bridging the gap between low-level system tracing
and automated control plane verification.

Once this deterministic FSM is operational, its theoretical guarantees must be evaluated against actual,
sophisticated exploits targeting the routing plane. A primary candidate for this future evaluation is the
replay suppression attack — an exploit detailed in previous deliverables. In a high-traffic routing bottleneck
scenario, an adversary could monitor network congestion via the link-map and exploit the router’s internal
load-balancing mechanisms. By launching a replay attack, the adversary essentially blinds the router to
the true network state. This manipulation, whether achieved by artificially altering the link-state table or
implicitly forcing a local node trigger, coaxes the routing engine into pushing traffic away from its secure,
primary path and onto a vulnerable, transient link. Safeguarding against such an exploit serves as the
primary use case for transitioning the FSM from a baseline model into an active defensive mechanism
capable of detecting topology blinding and malicious path manipulation.

Within the specific context of the CASTOR framework, this attack scenario maps directly to the system’s
core trust designations. In CASTOR, persistent paths are elevated to trust links, while transient paths
are classified as alternate links. Legitimate transitions between these states are strictly governed by the
optimization engine — for instance, briefly directing traffic to an alternate link while a trust link undergoes
resource provisioning or maintenance. The critical security challenge is determining how an attacker
fraudulently convinces the router to make this shift, and how to detect it. Consequently, the potential next
step in this research is to leverage the established tracing architecture to analyze systemcall evidence
during these routing shifts. By monitoring the syscalls that trigger the load-balancer, the framework will
investigate whether a transition from a trust link to an alternate link was the result of a valid optimization
command, or an unauthenticated, unauthorized change. Identifying this unauthorized transition footprint
vis syscall evidence will ultimately empower the FSM to distinguish between legitimate network engineer-
ing and malicious traffic redirection.
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Chapter 8

CASTOR TNDE Key Management

Having described in detail all of CASTOR trust extensions and attestation mechanisms for enabling the
runtime trust characterization of all elements comprising the routing plane, in the following table (Ta-
ble 8.1), we summarize all crypto primitives (keys) that need to be established to the vRouters for achiev-
ing one of the core properties in evidence-based trust assessment theory [38]: this of source-level
validation and binding. What this translates to is the verifiability of the trustworthiness evidence - how
does the Orchestrator (acting as the Verifier) can validate the origin and binding of individual ev-
idence traces when they are collected from multiple sources (Trace Units - Section 3.6) within an
attesting routing element? Each evidence trust source (be it the Finite State Machine (FSM) or any
additional verification unit - besides the Attestation Agent as this is the hardware-isolated trust source
acting as the anchor (Layer 1) for enforcing the trust boundaries to the (user-space) instantiated routing
functions) may operate under different trust models and may require individual validation with respect to
their provenance, protection domain, and association with the Attester’s identity. This creates the need
of safeguarding the integrity of extracted traces, states and observations through a key management
system that prevents their cloning or transfer. In practice, this implies cryptographic binding between
evidence sources and the attestation function, supported by key management and endorsement models
that enable composability and structured verification.

This is usually tasked as device-binding to ensure non-transferability among corrupt devices but also
between (containerized) tenants (TNDIs) within the same virtualized environment. CASTOR achieves
this by binding all component-specific keys to the underlying (hardware-based) platform key. The secure
element (physical RoT as Layer-0) holds a long-term endorsement key (skex, pkex) that constitutes its
identity and is not used to produce attestation evidence, and a distinct attestation key pair (skax, pkak)
that is used to sign attestation evidence subject to policy. Trustworthiness evidence is always produced
under an attestation key that is bound to usage policies safeguarded by the secure element. Such
evidence capture the runtime configuration and behavioural state of either any trust source instantiated
in Layer-2 or at the runtime TNDI layer (Figure 4.5).

Recall that all these keys (as described in Chapter 3) are generated and verified during the TNDI ON-
BOARDING Phase followed by the JOIN Phase of the attesting functions of CASTOR trusted computing
base: As part of the former process, a similar to the activateCredential semantic to a trusted platform
module is executed for validating the underlying secure element and issuing the public part of its endorse-
ment key (or the TNDE platform key as depicted in Table 8.1). The latter is focused on the generation and
verification of the (policy-bound) attestation key pairs enhanced also with the generation of the asym-
metric key pairs facilitating the advanced crypto protocols of composite attestation and DORE for the
zero-knowledg sharing of path-centric trust metrics.
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Table 8.1: Overview of Crypto Primitives (keys) established in CASTOR TNDE environment

Key Name
RoT Key (skek, pkex)

- Type
asymmetric,
long-term
endorsement
keypair

Usage / Generation

Exposed by the underlying secure element
(RoT) (equivalent to an Endorsement Key) and
used to authenticate/identify the device. Public
part is issued/activated upon validation of the
secure element by the respective vendor
(activateCredential process)

Num:: [1 per RoT]

' Binding
N/A

TNDE (platform) key
(Pkpiat, skplat)

asymmetric,
long-lived

Used by TN-DSM as SPDM identity key for the
authentication of the TNDE to the Network
Service Orchestrator. Generated by TN-DSM
on initial startup and verified during the
ONBOARDING phase.

Num:: [1 per TNDE]

to RoT Key for
device-binding
(enforced in CASTOR
TNDE v2)

TNDI key (pkindi, skindi)

asymmetric,
long-lived

v1: Used by TN-DSM as the TNDI
identity/authentication key, e.g., to authenticate
the TNDI-SP data channels. v2: Used by
TN-DSM to sign TNID-specific runtime
evidence and trustworthiness clims and as
authentication key for the TNDI-SP data
channels (for the establishment of symmetric
Diffie-Helman keys between the TN-DSM and
the DLT Context Broker). Generated by
TN-DSM during TNDI onboarding; pkingi shared
with Network Service Orchestrator for
verification.

Num: [1 per TNDI]

to TNDE key
(transitively to RoT)

Network Service
Orchestrator key pair

asymmetric

Enables TN-DSM to authenticate the
Orchestrator as a trusted entity. This is also
used for establishing an authenticated and
encrypted channel with each TN-DSM for the
latter verification of the composite attestation
key pairs per node

Num:: [1 per Orchestrator]

N/A

BLS composite
attestation key pair

asymmetric,
long-lived

Used by each TNDI as the identity key for
generating order-preserving proofs based on
matrix-based constructions

Num:: [1 per TNDI]

N/A

PS composite
attestation key pair

asymmetric,
long-lived

Used by TNDI as the identity key for generating
composite attestation proof
Num:: [1 per TNDI]

N/A

DORE key pair

asymmetric,
long-lived

Used by network controller for constructing
zero-knowledge proofs on trust metrics based
on which computations (comparison) on the
trust level can be conducted

Num:: [1 per network controller]

N/A

Attestation Agent key
pair

asymmetric

Key pair used for signing the extracted
trustworthiness evidence by the Attestation
Agent to be provided to the Local TAF per
TNDE. Public part of AK is used for verification
also from external Verifiers. Secret part is also
binded to specific key restriction usage policies
Num:: [1 per Attestation Agent]

to the RoT key

Data channel keys

symmetric
session keys

Used as session keys for protecting the
TNDI-SP data channels between TN-DSM and
the Global TAF / DLT Context Broker; currently
instantiated as TLS session keys.

Num:: [per TNDI-SP data channel]

TNDI key authenticates
channel, indirectly
binding the derived
session keys to the
TNDI key

Continued on next page
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Table 8.1 continued from previous page

Key Name - Type Usage / Generation ' Binding

Control channel keys symmetric Used as session keys for the SPDM Secured TNDE key
session keys Messages channel between the CASTOR authenticates channel,
Service Orchestrator and the TN-DSM. indirectly binding the
Num:: [per TNDI-SP control channel] derived session keys to

the TNDE key (and
transitively to the RoT
key)
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Chapter 9

Summary and Conclusions

This deliverable has advanced the CASTOR device-side trust architecture from the conceptual design
established in D3.1 to a first integrated implementation of the key components on containerized routing
platforms. D3.2 shows how the Trust Network Device Extension (TNDE), Trust Network Device Inter-
faces (TNDIs), and their security protocols can be realized on concrete vRouter platforms and tied into
CASTOR'’s orchestration layer for trusted path routing. By grounding the abstract concepts of trusted
device-side evidence collection in running code, protocol flows, and initial experiments, the deliverable
demonstrates the feasibility of continuous, evidence-based trust assessment in the routing plane.

The document specifies and prototypes the TNDE services, the TNDI Security Protocol (TNDI-SP), and
the JOIN and ONBOARDING flows that enroll TNDE platforms and onboard individual TNDIs into a CAS-
TOR domain. It details how per-TNDI identities, lifecycle management, and data channels are combined
with an eBPF-based Trace Unit and local trust sources to export trace and attestation evidence towards
the Global TAF and Phala. In parallel, D3.2 instantiates CASTOR’s tiered attestation architecture, pro-
viding concrete schemes for device-level configuration integrity verification, layered platform attestation,
and composite path-level attestation that together extend trust from hardware roots of trust up to routing
paths.

Beyond protocol and service design, the deliverable reports on the first integration and evaluation of trust
sources and tracing mechanisms that operate on real XRd vRouter environments. The eBPF-based Trace
Unit and associated experiments with FlexAlgo 128 routing updates show that CASTOR can extract both
static and dynamic control-plane evidence from production-like setups, and that this evidence can feed
into attestation checks and Finite State Machine (FSM)-based behavioral models. The FSM Trust Source
chapter validates an end-to-end pipeline from trace collection through feature selection to model learning
and highlights the potential of lightweight, explainable behavioral attestation, while also identifying open
challenges around process attribution, dataset coverage, and runtime integration.

Overall, this deliverable provides the first concrete realization of CASTOR’s device-side trust mecha-
nisms across TNDE/TNDI-SP services, tiered attestation schemes, behavioral trust sources, tracing in-
frastructure, and key management. It captures the implementation status of version 1, clarifies which
mechanisms are already realized in code and which remain at a proof-of-feasibility or exploratory stage,
and sets out clear directions for version 2, including stronger hardware root-of-trust bindings, richer per-
TNDI key hierarchies, deeper tracing and FSM integration, and further evaluation of composite attestation
schemes. Together, these results complete the transition from the architectural principles of D3.1 to an
operational prototype that the subsequent CASTOR work packages can build upon for end-to-end trusted
path routing.
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List of Abbreviations

Abbreviation Translation

AK Attestation Key
AS Aggregate Signature
ATL Actual Trust Level
BGP Border Gateway Protocol
BLS Boneh—Lynn—Shacham (signature scheme)
CcC Compute Continuum
CE Compound Evidence
CBOR Concise Binary Object Representation
CEF Cisco Express Forwarding
Clv Configuration Integrity Verification
CRL Certificate Revocation List
DAA Direct Anonymous Attestation
DICE Device Identifier Composition Engine
DORE Delegatable Order-Revealing Encryption
DPE DICE Protection Environment
eBPF extended Berkeley Filters
ECC Elliptic Curve Cryptography
EK Endorsement Key
FIB Forwarding Information Base
FSM Finite State Machine
fTPM Firmware Trusted Platform Module
KDF Key Derivation Function
LSPs Link State PDUs
NIC Network Interface Card
OCSsP Online Certificate Status Protocol
ORE Order-Revealing Encryption
PCR Platform Configuration Register
PKI Public Key Infrastructure
RL Revocation List
RIB Routing Information Base
RoT Root-of-Trust
RPKI Resource Public Key Infrastructure
RTI RoT for identity
RTL Required Trust Level
RTM RoT for measurement
RTR RoT for reporting
RTS RoT for storage
SAS Sequantial Aggregate Signature
SGX Software Guard Extensions
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SLO Service-Level Objective
SPF Shortest Path First
SRK Storage Root Key
TA Trust Assessment
TAF Trust Assessment Framework
TAF-API Trust Assessment Framework — Application Programming Interface
TAF-DT Trust Assessment Framework — Digital Twin
TCB Trusted Computing Base
TCG Trusted Computing Group
TCO Tail Call Optimization
TDE Trust Decision Engine
TDX Trust Domain Extensions
TEE Trusted Execution Environment
TLEE Trustworthiness Level Expression Engine
™ Trust Model
TMM Trust Model Manager
TN-DSM Trust Network Device Security Manager
TNDE Trust Network Device Extensions
TNDI Trust Network Device Interface
TNDI-SP TNDI Security Protocol
TPM Trusted Platform Module
TPR Trusted Path Routing
TS Trust Source
TSM Trust Sources Manager
TVM TEE Virtual Machine
VLR Verifier-Local Revocation
VM Virtual Machine
vTPM Virtualized Trusted Platform Module
ZKP Zero-Knowledge Proofs
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